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1 . I n tro d u c ti o n  

1.1. W h a t  i s  S t ra t e s a v e ?  
T he  k e yw ord s  comfortable organized backup be s t d e s c ribe  Strate s av e . T he  
bac k u ps  are  c om f ortabl e  an d  organ iz e d . A t e x e c u tion  tim e , it is  n e ithe r n e c e s s ary to 
s pe c if y w hat s hou l d  be  bac k e d  u p, n or w he re  it w il l  be  s tore d . I t is  s u f f ic ie n t to c al l  
the  bac k u p program  on c e  a d ay in  the  e v e n in g, an d  d ail y bac k u p is  e x e c u te d  
au tom atic al l y. I t c an  be  e v e n  m ore  c om f ortabl e , u s in g the  s c he d u l e d  bac k u ps -f e atu re , 
w hic h au tom atic al l y e x e c u te s  bac k u ps  at a d e s ire d  tim e  of  d ay. 
Strate s av e  is  a complete backup s olution f or you r W in d ow s  N e tw ork . I t f u l l y bac k s  
u p l oc al  an d  n e tw ork e d  c om pu te rs , in c l u d in g Sys te m  State , A c tiv e  Dire c tory, SQ L - 
an d  E x c han ge  Se rv e r d atabas e s . Strate s av e  al l ow s  f u l l  re s toration  of  you r s ys te m s . 
V SS (V ol u m e  Sn aps hot Se rv ic e )  O pe n  F il e  bac k u p an d  Dis as te r re c ov e ry w ithou t 
re in s tal l in g W in d ow s  are  prov id e d  f or l oc al  an d  n e tw ork  bac k u p of  W in d ow s  
7 / 2008 / V is ta/ 2003 / X P. Dis k  I m age  bac k u p is  prov id e d  as  w e l l  as  pre c is e  f il e  bac k u p. 
Strate s av e  is  optim iz e d  f or re gu l ar bac k u ps  ov e r a l on ge r pe riod  of  tim e . Y ou  d e f in e  
d if f e re n t bac k u ps  f or d if f e re n t periods  (hou r, d ay, w e e k , m on th, q u artal , s e m e s te r, 
ye ar) . T he  s torage  m e d ias  are  f ix e d  d is k s , tape s  an d  re m ov abl e  d is k s  (in c l u d in g 
CD/ DV D) . 
T he  R es tore c om pl e te l y f its  w ith Strate s av e ' s  c on c e pt of  organ iz e d  bac k u ps . 
Strate s av e  m an age s  by its e l f  to f in d  the  f il e s  to be  re s tore d  on  the  c orre s pon d in g 
bac k u ps . B ac k u p l is ts  c on tain in g the  n am e s  of  bac k e d  u p f il e s  c an  be  v ie w  or prin te d  
if  re q u ire d . 
T he  R emote Backup C ontrol f e atu re  al l ow s  to c on trol  the  bac k u ps  w he n  the y ru n  as  
a W in d ow s  Se rv ic e  or u n d e r the  W in d ow s  A T -c om m an d . 
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1.2 . W h y  o rg a n i z e d  b a c k u p ?  
T he  organ iz e d  bac k u p is  im portan t e s pe c ial l y in  a prof e s s ion al  f ie l d , if  re gu l arl y 
bac k u p is  d e s ire d . Strate s av e  organ iz e s  the  bac k u ps  w ith he l p of  a m ac ro (u s e r 
d e f in e d  bac k u p pl an )  an d  a l og (l is t of  e x e c u te d  bac k u ps ) . Strate s av e  is  v e ry f l e x ibl e  
an d  l e av e s  it to the  u s e r to s pe c if y, how  m an y tape s  or how  m u c h d is k  s pac e  s hou l d  
be  u s e d  f or bac k u p. Spe c if ic  bac k u p c re d e n tial s  f or s e c u rity an d  av ail abil ity of  ol d  
bac k u ps  are  tak e n  in to ac c ou n t. 
Strate s av e  d is tin gu is he s  bac k u ps  f rom  the ir pe riod s  (hou rl y, d ail y, w e e k l y, m on thl y 
bac k u p e tc .) . A d d ition al l y, bac k u ps  are  s e parate d  w ith a rotation  s c he m e  of  2-12 
bac k u ps  on  d if f e re n t s torage  l oc ation s . T he  u s age  of  a pre c is e  pl an  al l ow s  to c al c u l ate  
the  pote n tial  ris k s  f or e x tre m e  s itu ation s . F or e x am pl e , w he n  a bac k u p tape  ge ts  
d e f e c tiv e , ol d e r bac k u ps  w il l  be  av ail abl e  f or re s tore . Som e tim e s  f il e s  are  d e l e te d  by 
ac c id e n t, an d  this  is  d e te c te d  w e e k s  l ate r. A  m on thl y, q u artal , s e m e s te r or ye arl y 
bac k u p c an  he l p ou t he re , if  the s e  pe riod s  are  u s e d  in  the  ac tu al  bac k u p pl an . 
T he  option  differential backup he l ps  s av in g bac k u p tim e  an d  s torage  s pac e . O n l y 
the  u pd ate d  f il e s  s in c e  l as t bigge r bac k u p are  s tore d . A s  an  e x am pl e , you  c an  m ak e  a 
f u l l  bac k u p e v e ry m on th w ith d ail y an d  w e e k l y d if f e re n tial  bac k u ps . 

1.3 . M a c ro  
F or e ac h PC to be  bac k e d  u p w ith Strate s av e , a macro m u s t be  c re ate d . I t c on tain s  al l  
the  n e c e s s ary in f orm ation  f or re gu l ar bac k u p. T he  m ac ro is  s tore d  on  PC. De s ign in g 
a m ac ro is  an  e as y tas k . T o s im pl if y f u rthe r, the  n e tw ork  m an age r c an  c re ate  the  
m ac ros  f or al l  PCs  on  the  n e t an d  c opy the m  to the  e x e c u tin g PCs . 

1.4 . L o g  
Strate s av e  c re ate s  a log au tom atic al l y. T he  l og e x ac tl y d e s c ribe s  e x e c u te d  bac k u ps , 
w ith bac k u p d ate  an d  tim e , bac k u p l oc ation , an d  bac k e d  u p d ire c torie s . T he  l og is  an  
im portan t s ign  pos t f or the  re s tore  program . Y ou  c an  d is pl ay or prin t the  l og as  
d e s ire d . I f  the  L og is  l os t, it c an  al s o be  re s tore d  d ire c tl y f rom  the  l ate s t bac k u p. 

1.5 . B a c k u p s  o n  re m o v a b l e  d i s k s  o r C D / D V D  
Strate s av e  has  bu il tin  d riv e r e n gin e  f or bac k u p on  CD/ DV D. A l s o s u pporte d  are  
s tan d ard  re m ov abl e  d is k s  or 3 rd  party CD/ DV D-pac k e tw ritin g Sof tw are . A  bac k u p 
c an  be  e x te n d e d  ov e r s e v e ral  re m ov abl e  d is k s , an d  m u l tipl e  d riv e s  c an  be  u s e d  f or 
bac k u p (s pan n in g s u pport) . 
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1.6 . B a c k u p s  o n  t a p e s  
T he  tape s  are  f orm atte d  w ith L abels , f ol l ow in g the  A N S I 1-tape format. T his  w id e -
s pre ad  f orm at in c l u d e s  a prote c tion , in  c as e  of  a w ron g tape  be in g pu t in to the  d riv e . 
Strate s av e  al s o s u pports  tape s ets . A  bac k u p c an  be  e x te n d e d  ov e r tw o or m ore  tape s . 
A l s o bac k u ps  c an  be  appe n d e d  to bac k u ps  al re ad y on  tape . T he  c om m on l y u s e d  G F S  
( G randfath er F ath er S on)  tape rotation s ch eme al l ow s  optim al  tape  u s age  an d  
f l e x ibil ity. 
Su pporte d  tape  d riv e s : SCSI  DA T , DL T , L T O , 8 m m  (in c l u d in g E x abyte  V X A , 
M am m oth) . SCSI  T rav an  d riv e s  are  s u pporte d , bu t on l y on e  bac k u p c an  be  s tore d  on  
e v e ry tape . I n  prin c ipl e , al l  SCSI  tape  d riv e s  are  s u pporte d . 
N on -SCSI  d riv e s  are  al s o s u pporte d  in  prin c ipl e , if  a d riv e r f or the  tape  d riv e  is  
in s tal l e d , bu t c u rre n tl y this  has  n ot be e n  s e v e rl y te s te d . 
Cu rre n tl y n ot s u pporte d : O n Stre am . 

1.7 . B a c k u p s  o n  S f t p  S e rv e r 
Strate s av e  c an  s tore  the  bac k u ps  on  Sf tp-on l in e -Se rv e r. T his  is  s e c u re  tran s f e r ov e r 
in te rn e t or l oc al  n e tw ork . Y ou  n e e d  a s torage  ac c ou n t w hic h s u pports  s f tp-protoc ol .  
Sf tp-Se rv e rs  w ith c e rtif ic ate  are  al s o s u pporte d . 
W ith the  in te grate d  s c he d u l e r, bac k u ps  are  au tom atic al l y d on e  in  bac k grou n d  as  s oon  
as  the  c om pu te r is  c on n e c te d . 

1.8 . P ro t e c t i o n  a g a i n s t  s t o ra g e  f a u l t s  
T he  bac k u ps  are  prote c te d  w ith a 3 2 bits  C R C 2-ch ecks um. T he  bac k u ps  c an  be  
c he c k e d  f or d ata-e rrors , au tom atic al l y af te r bac k u p or l ate r if  re q u ire d . Du rin g 
re s tore , f il e s  are  al s o c on trol l e d  w ith this  c he c k s u m . Y ou  w il l  be  w arn e d  of  an y 
d if f e re n c e  be tw e e n  bac k e d  u p d ata an d  re s tore d  d ata. 
I f  the  f il e  tabl e s  an d  f il e  he ad e rs  in  bac k u p c on tain  e rrors , u s e  the  s pecial res tore 
option for corrupted backups . I t al l ow s  to re s tore  as  m an y f il e s  as  pos s ibl e  f rom  
e v e n  he av il y c orru pte d  bac k u ps , w he re  the  n orm al  re s tore  w ou l d  f ail . T he  e n tire  
bac k u p is  s c an n e d  in  the  s e arc h of  bac k e d  u p f il e s , al l ow in g al s o e rrors  in  f il e  
he ad e rs . T his  f e atu re  is  n ot an  e rror c orre c tion . Data-e rrors  are  re c ogn iz e d  an d  l is te d  
(an d  bypas s e d  to ac c e s s  the  s til l  c orre c t bac k u p-d ata) , bu t n ot c orre c te d  in  the  c u rre n t 
v e rs ion  of  Strate s av e . A l s o, the  c orru pte d  bac k u p re s tore  d oe s  n ot re s tore  s pe c ial  

                                                 
1A m e ric an  N ation al  Stan d ard  I n s titu te . 
2Cyc l ic  R e d u n d an c y Che c k  - m od e rn  m e thod  of  c he c k s u m -ge n e ration  
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in f orm ation  l ik e  e x te n e d  f il e  attribu te s  an d  N T F S s e c u rity. I t is  m e re l y a s af e ty n e t in  
c as e  the  n orm al  re s tore  f ail s , to be  u s e d  as  a l s at re s ort. 

1.9 . B a c k u p  f o rm a t  
T he  bac k u ps  are  s tore d  in  e x te n d e d  T A R 3-format, if  c om pre s s ion  an d  e n c ryption  are  
n ot u s e d . F il e s  c an  be  re s tore d  w ith e v e ry T A R -program . T his , of  c ou rs e , is  on l y 
n e c e s s ary in  an  e x tre m e  s itu ation , if  the  re s tore  program  is  n ot av ail abl e . 
T he  e x te n s ion  to the  U n ix -T A R -f orm at is  the  ad d ition  of  a c he c k s u m  of  bac k e d  u p 
f il e s . I f  d ata in  bac k u p c han ge s , re s tore  program  w il l  d e te c t an d  l is t c orru pte d  f il e s . 

1.10 . A u t o m a t i c  b a c k u p  s t a rt  
T he  bac k u p pl an  c an  be  d e f in e d  as  au tom atic  s tartin g tim e s  of  the  bac k u ps  f or e ac h 
pe riod  (hou rl y, d ail y, w e e k l y, m on thl y, ye arl y bac k u p)  in d iv id u al l y w ith a tim e  
w in d ow , w he re  bac k u p of  e ac h pe riod  c an  s tart. T his  al l ow s  f or ad v an c e d  bac k u p 
pl an s  l ik e  au tom ate d  d ail y bac k u ps  M on d ay to T hu rs d ay at 18 :00, w e e k l y bac k u p 
F rid ay e x c e pt f irs t F rid ay e v e ry m on th, w he re  a m on thl y bac k u p s hou l d  be  ru n . 
B ac k u p program  c an  be  ru n  as  a W in d ow s  Se rv ic e , f or au tom atic  s c he d u l e d  bac k u ps  
w he n  n oon e  is  l ogge d  on . T he  R e m ote  B ac k u p Con trol  al l ow s  you  to c on trol  the  l oc al  
or re m ote l y ru n n in g s e rv ic e . T his  ru n s  in  the  u s e r c on te x t w ith an  ic on  in  the  tas k bar, 
an d  in te rrac ts  w ith the  s e rv ic e , or w ith the  Strate s av e  B ac k u p ru n n in g u n d e r the  
W in d ow s  A T -c om m an d . 

1.11. R o t a t i o n  s c h e m e  
T he  bac k u ps  are  s tore d  s e q u e n tial l y on  2-12 d if f e re n t l oc ation s . F or e x am pl e , if  thre e  
tape s  are  re s e rv e d  f or bac k u ps , the  f irs t thre e  bac k u ps  are  s tore d  on  thre e  tape s  
re s pe c tiv e l y. T he  f ou rth bac k u p w il l  be  s tore d  on  f irs t tape , ov e rw ritin g the  bac k u p 
s tore d  the re . T he  f if th bac k u p w il l  be  s tore d  on  s e c on d  tape  e tc . T he  rotation  s c he m e  
c om bin e d  w ith pe riod  d e f in ition s  (hou rl y, d ail y, w e e k l y e tc . bac k u ps )  giv e s  
m ax im u m  f l e x ibil ity f or the  d e s ign  of  an  optim iz e d  bac k u p pl an . 

1.12 . D a t a b a s e  b a c k u p s  
Strate s av e  bac k u ps  d atabas e s  SQ L  Se rv e r 2008 , 2005 , 2000, 7 .0 an d  E x c han ge  
Se rv e r 2010 (w ith V SS) , 2007 , 2003 , 2000. T he  bac k u ps  are  pe rf orm e d  at the  
d atabas e  l e v e l , an d  c an  be  c om bin e d  w ith f il e  bac k u ps . Dif f e re n tial  bac k u ps  are  
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s u pporte d , as  w e l l  as  pu re l y in c re m e n tal  bac k u ps . I n c re m e n tal  bac k u ps  bas e  n ot on  
the  l as t bac k u p of  l on ge r pe riod , bu t on  the  l as t in c re m e n tal  bac k u p. F or the  re s tore , 
the  w hol e  c hain  of  in c re m e n tal  bac k u ps  s in c e  l as t f u l l  bac k u p m u s t be  re s tore d  f rom . 
I n c re m e n tal  bac k u ps  f or d atabas e s  c an  be  re pe ate d  au tom atic al l y at v e ry s hort 
in te rv al  (1 m in u te  m in im u m ) . F or SQ L  Se rv e r, V SS f u l l  bac k u ps  c an  be  c om bin e d  
w ith s tan d ard  d if f e re n tial  an d  in c re m e n tal  bac k u ps . 

1.13 . F u l l  re s t o re  a p p ro v e d  
Strate s av e  bac k u ps  e x te n d e d  s ys te m  in f orm ation s , in c l u d in g R e gis try an d  E v e n tl og 
f il e s , l on g an d  s hort f il e - an d  d ire c toryn am e s , N T F S Se c u rity-in f orm ation  an d  othe r 
s pe c ial itie s , Sys te m  State , A c tiv e  Dire c tory, d atabas e s . R e s tore  c an  e v e n  be  d on e  on  
l oc k e d  f il e s , al l ow in g a f u l l  re s tore  of  a ru n n in g s ys te m . I t is  the re f ore  n ot n e c e s s ary 
to m ak e  the  f u l l  re s tore  to a s e parate  partition  or d is k  f irs t. 
T he  R e s tore  Dis k , w hic h c an  be  c re ate d  w ith Pe riod ic al  bac k u p, al l ow s  you  to 
re s tore , e v e n  if  R e s tore  program  on  hard  d is k  is  n o l on ge r av ail abl e , w ithou t 
re in s tal l in g Strate s av e . A f te r a d is k  c ras h of  you r s ys te m  d is k , on l y the  ope ratin g 
s ys te m  an d  n e tw ork  s of tw are  n e e d  to be  re in s tal l e d  be f ore  re s toration . 

1.14 . D i s a s t e r R e c o v e ry  
Strate s av e  s u pports  Dis as te r R e c ov e ry on  W in d ow s  7 / 2008 / V is ta, 2003  an d  X P, l oc al  
an d  n e tw ork e d . T he  s ys te m  c an  be  s e tu p an d  f u l l y re s tore d  w ithou t re in s tal l in g 
W in d ow s  an d  Strate s av e . Dis as te r R e c ov e ry bas e s  on  A u tom ate d  Sys te m  R e c ov e ry 
(A SR ) , w hic h is  bu il tin  W in d ow s . F or W in d ow s  2003 / X P, the  c om pu te r c an  be   
boote d  f rom  W in d ow s  CD, the n  af te r pre s s in g F 2 an d  prov id in g a Dis as te r R e c ov e ry 
F l oopy Dis k  a m in im iz e d  W in d ow s  v e rs ion  w il l  au tom atic al l y be  in s tal l e d  an d  
Strate s av e  R e s tore  Program  w il l  s tart. A  W iz ard  al l ow s  you  to c on f igu re  N e tw ork  
s e ttin gs  if  re q u ire d  f or the  re s tore . T he n  Sys te m  F il e s  an d  Sys te m  State  c an  be  
re s tore d  in  a s in gl e  ru n . 
F or W in d ow s  7 / 2008 / V is ta, a pre pare d  W in d ow s  PE  2.0 DV D (V is taPE  f or re m ote  
Dis as te r R e c ov e ry)  is  re q u ire d  to boot f rom . T he n  N e tw ork  c an  be  c on f igu re d , 
Strate s av e  s tarte d  an d  Sys te m  c an  be  f u l l y re s tore d . 

1.15 . O p e n  F i l e  B a c k u p  /  V S S  
O pe n  F il e  B ac k u p is  s u pporte d  f or l oc al  an d  N e tw ork  bac k u ps  of  W in d ow s  X P or 
l ate r. I t u s e s  V ol u m e  Sn aps hot Se rv ic e  (V SS) , w hic h is  bu il t in  W in d ow s . 
A t s tart of  bac k u p, a Sn aps hot is  tak e n  of  al l  d is k s  to be  bac k e d  u p. T he  Sn aps hot is  
the n  bac k e d  u p. T his  has  the  ad v an tage , that the  s tate  of  al l  bac k e d  u p f il e s  is  tak e n  
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at the  s am e  tim e . Strate s av e  al s o bac k s  u p the  Sys te m  State  "V SS-aw are ", f ol l ow in g 
the  V SS gu id e l in e s . 
V SS W rite rs  c an  be  s e l e c te d  f or bac k u p u n d e r V SS-d atabas e  tre e . F or e x am pl e  
E x c han ge  Se rv e r 2010,2007 ,2003 , SQ L  Se rv e r (Sq l Se rv e rW rite r, M SDE W rite r)  hav e  
w rite rs  an d  are  the re f ore  s e l e c tabl e  u n d e r V SS. B ac k u ps  of  V SS d atabas e s  are  
c u rre n tl y al w ays  f u l l  bac k u ps , an d  in c re m e n tal  if  s u pporte d  by W rite r. Strate s av e  al s o 
bac k u ps  u p an d  re s tore s  W rite r’ s  M e ta-Data. 

1.16 . B a c k u p  l i m i t s  
Cu rre n t V e rs ion  of  Strate s av e  has  f ol l ow in g l im its : 
• N ot al l  tape  d riv e s  are  s u pporte d . F u l l y s u pporte d  are  SCSI  DA T , DL T , L T O , 

8 m m  (in c l u d in g V X A , M am m oth) . SCSI  T rav an  d riv e s  are  s u pporte d , bu t on l y 
on e  bac k u p c an  be  s tore d  on  e v e ry tape . I n  prin c ipl e , al l  SCSI  tape  d riv e s  are  
s u pporte d . U n s u pporte d  are  O n Stre am  d riv e s . N on -SCSI  DA T , DL T , L T O , 8 m m  
d riv e s , f or w hic h a W in d ow s  tape  d riv e r is  in s tal l e d , s hou l d  w ork  in  prin c ipl e , bu t 
the y hav e  n ot be e n  e x te n s iv e l y te s te d . 

• A ppe n d in g bac k u ps  on  tape s  (= s torin g s e v e ral  bac k u ps  on  the  s am e  tape  on e  
be hin d  the  othe r)  w ork s  w ith m os t, bu t n ot w ith al l  tape  d e v ic e s . I t d oe s  n ot w ork  
w ith T rav an , H P Col l orad o. 

• M ax . s iz e  of  bac k u p on  f ix e d  d is k  an d  re m ov abl e  d is k s  or CD/ DV D: U n l im ite d  
M ax . s iz e  of  bac k u p ou tpu t f il e  on  tape : U n l im ite d  
B ac k u ps  c an  al s o be  e x te n d e d  ov e r s e v e ral  tape s  or re m ov abl e  d is k s . 



2 . Sy stem  req u i rem en ts 
Strate s av e  Stan d ard  is  of f e re d  f or f ol l ow in g PC-ope ratin g s ys te m s : 
• PC w ith M S-W in d ow s  7 / 2008 / V is ta/ 2003 / X P/ 2000. T o re m ote l y bac k u p othe r 

ope ratin g s ys te m s  w ith N e tw ork  A ge n t, the  bac k u p Se rv e r s hou l d  be  W in d ow s  7 , 
2008 , V is ta, W in d ow s  X P Prof e s s ion al  or W in d ow s  2003 . I t d oe s  n ot m atte r if  
the  bac k u p s e rv e r is  W in d ow s  X P Prof e s s ion al . E v e n  a W in d ow s  X P 
Prof e s s ion al  c an  re m ote l y bac k u p W in d ow s  2008  an d  2003  Se rv e rs  (an d  
W in d ow s  2000 Se rv e rs ) . 

• Strate s av e  f u l l y s u pports  x 64  s ys te m s , f or l oc al  an d  n e tw ork  bac k u p. 
2. 0 . 1.  R e q u i r e m e n t s  fo r  t a p e  d r i v e s  

Su pporte d  an d  re c om m e n d e d : SCSI  DA T , DL T , 8 m m  (in c l u d in g V X A , M am m oth) . 
A l s o s u pporte d , bu t c an n ot s tore  s e v e ral  bac k u ps  on e  be hin d  the  othe r on  s am e  tape : 
T rav an . 
N ot s u pporte d : O n Stre am  

2. 0 . 2.  R e q u i r e m e n t s  fo r  C D / D V D  
Su pporte d  are  DV D+ R W , (DV D-R W ) , DV D+ R , DV D-R , CD-R W , CD-R . DV D-R W  
is  s u pporte d , bu t n ot re c om m e n d e d . B e tte r u s e  DV D+ R W  in s te ad . B e s t u s e  a m od e rn  
d riv e  w hic h is  d ata u n d e rru n -s af e . 



3 . I n stal l ati o n  

3 .1. I n s t a l l a t i o n  o f  S t ra t e s a v e  p ro g ra m  
T he  s e tu p program  w il l  gu id e  you  w ith its  in te rrogativ e  u s e r in te rf ac e  to a s u c c e s s f u l l  
in s tal l ation . T he  in s tal l -program  is  3 2-bit appl ic ation . I t w il l  in s tal l  the  c orre c t 
Strate s av e  v e rs ion : 3 2-bit on  x 3 2 s ys te m s , 64 -bit on  x 64  s ys te m s . 



4 . C reate y o u r B ac k u p  p l an  

4 .1. Q u i c k  I n t ro  
Y ou  c an  c re ate  the  pl an , af te r w hic h you r PC w il l  be  bac k e d  u p. T he  pl an  w il l  be  
s tore d  as  a M ac ro in  f il e  M acroname.S T M . T he  pre f e re d  M ac ron am e  is  the  
n e tw ork n am e  of  you r PC. T he  n e tw ork n am e  is  the  d e f au l t m ac ron am e  an d  w il l  be  
l oad e d  au tom atic al l y by Strate s av e . T he  n e tw ork n am e  al s o c l e arl y d is tin gu is he s  the  
bac k u ps , if  s e v e ral  PCs  are  bac k e d  u p to the  s am e  s e rv e r. 
T o c re ate  a m ac ro, s tart w ith S ettings  f rom  l e f t-pan e  tre e v ie w . Y ou  c an  s pe c if y 
d ire c tory w he re  bac k u p L og w il l  be  s tore d , an d  d e v ic e  s e ttin gs  f or bac k u ps  to 
tape / re m ov abl e  d is k s , E m ail  s e ttin gs . T he n  d e f in e  the  d e s ire d  bac k u p pe riod s  by 
s e l e c tin g the  pe riod . Y ou  c an  s pe c if y the  bac k u p m e d ia (tape s , f ix e d  d is k s  or 
re m ov abl e  d is k s )  an d  bac k u p l oc ation . T he  d ire c torie s  to be  bac k e d  u p c an  be  
s e l e c te d . W ithin  the  s u btre e  P eriod options , you  c an  s pe c if y ad d ition al  param e te rs  
f or you r bac k u ps . 

4 .2 . D e s i g n i n g  t h e  b a c k u p  p l a n  
B e f ore  s tartin g the  B ac k u ps , tak e  s om e  m in u te s  to d e f in e  you r bac k u p param e te rs . 
F ol l ow in g poin ts  are  im portan t f or a bac k u p pl an : 

4 . 2. 1.  W h i c h  p e r i o d s  ( h o u r l y ,  d a i l y ,  w e e k l y ,  m o n t h l y ,  q u a r t a l ,  
s e m e s t e r ,  y e a r l y  b a c k u p )  s h o u l d  b e  d e fi n e d ?  
T he  m ore  pe riod s  you  d e f in e , the  m ore  s torage  s pac e  (tape s , d is k s )  you  n e e d  f or you r 
bac k u ps . T he  ad v an tage  is  that it is  m ore  probabl e  to re c ov e r pre v iou s l y d e l e te d  f il e s  
an d  ol d  v e rs ion s  of  f il e s . A t l e as t on e  pe riod  m u s t be  d e f in e d . I t is  ad v is abl e  to d e f in e  
daily  backup f or re gu l ar bac k u ps  w ith on e  or a f e w  d ays  in te rv al . 
I t is  pos s ibl e  to s tart w ith on e  or tw o pe riod s  (e .g. d ail y an d  m on thl y bac k u p) , an d  
ad d  othe r pe riod s  l ate r w he n  n e e d e d . 
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Strate s av e  al l ow s  to d e f in e  m u l tipl e  pe riod s  w ith s am e  in te rv al . Y ou  c an  d e f in e  
m u l tipl e  d ail y or w e e k l y bac k u ps . F or e x am pl e , d e f in e  W e e k l y bac k u p 1 to be  ru n  
M on d ay to f u l l y bac k u p on e  part of  you r n e tw ork , an d  W e e k l y bac k u p 2 T u e s d ay, to 
bac k u p an othe r part of  you r n e tw ork  e tc . T he s e  w e e k l y f u l l  bac k u ps  c an  the n  be  
c om bin e d  w ith a d ail y d if f e re n tial  bac k u p ov e r the  e n tire  n e tw ork . F or be tte r 
ov e rv ie w , the  pe riod s  c an  be  re n am e d . F or e x am pl e  re n am e  "W e e k l y bac k u p 1" to 
"W e e k l y bac k u p n e tw ork  part A ". 
T he  pe riod s  SQ L  Se rv e r in c re m e n tal  bac k u p an d  E x c han ge  Se rv e r in c re m e n tal  
bac k u p are  s pe c ial  pe riod s  f or pu re l y in c re m e n tal  bac k u p of  d atabas e s . Se e  al s o c hp. 
8 .8 . "E x c han ge  Se rv e r- an d  SQ L  Se rv e r in c re m e n tal  bac k u p". 

4 . 2. 2.  R o t a t i o n  s c h e m e :  W h e r e  a r e  t h e  b a c k u p s  s t o r e d ?  
B ac k u ps  are  s tore d  on  f ix e d  d is k s , Sf tp-s e rv e r d is k s , tape s , re m ov abl e  d is k s  or 
CD/ DV Ds . E v e ry pe riod  c an  be  s tore d  on  d if f e re n t m e d ia. F or e x am pl e , s tore  d ail y 
bac k u ps  on  f ix e d  d is k s , w hic h are  f as t an d  n e e d  n o m e d ia-han d l in g;  s tore  m on thl y 
bac k u ps  on  tape s , w hic h c an  be  k e pt in  a f ire -proof  s af e  f or m ax im u m  s e c u rity, an d  
are  al s o c he ape r than  f ix e d  d is k s . 
T he  n e w  bac k u ps  al w ays  ov e rw rite  the  ol d  on e s . O the rw is e , s torage  w ou l d  q u ic k l y be  
f il l e d , an d  re gu l ar bac k u p im pos s ibl e . O n  the  othe r han d  it is  d an ge rou s  to ov e rw rite  
the  l ate s t bac k u p by the  n e w  on e . I f  the  PC c ras he s  d u rin g bac k u p, the re  is  n o m ore  
bac k u p arou n d : T he  ac tu al  bac k u p w as  ov e rw ritte n  an d  the  n e w  on e  is  n ot f in is he d . 
T he re f ore  the re  is  a rotation  of  2-12 bac k u ps , u n til  the  f irs t bac k u p is  ov e rw ritte n . 
F or bac k u ps  to f ix e d  d is k s , m in im u m  rotation  c an  be  s e t to 1. I n  this  c as e , bac k u ps  
are  n ot ov e rw ritte n , bu t the  pre v iou s  bac k u p is  d e l e te d , w he n  n e w  bac k u p c om pl e te s . 
I f  you r PC c ras he s  d u rin g bac k u p, l as t bac k u p w il l  s til l  be  av ail abl e , e v e n  if  you  s e t 
rotation  to 1. 
F or bac k u ps  on  tape s  an d  re m ov abl e  d is k s , Strate s av e  f ol l ow s  the  G F S (G ran d f athe r 
F athe r Son ) -s trate gy.  M u l tipl e  bac k u ps  c an  be  s tore d  on  a s in gl e  tape  or d is k , bu t 
on l y f or the  s am e  pe riod . T he re  w il l  be  a s e t of  at l e as t tw o tape s  f or e v e ry pe riod , to 
av oid  l os s  of  d ata. T he  l as t bac k u p in  the  rotation  pl an  m u s t be  s tore d  on  a d if f e re n t 
tape  than  the  f irs t on e . T he  re as on  f or this  re s tric tion  is  that bac k u ps  on  tape  al w ays  
ov e rw rite  the  bac k u p al re ad y s tore d  the re , an d  al l  bac k u ps  f u rthe r be hin d  on  tape . 
F or bac k u ps  on  f ix e d  d is k s , the  bac k u ps  of  a pe riod  c an  al l  be  m ad e  on  the  s am e  
d is k . E v e n  bac k u ps  of  s e v e ral  pe riod s  or s e v e ral  PCs  c an  go to s am e  d is k . F or 
s e c u rity-re as on , it is  ad v is abl e  n ot to s tore  al l  bac k u ps  at the  s am e  l oc ation . I f  the  
c ritic al  d is k  ge ts  d e f e c tiv e , al l  the  bac k u ps  w il l  be  l os t. 
F or e x am pl e , it is  d e c id e d  to s tore  w e e k l y an d  m on thl y bac k u ps  on  tape . T he  rotation  
is  4  f or w e e k l y bac k u ps  an d  12 f or m on thl y bac k u ps , as  al l  w e e k l y bac k u ps  s hou l d  
be  k e pt f or on e  m on th an d  al l  m on thl y bac k u ps  f or on e  ye ar. I f  the  bac k u p tape  has  
e n ou gh s pac e  f or 4  f u l l  bac k u ps , this  bac k u p pl an  re q u ire s  2 tape s  f or w e e k l y 
bac k u ps  (at l e as t 2 tape s  are  re q u ire d  f or e v e ry pe riod )  an d  3  tape s  f or m on thl y 
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bac k u ps  (12 bac k u ps  /  4  bac k u ps  pe r tape  =  3  tape s ) . T he  total  n u m be r of  tape s  
re q u ire d  w il l  be  2 +  3  =  5 . 
I f  the re  is  a l ot of  bac k u p d ata, on e  tape  m ay be  n ot e n ou gh f or a f u l l  bac k u p. 
Ce rtain l y this  d e pe n d s  on  the  s torage  c apac ity of  the  tape s  u s e d . Strate s av e  al l ow s  
on e  bac k u p to e x te n d  ov e r s e v e ral  tape s  or re m ov abl e  d is k s . I n  the  d ial ogs  w he re  a 
v ol u m e  n am e  is  re q u ire d , you  c an  al w ays  e n te r a s e t  w ith s e v e ral  tape - or d is k n am e s . 
I f  a tape  or re m ov abl e  d is k  is  f il l e d  d u rin g bac k u p, bac k u p w il l  c on tin u e  on  the  n e x t 
in  s e t. 
T he  tape s  an d  re m ov abl e  d is k s  m u s t be  n am e d  an d  in itial iz e d  be f ore  u s e . T he  n am e  
of  a tape  c on s is ts  of  m ax im u m  6 c apital  l e tte rs  or d igits . T his  c on f orm s  to A N SI  
tape -s tan d ard . T he  n am e  of  a re m ov abl e  d is k  has  u p to 12 l e tte rs  or d igits . 

4 . 2. 3 .  D i r e c t o r i e s  a n d  d a t a b a s e s  t o  b a c k u p  
L oc al  d ire c torie s  or re m ote  n e tw ork  d ire c torie s  (\\Se rv e r\...)  c an  be  s e l e c te d  f or 
bac k u p, as  w e l l  as  l oc al  an d  re m ote  d atabas e s  (Sys te m  State , E x c han ge  Se rv e r 
2007 / 2003 / 2000 (E SE 98 ) , SQ L  Se rv e r, V SS) . 
T he  d ire c torie s  c an  be  s e l e c te d  f or e v e ry pe riod  s e pe rate l y. A  bac k u p w ith a l on ge r 
pe riod  au tom atic al l y in c l u d e s  al l  d ire c torie s  in  a s horte r pe riod . F or e x am pl e  in  a 
w e e k l y bac k u p, the  d ire c torie s  d e f in e d  f or d ail y bac k u p are  al s o in c l u d e d . 
A l l  f il e s  in  a d ire c tory are  bac k e d  u p, al s o hid d e n  f il e s  (f il e s , w hic h are  n orm al y n ot 
s how n  in  W in d ow s  E x pl ore r or w ith M SDO S DI R -c om m an d ) . Sys te m  s w ap-f il e s  an d  
othe r te m porary f il e s  are  au tom atic al l y e x c l u d e d . T he  f il e s  an d  d ire c torie s  d e f in e d  in  
re gis try u n d e r ' F il e s N otT oB ac k u p'  are  al s o au tom atic al l y e x c l u d e d . 

4 . 2. 4 .  T i m e  p l a n  
F or au tom atic  s tart of  bac k u ps , a tim e  pl an  is  re q u ire d . B as ic al l y, f or e ac h pe riod , 
w e e k d ays  m u s t be  d e f in e d  w he n  bac k u p s hou l d  ru n , an d  tim e  w in d ow . F or highe r 
pe riod s  (m on thl y or l on ge r) , al s o d ay of  the  m on th an d  m on ths  c an  be  s pe c if ie d . T his  
al l ow s  you  f or e x am pl e  to ru n  a w e e k l y bac k u p e v e ry F rid ay at 18 :00, e x c e pt the  1. 
F rid ay of  the  m on th, w he n  a m on thl y bac k u p is  d on e . M on d ay to T hu rs d ay d ail y 
d if f e re n tial  bac k u ps  are  ru n . 
T he  bac k u p program  f igu re s  ou t the  pe riod  to be  bac k e d  u p n e x t, ac c ord in g to the  
s e ttin gs . 
T he  tim e  pl an  of  Strate s av e  c an  be  ov e rru l e d , if  n e c e s s ary. F or in s tan c e , w he n  tim e  
pl an  s ign al s  that a w e e k l y bac k u p s hou l d  be  m ad e , a d ail y bac k u p c an  be  e x e c u te d  
an yw ay. 



C reate y our Backup plan 

 21  

4 . 2. 5 .  D i ffe r e n t i a l  b a c k u p ?  
F or e v e ry bac k u p the re  is  the  c hoic e  be tw e e n  d if f e re n tial  an d  n on -d if f e re n tial  
bac k u p. Dif f e re n tial  bac k u ps  c on tain  on l y the  f il e s , that hav e  be e n  c re ate d  or be e n  
c han ge d  s in c e  l as t bac k u p of  highe r pe riod . F or e x am pl e , a d if f e re n tial  d ail y bac k u p 
d oe s  n ot in c l u d e  f il e s  that w e re  al re ad y s av e d  in  a pre v iou s  w e e k l y bac k u p. 
Dif f e re n tial  bac k u ps  s av e  bac k u p tim e  an d  s torage  s pac e . T he  d is ad v an tage  is  a 
re d u c e d  s af e ty. T he  w e e k l y bac k u p, on  w hic h the  d ail y bac k u p bas e s , m ight be c om e  
d e f e c tiv e . 
Databas e s  w hic h s u pport d if f e re n tial  bac k u ps  (SQ L  Se rv e r, E x c han ge  Se rv e r)  are  
bac k e d  u p d if f e re n tial l y (on l y c han ge s )  in  a d if f e re n tial  bac k u p. O ption al l y, 
d if f e re n tial  bac k u ps  c an  be  c on f igu re d  to f u l l y bac k u p E x c han ge  Se rv e r or SQ L  
Se rv e r. Databas e s  w hic h s u pport on l y f u l l  bac k u ps  (e .g. Sys te m  State , V SS 
d atabas e s )  are  bac k e d  u p f u l l y in  a d if f e re n tial  bac k u p. 
Pu re l y in c re m e n tal  bac k u ps  c an  be  d e f in e d  f or SQ L  Se rv e r an d  E x c han ge  Se rv e r. 

4 . 2. 6 .  E n c r y p t e d  b a c k u p ?  
Strate s av e  c an  s tore  bac k u ps  e n c rypte d , to im prov e  s e c u rity. O f te n  bac k u ps  c on tain  
s e c re t d ata, an d  the  bac k u p tape s  c an  e as il y be  s tol e n . E n c rypte d  bac k u ps  m ak e  it 
v e ry hard  or im pos s ibl e  f or s om e on e  to re trie v e  the  d ata, af te r he / s he  got han d  on  the  
bac k u ps . Strate s av e  u s e s  pu bl ic / priv ate -k e y e n c ryption . T he  priv ate  k e y, w hic h you  
d e f in e , is  re q u ire d  f or re s tore . T he  bac k u ps  w il l  be  d on e  w ith a c orre s pon d in g pu bl ic  
k e y, w hic h c an  be  s tore d  in  a f il e  or in  re gis try. I f  s om e on e  gain s  te m porary ac c e s s  to 
you r PC w he re  Strate s av e  is  m ak in g bac k u ps , he  /  s he  c an  pos s ibl y re ad  the  pu bl ic  
k e y, w hic h is  n ot e n ou gh f or the  re s tore . Se e  al s o c hp. 8 .12., "E n c rypte d  bac k u ps ". 

4 . 2. 7 .  A u t o m a t i c  c h e c k s  a ft e r  b a c k u p ?  
O ption al l y, an  au tom atic  c he c k  c an  be  appe n d e d  to the  bac k u p. T his  c he c k  re re ad s  
the  bac k u p. T he  c he c k  is  part of  the  bac k u p, be c au s e  bac k u p c ou n ts  as  e x e c u te d  on l y 
if  c he c k  d e te c ts  n o e rrors . Y ou  c an  c hoos e  be tw e e n  c he c k s u m  c on trol  or c om paris on  
be tw e e n  f il e s  in  bac k u p an d  on  PC. T he  bac k u p c he c k  w ith c he c k s u m  d e te c ts  e rrors  
in  bac k u p w ith al m os t 100 %  s e c u rity, be c au s e  the  m od e rn  3 2-bit CR C-c he c k s u m  is  
u s e d  

4 . 2. 8 .  O t h e r  i n fo r m a t i o n s  
• Dire c tory w he re  l og is  s tore d . T he  l og is  an  im portan t s ign pos t f or the  re s tore  

program . I f  the  l og is  l os t, you  c an  s til l  re s tore  the  bac k e d  u p f il e s , by s pe c if yin g 
d ire c tory, tape  or re m ov abl e  d is k  w he re  the  bac k u p is  s tore d . Y ou  c an  al s o 
re c ov e r the  L og f rom  l ate s t bac k u p. T he  L og c an  al s o be  s tore d  re m ote l y on  Sf tp-
Se rv e r. 
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• T ape  d e v ic e   f or bac k u ps  on  tape , an d  re m ov abl e  d is k  d e v ic e  f or bac k u ps  on  
re m ov abl e  d is k s . Y ou  c an  s pe c if y a l is t of  d e v ic e s . F or bac k u p or re s tore , the  
f irs t f re e  d e v ic e  in  l is t w il l  be  tak e n . 

• O ption al l y, the  m ou n t of  tape s  c an  be  m ad e  by au tom atic  m e d ia c han ge r. 
Strate s av e  s u pports  tape  m ou n ts  throu gh R SM  (R e m ov abl e  Storage  M an age r) , or 
d ire c tl y f or SCSI  tape  au tol oad e rs . 

• H an d l in g of  l oc k e d  f il e s .  A  f il e  is  l oc k e d , w he n  a program  re s e rv e s  it f or 
e x c l u s iv e  u s e . T his  f il e  c an  n ot be  re ad  by bac k u p program  an d  the re f ore  c an n ot 
be  bac k e d  u p. M an y f il e s  s tay re s e rv e d  on l y a s hort tim e . F or e x am pl e , a te x t f il e  
is  re s e rv e d  d u rin g s av e -ope ration  of  te x t. Strate s av e  option al l y w aits  a c e rtain  
tim e , u n til  the  f il e  is  u n l oc k e d . I f  the  f il e  re m ain s  l oc k e d , it w il l  e ithe r be  
s k ippe d , or bac k u p w il l  te rm in ate  w ith an  e rror m e s s age . I f  V SS ope n f il e  bac k u p 
is  u s e d , the re  w il l  be  n o l oc k e d  f il e s . 

• O ption al l y, the  Catal og w il l  be  c opie d  to l ogd ire c tory, in  ad d ition  to the  d e f au l t 
s torage  on  bac k u p m e d ia. T his  option  is  on l y av ail abl e  f or bac k u ps  to 
tape / re m ov abl e  d is k . I t is  c om f ortabl e  d u rin g re s tore , be c au s e  tape / re m ov abl e  
d is k  is  n ot n e e d e d  to j u s t v ie w  l is t of  bac k e d  u p f il e s  or s e l e c t f il e s  f or re s tore . 
T he  d is ad v an tage  is  the  re q u ire d  d is k  s pac e  in  l og d ire c tory. 

4 .3 . L o a d  a n d  d i s p l a y  m a c ro  
A  m ac ro is  s e l e c te d  an d  re ad  w ith c om m an d  O pe n... in  m e n u  M acro. T he  m ac ros  are  
s tore d  in  f il e s  n am e d  macroname.S T M . 
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4 .4 . S a v e  m a c ro  
Com m an d  S av e  in  m e n u  M acro s tore s  the  m ac ro to d is k . 
T he  m ac ro is  s tore d  in  f il e  macroname.S T M . T he  c om m an d  S av e  as... s tore s  m ac ro 
u n d e r a n e w  n am e . 
U s u al l y the  m ac ro is  s tore d  u n d e r the  PC' s  n e tw ork  n am e . T his  is  the  d e f au l t m ac ro 
u s e d  by bac k u p program . 

4 .5 . B a c k u p  S t o ra g e  
F or e ac h pe riod , Storage  l oc ation  c an  be  d e f in e d . T he  rad io bu tton s  n am e d  S torag e -
me d ia s e l e c t be tw e e n  T ape , F ix e d  d isk, R e mov able  d isk an d  S f tp S e rv e r d isk. 
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Alte rnate ly  ... backups c on tain s  the  d e s ire d  rotation -n u m be r, that are  k e pt f or e ac h 
pe riod . I f , f or e x am pl e , this  n u m be r is  s e t to 4 , the  5 th bac k u p ov e rw rite s  1s t bac k u p 
e tc . T he  rotation  m u s t be  s e t to be tw e e n  2 (1 f or bac k u ps  to f ix e d  d is k s )  an d  12. 
F ie l d s  1 . to 1 2 ., c on tain  s torage  of  bac k u p in  e ac h rotation . T ape / d is k -v ol u m e -n am e s  
are  re q u ire d  to type  in . A  tape  or re m ov abl e  d is k  n am e  is  at m os t 12 c harac te r l on g 
an d  has  on l y u ppe rc as e  c harac te rs  or d igits . F or bac k u ps  to f ix e d  d is k s , s pe c if y the  
d ire c torie s , w he re  bac k u ps  w il l  be  s tore d  on  s e rv e r. Sf tp-Se rv e r d ire c torie s  c an  be  
s pe c if ie d  as  s f tp:d irn am e  (w he re  s e rv e r an d  u s e r are  d e f in e d  u n d e r Se ttin gs ) , or 
s f tp,u s e r@ s e rv e r:d irn am e . F or bac k u ps  w hic h e x te n d  ov e r s e v e ral  tape s / re m ov abl e  
d is k s , a tape s e t (or d is k s e t)  s hou l d  be  e n te re d . A  tape s e t is  a l is t of  tape  n am e s , 
s e parate d  by bl an k  or c om m a. W he n  the  f irs t tape  or re m ov abl e  d is k  is  f il l e d , bac k u p 
c on tin u e s  on  n e x t in  l is t. I f  n o c on tin u ou s  v ol u m e  n am e  is  s pe c if ie d , Strate s av e  
d e f in e s  on e  its e l f , by appe n d in g # 1 (or # 2, # 3  e tc .)  to the  v ol u m e  n am e . F or al l  
bac k u ps  of  rotation , the  s am e  n u m be r of  tape s / re m ov abl e  d is k s  m u s t be  e n te re d . 
B e f ore  bac k u p s tarts , in itial iz e  al l  tape s  or re m ov abl e  d is k s  in  s e t (s e e  c hp. 5 .9. "
 I n itial iz ation  of  tape s  an d  re m ov abl e  d is k s  ") . I n itial iz ation  is  n ot n e c e s s ary f or 
bac k u p to CD/ DV D. 
F or bac k u ps  on  tape , e ac h tape  c an  on l y be  u s e d  f or on e  pe riod  an d  on e  m ac ro. T his  
re s tric tion  f ol l ow s  f rom  the  G F S (G ran d f athe r F athe r Son )  tape  rotation  s c he m e  u s e d  
in  Strate s av e . A l s o, the  l as t bac k u p in  rotation  m u s t be  s tore d  to a d if f e re n t tape  than  
the  f irs t on e  in  rotation  s c he m e . So at l e as t 2 tape s  are  re q u ire d  pe r pe riod . T he  
re as on  is , that bac k u ps  on  tape  al w ays  e ras e  bac k u ps  s tore d  f u rthe r be hin d  on  tape . 
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F or bac k u ps  on  f ix e d -d is k s  or re m ov abl e  d is k s , the re  is  n o s u c h re s tric tion , al l  
bac k u ps  c an  go to the  s am e  d is k . B u t f or m ax im u m  s af e ty, it is  be tte r to d is tribu te  
bac k u ps  to s e v e ral  d is k s . 
Backup rotation 1  
Y ou  c an  s e t bac k u p rotation  to 1 f or bac k u ps  to f ix e d  d is k s . I n te rn al l y this  is  s im il ar 
to rotation  2. A  n e w  bac k u p w il l  n ot ov e rw rite  its  pre c e d or, bu t the  pre v iou s  bac k u p 
is  d e l e te d  af te r n e w  bac k u p c om pl e te s . W ith rotation = 1 you  hav e  m in im u m  s e c u rity, 
be c au s e  you  c an  n ot re s tore  f rom  pre v iou s  bac k u ps , on l y f rom  the  l ate s t bac k u p. B u t 
rotation = 1 c ov e rs  the  c as e , w he re  you r PC d is k  c ras he s  d u rin g bac k u p. Pre v iou s  
bac k u p is  s til l  av ail abl e  to re s tore  f rom . 
Backup ov er multiple v olumes  
Strate s av e  al l ow s  bac k u ps  to e x te n d  ov e r m u l tipl e  v ol u m e s  (tape s ,CDs  /  DV Ds ) . Y ou  
c an  e n te r a l is t of  v ol u m e  n am e s  in to e ac h f ie l d  f or v ol u m e s , s e parate d  by bl an k  or 
c om m a. W he n  f irs t v ol u m e  ge ts  f il l e d , an d  a s e c on d  v ol u m e  has  be e n  s pe c if ie d  in  
l is t, Strate s av e  w il l  c on tin u e  bac k u p on  the  s e c on d  v ol u m e . Dito f or 3 rd , 4 th v ol u m e  
e tc . F or e x am pl e , u n d e r 1. e n te r V O L 1A ,V O L 1B , u n d e r 2. e n te r V O L 2A ,V O L 2B . 
T his  w il l  s tart the  1. bac k u p in  rotation  s c he m e  on  V O L 1A . W he n  V O L 1A  ge ts  
f il l e d , Strate s av e  w il l  prom pt f or V O L 1B  an d  c on tin u e  bac k u p the re . 2n d  bac k u p w il l  
s tart on  V O L 2A , an d  e x te n d  to V O L 2B  e tc . I f  n o c on tin u ou s  v ol u m e  n am e  is  
s pe c if ie d , Strate s av e  d e f in e s  on e  its e l f , by appe n d in g # 1 (or # 2, # 3  e tc .)  to the  
v ol u m e  n am e . F or e x am pl e , if  bac k u p s tarts  on  V O L 1, an d  it ge ts  f il l e d , bac k u p 
c on tin u ou s  on  V O L 1# 1, the n  V O L 1# 2, e tc . 
O ption  S C S I  A utoloader ( not R S M )  s pe c if ie s  that au tol oad e r w il l  be  u s e d  f or tape  
bac k u ps , an d  ac c e s s e d  d ire c tl y (n ot throu gh R e m ov abl e  Storage  M an age r R SM ) . 
E n te r the  au tol oad e r s l ot n u m be r(s )  f or the  tape s  in to f ie l d s  S lot nr. T he  n u m be rin g 
of  au tol oad e r s l ots  is  d e f in e d  by au tol oad e r its e l f , an d  s hou l d  be  v is ibl e  f rom  
au tol oad e r m an u al . I f  you  d on ' t d e f in e  a s l otn r of  a tape , or - as  s pac e  hol d e r, that 
partic u l ar tape  w il l  be  prom pte d  f or in s e rtion  in to tape  d riv e . Se e  al s o c hp. 8 .16., 
"B ac k u p w ith T ape  A u tol oad e r". 
L ink v olume names  w ith  W eekday s  
I f  s e t, bac k u ps  w il l  n ot be  s tore d  in  d e f in e d  ord e r, bu t ac c ord in g to w e e k d ays . I f  
v ol u m e  n am e  c on tain s  s trin g "M O N ",  M on d ay bac k u p w il l  be  s tore d  the re . Sim il ar 
w ith "T U E ", "W E D" e tc . I f  tape  is  f or Satu rd ay or Su n d ay bac k u p, it c an  c on tain  
both s trin gs , l ik e  "SA T SU N ". 
M ount policy  
De f in e s  if  the  rotation  is  s tric tl y f ol l ow e d  an d  e ac h tape , re m ov abl e  d is k  or CD/ DV D 
is  m ou n te d  in  c orre c t ord e r. I f  s e t to Stric t, the  v ol u m e s  are  u s e d  e x ac tl y as  d e f in e d , 
the  f irs t bac k u p be in g s tore d  to v ol u m e  s pe c if ie d  u n d e r 1., 2n d  bac k u p to v ol u m e  
u n d e r 2. e tc . I f  m ou n t pol ic y is  T ol e ran t, w hic h is  the  d e f au l t, Strate s av e  al l ow s  an y 
v ol u m e  s pe c if ie d  to be  u s e d  f or bac k u p. T his  is  on l y u s e d  f or bac k u ps  w hic h d on ' t 
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u s e  tape  au tol oad e r. T ol e ran t m ou n t pol ic y pe rm its  to n am e  you r v ol u m e s  f or 
e x am pl e  M O N DA Y , T U E SDA Y  e tc ., an d  c he c k  f or you rs e l f  that c orre c t v ol u m e  is  
m ou n te d . 
N ote on us age of tapes  and remov able dis ks :  
T ape s  an d  re m ov abl e  d is k s  hav e  to be  in itial iz e d  be f ore  the y c an  be  u s e d  w ith 
Strate s av e . T his  is  n ot n e c e s s ary f or CD/ DV Ds . I t s hou l d  be  d on e  be f ore  s tart of  
bac k u p. T o av oid  m is tak e s , al s o l abe l  the  tape s  an d  re m ov abl e  d is k s  on  the ir c ov e r. 
Se e  al s o c hp. 5 .9. " I n itial iz ation  of  tape s  an d  re m ov abl e  d is k s ". 

4 . 5 . 1.  Backup storage fo r  I n c r e m e n t a l  D a t a b a s e  b a c k u p  

 
Storage  d ire c torie s  are  d e f in e d  f or in c re m e n tal  bac k u p of  SQ L  s e rv e r, E x c han ge  
Se rv e r an d  V SS (if  in c re m e n tal  bac k u ps  are  s u pporte d  by V SS w rite r) . B e c au s e  the  
bac k u ps  are  pu re l y in c re m e n tal , a c hain  of  bac k u ps  is  bu il t, w hic h al l  m u s t be  
av ail abl e  f or re s tore . T he re  is  n o s e n s e  to rotate  bac k u p m e d ia in  the  c hain , s o the  
rotation  is  arou n d  the  bas in g d if f e re n tial  or f u l l  bac k u p. O n c e  s u c h a bas e -bac k u p, or 
bac k u p of  highe r pe riod , is  d on e , a n e w  c hain  of  in c re m e n tal  d atabas e  bac k u ps  w il l  
s tart on  n e x t s torage  d ire c tory in  rotation  s c he m e . T he  s torage  d ire c torie s  s hou l d  hav e  
e n ou gh s pac e  f or al l  d if f e re n tial  bac k u ps , u n til  a bas e -bac k u p is  ru n  again , u s u al l y 
f or e n tire  d ay or w e e k . R otation  of  1 is  s u pporte d . I n  this  c as e , the  ol d  c hain  of  
in c re m e n tal  bac k u ps  w il l  be  e ras e d  an d  re bu il t af te r e v e ry bas e -bac k u p. Se e  al s o c hp. 
8 .8 ., "E x c han ge  Se rv e r- an d  SQ L  Se rv e r in c re m e n tal  bac k u p". 
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4 .6 . D e f i n e  d i re c t o ri e s  a n d  d a t a b a s e s  

 
Cl ic k  in to s q u are  to s e l e c t/ d e s e l e c t the  d ire c tory an d  al l  its  s u bd ire c torie s . Se l e c te d  
d ire c torie s  hav e  a bl ac k  m ark , if  the y are  s e l e c te d  w ith al l  s u bd ire c torie s , a d ark  gray 
m ark , if  the y are  s e l e c te d , bu t on e  or m ore  s u bd ire c torie s  are  e x c l u d e d , an d  a l ight 
gray m ark , if  the y are  n ot s e l e c te d , bu t at l e as t on e  s u bd ire c tory is  s e l e c te d . 
D irectories  and databas es  to backup:  
L oc al  d ire c torie s  or re m ote  n e tw ork  d ire c torie s  (\\Se rv e r\...)  c an  be  s e l e c te d  f or 
bac k u p, as  w e l l  as  l oc al  an d  re m ote  d atabas e s  (Sys te m  State , V SS, E x c han ge  Se rv e r 
2007 / 2003 / 2000 (E SE 98 ) , SQ L  Se rv e r) . 
T he  d ire c torie s  an d  d atabas e s  c an  be  s e l e c te d  f or e v e ry pe riod  s e parate l y. 
N e tw ork  d ire c torie s  on  re m ote  c om pu te rs  are  pre f e rabl y s e l e c te d  throu gh the ir 
A d m in is trativ e  s hare s  (\\Se rv e r\C$ , \\Se rv e r\D$ \..   e tc .) . Don ' t s e l e c t othe r s ys te m  
d e f in e d  s hare s  f or bac k u p. A l s o d on ' t s e l e c t v irtu al  d riv e  d e f in e d  by E x c han ge  s e rv e r 
2000 (u s u al l y M :) . T his  v irtu al  d riv e  is  bu il t by E x c han ge  s e rv e r au tom atic al l y an d  
d oe s  n ot n e e d  to be  bac k e d  u p. 
J u n c tion  poin ts  are  n ot s how n  f or s e l e c tion . I n  W in d ow s  V is ta, f or e x am pl e  
C:\Doc u m e n ts  A n d  Se ttin gs  is  n ot s how n  be c au s e  it is  a J u n c tion  Poin t (L in k )  to 
C:\U s e rs . J u n c tion  poin ts  w il l  be  bac k e d  u p c orre c tl y as  j u n c tion  poin ts . I t is  
n e c e s s ary to s e l e c t the  re al  d ire c tory C:\U s e rs  if  the  f il e  tre e  is  to be  bac k e d  u p. 
N e tw ork  d atabas e s  E x c han ge  Se rv e r, A c tiv e  Dire c tory, Ce rtif ic ate  Se rv e r are  n ot 
v is ibl e  an d  c an n ot be  s e l e c te d  if  the  bac k u p s e rv e r d oe s  n ot hav e  s om e  .DL L  f il e s  as  
d e s c ribe d  in  c hp. 8 .9., "N e tw ork  Databas e  B ac k u p". 
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T he  Sys te m  State  c on s is ts  of  c e rtain  d e f in e d  d ire c torie s  an d  d atabas e s  (Sys te m  F il e s , 
R e gis try, A c tiv e  Dire c tory ...) , w hic h s hou l d  be  bac k e d  u p an d  re s tore d  toge the r. 
Strate s av e  has  s in gl e  s e l e c tion  Sys te m  State  bac k u p. "Se rv ic e  State " is  al s o s e l e c tabl e  
f or V SS bac k u ps . Se e  al s o c hp. 8 .4 ., "H ow  Strate s av e  bac k s  u p the  Sys te m  State ". 
A  f u l l  bac k u p of  a c om pu te r typic al l y in c l u d e s  al l  ad m in is trativ e  s hare s  if  re m ote  
(\\Com pu te r\C$ , \\Com pu te r\D$  e tc .) , al l  d is k  d riv e s  if  l oc al  (C:, D:, e tc . bu t n ot the  
v irtu al  d riv e  M : f rom  E x c han ge  Se rv e r 2000) , Sys te m  State , Se rv ic e  State  (pos s ibl y 
w ithou t M SDE W rite r, if  SQ L  Se rv e r is  bac k e d  u p s e parate l y) , SQ L  s e rv e r d atabas e  
(if  in s tal l e d ) , E x c han ge  Se rv e r 2007 / 2003 / 2000 (E SE 98 )  d atabas e  (if  in s tal l e d ) . 
E x c han ge  Se rv e r 2007 / 2003 / 2000 c an  be  s e l e c te d  u n d e r E SE 98  d atabas e  tre e . B e s t is  
to u s e  an  ac c ou n t w hic h al s o has  A d m in is trator ac c e s s  on  the  re m ote  c om pu te rs  
(s am e  u s e rn am e / pas s w ord ) . T his  av oid s  Strate s av e  re tryin g w ith prov id e d  
c re d e n tial s , w hic h d oe s  n ot al w ays  w ork . R e m ote  E SE 98  an d  s om e tim e s  SQ L  s e rv e r 
an d  R e m ote  Sys te m  State  are  n ot v is ibl e  if  ac c ou n t n am e s / pas s w ord s  d o n ot m atc h. 
I t is  n ot n e c e s s ary to bac k u p the  R e m ov abl e  Storage  Databas e  if  R e m ov abl e  Storage  
M an age r (R SM )  is  n ot n e e d e d  (e .g. n o A u tol oad e rs  are  in s tal l e d ) . B ac k in g u p the  
R SM  d atabas e  ac tiv ate s  the  R SM  s e rv ic e  w hic h is  n orm al l y n ot s tarte d . 
T he  V S S -tre e  s how s  v ol u m e  s n aps hot w rite rs .  W rite rs  are  program s  that c oope rate  in  
the  ge n e ration  of  s n aps hot. O pe n  F il e s / Databas e s  of  othe r program s  c an  s til l  be  
bac k e d  u p w ith the  s n aps hot, the  d if f e re n c e  is  that s e l e c te d  w rite rs  ac tiv e l y 
partic ipate  to e n s u re  in te grity of  bac k e d  u p d ata. I f  you  c l ic k  on  the  V SS an d  s u btre e  
d oe s  n ot s how  u p, it is  be c au s e  the re  are  n o w rite rs  be s id e  Sys te m  State  an d  Se rv ic e  
State . Databas e s  u n d e r V SS are  al w ays  f u l l y bac k e d  u p, e v e n  if  bac k u p is  d e f in e d  as  
d if f e re n tial  bac k u p. 
W hil e  V S S  d atabase s are  bac k e d  u p as  f il e s  it is  n ot s u f f ic ie n t to s e l e c t f or bac k u p 
on l y the  d ire c torie s  w he re  d atabas e s  are  s tore d . O n l y if  the  d atabas e s  are  s e l e c te d  
u n d e r V SS tre e  the re  is  the  c orre c t s n aps hot w hic h is  c re ate d  in  c oope ration  w ith the  
w rite rs . I f  the  V SS d atabas e s  an d  the  c orre s pon d in g f il e s / d ire c torie s  are  both 
s e l e c te d , the re  is  n o d u pl ic ation  in  bac k u p, e ac h V SS d atabas e  in te rn al l y poin ts  to its  
d atabas e  f il e (s ) . So it is  pos s ibl e  to s e l e c t e n tire  d riv e s  an d  the  V SS d atabas e s . 
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4 .7 . D e f i n e  T i m e  p l a n  

 
Y ou  c an  s pe c if y tim e  w in d ow  an d  s tartin g d ays  of  pe riod , f or au tom atic  s c he d u l e d  
bac k u ps . Strate s av e  w il l  c al c u l ate  s c he d u l e d  bac k u ps  ac c ord in g to the  s e ttin gs  
d e f in e d  he re . T o s e e  how  c han ge m e n ts  m ad e  in  this  d ial og af f e c t s c he d u l in g, s av e  
M ac ro an d  s e l e c t "Sc he d u l e d  bac k u ps  af te r tim e  pl an " in  tool bar, l oad  L og an d  c he c k  
O u tpu t w in d ow  "N e x t s c he d u l e d  bac k u ps ". T he  s e ttin gs  f rom  tim e  pl an  c an  be  
ov e rru l e d  in  bac k u p program , by s e l e c tin g a d if f e re n t pe riod  than  s c he d u l e d  
e x pl ic itl y. T im e  pl an  as  d e f in e d  he re  on l y af f e c ts  s c he d u l e d  bac k u ps  if  "B ac k u ps  
af te r tim e  pl an " is  s e l e c te d  in  bac k u p program . 
U n d e r W e e kd ay s, s e l e c t w e e k d ay(s )  w he n  bac k u p of  this  pe riod  c an  be  ru n . T he y 
w on ' t be  s c he d u l e d  to ru n  on  a w e e k d ay w hic h is  n ot s e l e c te d . U n d e r tim e  w in d ow , 
s e l e c t pos s ibl e  s tartin g tim e  f or bac k u p. B ac k u ps  w on ' t ru n  ou ts id e  the  tim e  w in d ow . 
M on thl y bac k u ps  al s o hav e  s e ttin gs  f or d ay of  the  m on th. Y ou  c an  f or e x am pl e  
d e f in e  M on thl y bac k u p to ru n  1. F rid ay e v e ry m on th, or l as t F rid ay e v e ry m on th. 
Q u artal , s e m e s te r an d  ye arl y bac k u ps  al s o hav e  m on ths  f or s e l e c tion . H ou rl y bac k u p 
has  s tartin g hou rs  f or s e l e c tion . B ac k u ps  f or hou rl y bac k u ps  w il l  al w ays  s tart at f u l l  
hou r. 
T ime  W ind ow  f or backup start s pe c if ie s  tim e  (f rom -to)  w he n  bac k u p m ay s tart. 
B ac k u p w il l  al w ays  s tart as  e arl y as  pos s ibl e , bu t n ot ou ts id e  the  tim e  w in d ow  
s pe c if ie d . 
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U n d e r D istance , the  m in im u m  tim e  d is tan c e  be tw e e n  2 bac k u ps  of  ac tu al  pe riod , or 
f rom  a bac k u p of  highe r pe riod  an d  ac tu al  pe riod  c an  be  s e t. T he  d e f au l t s e ttin gs  f or 
this  s hou l d  w ork  f or m os t c as e s . A s  s oon  as  the  m in im u m  d is tan c e  tim e  has  pas s e d , a 
bac k u p of  that pe riod  c an  be  s c he d u l e d , if  the  othe r c on d ition s  (w e e k d ays , tim e  
w in d ow ...)  are  m e t. 
F or SQ L  Se rv e r or E x c han ge  Se rv e r I n c re m e n tal  bac k u ps , the  tim e  d is tan c e  w he re  
in c re m e n tal  bac k u ps  are  re pe ate d  is  s pe c if ie d  u n d e r E v e ry  ... minute s. 
 
D on' t stop sch e d ule r if  ... backup f ails: I f  s e t, the  s c he d u l e r w il l  k e e p on  ru n n in g 
e v e n  if  the  bac k u p f ail s . T his  c an  be  u s e f u l  f or l aptops , w hic h are  n ot al w ays  
c on n e c te d  to the  n e tw ork . A s  s oon  as  the  l aptop is  c on n e c te d , a bac k u p w il l  be  m ad e  
au tom atic al l y. 
F aile d  ... backup w ill be  re trie d  af te r ... minute s: M in im u m  tim e  to e l aps e  af te r 
w hic h a f ail e d  bac k u p c an  be  re trie d . 

4 .8 . C o m m o n  o p t i o n s  f o r a l l  p e ri o d s ,  T a p e - a n d  
re m o v a b l e  d i s k -d e v i c e s  a n d  E m a i l  s e t t i n g s  
T he  c om m on  option s  f or al l  pe riod s  are  s how n  in  tre e v ie w  u n d e r S e tting s 
D ire ctory  w h e re  L og  is store d  c on tain s  d ire c tory w he re  l og is  s tore d . L og is  s tore d  
u n d e r f il e n am e  "m ac ron am e .ST L ". 
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4 . 8 . 1.  T a p e  d e v i c e  a n d  s e t t i n g s  

 
I n  f ie l d  T ape  d e v ice ( s) , e n te r n am e  of  tape  d riv e . T he  1. tape  d riv e  d e te c te d  is  T ape 0, 
2. is  T ape 1 e tc . I f  you  hav e  on l y 1 tape  d riv e  c on n e c te d  to you r s ys te m , s pe c if y 
T ape 0. A l te rn ativ e l y, you  c an  s pe c if y the  SCSI  ad d re s s  d ire c tl y, in  on e  of  the  f orm s  
Sc s ii, Sc s iai, Sc s iail, Sc s iabil, w he re  i is  the  SCSI  id , a is  ad apte r ad d re s s  (0= 1. 
SCSI  ad apte r) , l is  SCSI  l u n  ad d re s s , b is  bu s  ad d re s s  if  on e  ad apte r has  s e v e ral  SCSI  
bu s e s . F or e x am pl e , if  you  hav e  1 SCSI  bu s , an d  tape  d riv e  is  at SCSI  id  4 , d e v ic e  
n am e  w ou l d  be  Sc s i4 . I f  you  hav e  I DE  an d  SCSI  on  the  s am e  c om pu te r, the  s ys te m  
m ight as s ign  a v irtu al  SCSI  ad d re s s  to the  I DE  bu s , an d  the  re al  SCSI  bu s  w ith the  
tape  d riv e  attac he d  re c e iv e s  bu s n r 1. T he  d e v ic e  n am e  w ou l d  be  Sc s i14  in  this  c as e . 
O ption  U se  R e mov able  S torag e  M anag e r f or M ount s pe c if ie s , that re s e rv in g tape  
d riv e  an d  m ou n tin g tape  is  han d l e d  by the  R e m ov abl e  Storage  M an age r s e rv ic e . I f  
this  is  s e t, f ie l d  T ape  d e v ic e (s )  be c om e s  T ape  d e v ice  ty pe  w he re  you  c an  s e l e c t 
d e v ic e  type  of  tape  d riv e  (e .g. 4 m m  DDS, 8 m m  e tc ) . L is te d  f irs t are  the  d e v ic e  type s  
w hic h are  av ail abl e  on  the  c om pu te r. T he n  the  othe r d e v ic e  type s  k n ow n  by R SM . 
O ption  D o not re w ind  and  unload  tape  w h e n f re e d  s pe c if ie s , if  Strate s av e  re w in d s  
an d  u n l oad s  tape  af te r u s e .  
T he  c he c k  box  U se  S C S I  autoload e r/ me d ia ch ang e r d ire ctly  al l ow s  tape  m ou n tin g 
by au tom atic  m e d ia-c han ge r (robot) . T his  w il l  c on trol  the  m e d ia c han ge r d ire c tl y, 
w hil e  option  U se  R e mov able  S torag e  M anag e r f or M ount s pe c if ie s  that m e d ia 
c han ge r is  m an age d  by R SM . I t is  n orm al l y pre f e re d  to hav e  R SM  han d l e  
au tol oad e rs . 
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I f  c he c k box  W ait f or f re e  tape  d e v ice  is  s e t, bac k u p w il l  w ait u n til  a d e v ic e  be c om e s  
av ail abl e . 
Che c k box  C h e ck tape  in d riv e  be f ore  sh ow ing  mount-d ialog  is  on l y v al id  w he n  
option s  U s e  R e m ov abl e  Storage  M an age r f or M ou n t an d  U s e  SCSI  au tol oad e r/ m e d ia 
c han ge r d ire c tl y are  n ot s e t. I t s pe c if ie s , that tape  in  d riv e  is  c he c k e d  f irs t, an d  
"pl e as e  m ou n t" d ial og is  on l y s how n , if  the  tape  is  n ot al re ad y in  the  d riv e . I f  
c he c k box  is  n ot s e t, pl e as e -m ou n t-d ial og is  s how n  w ithou t c he c k in g tape  d riv e . 
O ption  R e te nsion tape  e v e ry  time  it is mounte d  w in d s  tape  f orw ard  to the  e n d  an d  
bac k w ard  again  at m ou n t tim e , to in c re as e  tape  re ad abil ity an d  w ritabil ity. T his  
ope ration  is  n ot s u pporte d  by al l  tape  d riv e s . I f  E rase  tape  be f ore  f ile  w ill be  w ritte n 
at position 1  is  s e t, e n tire  tape  w il l  be  e ras e d , be f ore  w ritin g s tarts  f rom  be gin n in g of  
tape . T his  ope ration  al s o in c re as e s  tape  re ad  an d  w rite  c apabil itie s . I t is  v e ry tim e  
c on s u m in g (s e v e ral  hou rs  f or s om e  tape s ) . 
N o S C S I  P assth roug h  s pe c if ie s  that the  d riv e  is  al w ays  c on trol l e d  by the  c om m an d s  
f rom  W in d ow s  tape  d riv e r, e v e n  if  it' s  a SCSI  d riv e . Strate s av e  c an  c on trol  SCSI  
d riv e s  d ire c tl y w ith SCSI  c om m an d s . I f  you  e n c ou n te r probl e m s  w ith bac k in g u p to 
you r SCSI  d riv e  or to optim iz e  bac k u p s pe e d , s e ttin g or c l e arin g this  option  m ight be  
he l pf u l . N orm al l y it is  be tte r n ot to s e t this  option . 
I nitializ e  me d ia d uring  backup automatically  w h e n ne e d e d  al l ow s  to m ou n t a bl an k  
tape  d u rin g bac k u p w hic h w il l  au tom atic al l y be  in itial iz e d . I f  R e m ov abl e  Storage  
M an age r (R SM )  is  u s e d , Strate s av e  au tom atic al l y tak e s  tape s  f rom  the  f re e  m e d ia 
pool  w he n  n e e d e d . I t is  n ot n e c e s s ary to e x pl ic ite l y in itial iz e  the  v ol u m e s  be f ore  
s tartin g the  bac k u p. 
H ard w are  C ompre ssion O n/ O f f  d uring  backup s pe c if ie s  if  tape ' s  hard w are  
c om pre s s ion  s hou l d  be  tu rn e d  of f  or on  d u rin g the  bac k u p. I f  both are  n ot s e t, 
Strate s av e  d oe s  n ot c han ge  hard w are  c om pre s s ion . W he n  hard w are  c om pre s s ion  is  
c han ge d  d u rin g bac k u p, a n otif ic ation  l in e  w il l  be  s how n  in  O u tpu t w in d ow  
' M e s s age s ' . A  n otif ic ation  is  al s o giv e n  if  Strate s av e  f ail s  to tu rn  H ard w are  
c om pre s s ion  on  or of f , f or e x am pl e  be c au s e  the  tape  d riv e  d oe s  n ot s u pport hard w are  
c om pre s s ion . T ape  H ard w are  c om pre s s ion  is  u s u al l y v e ry f as t c om pre s s ion , an d  an  
al te rn ativ e  to Strate s av e ' s  c om pre s s ion . I f  Strate s av e  B ac k u p c om pre s s ion  is  u s e d  or 
bac k u p e n c ryption , n othin g w il l  be  gain e d  w ith tape  hard w are  c om pre s s ion , d ata 
m ight e v e n  e x pan d . So it' s  be tte r to tu rn  tape  hard w are  c om pre s s ion  of f  in  this  c as e . 
Auto name  continuous v olume s:  I f  a tape  ge ts  f il l e d  an d  n o ad d ition al  v ol u m e  n am e s  
are  d e f in e d , Strate s av e  w il l  au tom atic al l y d e f in e  a n am e  f or the  v ol u m e  to c on tin u e  
bac k u p. T he  origin al  n am e  is  tak e n , appe n d e d  by # 1 (# 2, # 3  e tc  f or m ore  c on tin u ou s  
v ol u m e s ) . F or e x am pl e , if  bac k u p goe s  to v ol u m e  V O L A , an d  it ge ts  f il l e d , bac k u p 
c on tin u e s  on  V O L A # 1. I f  S tart w ith  # 2  not # 1  is  s e t, the  f irs t c on tin u ation  v ol u m e  
w il l  e n d  w ith # 2. 
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U se  T ape  I / O  Buf f e r of  ... M By te s: I f  s e l e c te d , T ape  I / O  w il l  be  bu f f e re d  w ith a bu f f e r 
of  s pe c if ie d  s iz e . B u f f e r s iz e  c an  be  be tw e e n  10 an d  1024 00 M B yte s  (100G byte s )  on  
64 -B it W in d ow s  1024  M byte s  (1G byte )  on  3 2-bit W in d ow s . T his  f e atu re  c an  he l p 
m in im iz e  m e c han ic al  tape  s l appin g w hic h oc c u rs  if  the  c om pu te r c an n ot d e l iv e r d ata 
as  f as t as  re q u ire d  by the  tape  d riv e . E s pe c ial l y DL T  d riv e s  are  v e ry s e n s itiv e  an d  
be c om e  v e ry s l ow  on  d ata u n d e rru n . Cu rre n tl y T ape  bu f f e rin g is  on l y im pl e m e n te d  
f or B ac k u p an d  n ot f or R e s tore . E n ou gh re al  or v irtu al  m e m ory m u s t be  av ail abl e  f or 
the  bu f f e r. 
Buf f e r to d isk:  I f  s e t, e n tire  bac k u p w il l  be  s tore d  on  d is k  f irs t, the n  c opie d  to tape . 
T he re  m u s t be  e n ou gh s pac e  on  d is k  to s tore  the  bac k u p d ata. F or be s t pe rf orm an c e  
the  s pe c if ie d  d is k  d ire c tory is  on  a s e parate  hard  d riv e . 
M ount T ime out of  ... minute s:  I f  s e l e c te d , m ou n t ope ration  w il l  tim e ou t af te r ... 
m in u te s . T his  is  on l y f or bac k u p, n ot f or re s tore , an d  on l y f or the  f irs t tape , n ot f or 
the  2n d  in  m u l tiv ol u m e  bac k u p. Cu rre n tl y it is  on l y im pl e m e n te d  if  R SM  is  u s e d . 
T his  f e atu re  c an  be  u s e f u l  if  bac k u p s hou l d  on l y be  d on e  if  a tape  has  be e n  pre pare d  
in  ad v an c e . 
C re ate  T ape  log  me ssag e s ( f or d e bug g ing )  l ogs  tape  ope ration s  to "M e s s age s " 
d is pl ay. T his  c an  on l y be  u s e f u l  f or d e bu ggin g pu rpos e s , an d  is  n orm al l y n ot tu rn e d  
on . 
Se c tion  S C S I  Autoload e r options pops  u p, if  U se  S C S I  autoload e r/ me d ia ch ang e r 
d ire ctly  is  s e t. U n d e r A u tol oad e r d e v ic e , s pe c if y the  d e v ic e  n am e  as  Chan ge rn. 
Chan ge r0 s tan d s  f or f irs t m e d ia c han ge r in  the  s ys te m . A l te rn ativ e l y, the  SCSI  
ad d re s s  c an  be  s pe c if ie d  d ire c tl y (in  the  f orm  Sc s i..., as  d e s c ribe d  abov e ) . Strate s av e  
c u rre n tl y s u pports  on l y SCSI  tape  m e d ia c han ge rs  an d  ac c e s s e s  the m  d ire c tl y w ith 
SCSI  c om m an d s . I f  au tol oad e r is  s pe c if ie d  as  Chan ge rn, the  c orre s pon d in g d riv e r 
m u s t be  in s tal l e d  on  the  s ys te m . I f  you  d on ' t hav e  the  d riv e r in s tal l e d , s pe c if y the  
SCSI  ad d re s s . U n d e r T ape  d riv e (s )  s e rv e d  by au tol oad e r, s pe c if y the  tape  d riv e s  
c on n e c te d  to the  m e d ia c han ge r, in  the  ord e r the y are  c on n e c te d  to the  m e d ia 
c han ge r. Spe c if y the  tape  d riv e  w ith l ow e s t m e d ia c han ge r s l ot n u m be r f irs t in  l is t. I f  
T ape 0 an d  T ape 1 are  c on n e c te d  to m e d ia c han ge r, an d  T ape 0 has  l ow e r m e d ia 
c han ge r s l ot-n r, s pe c if y T ape 0,T ape 1. I n  m os t c as e s , e n te r in to this  f ie l d  the  s am e  
tape  d riv e  n am e  as  in  T ape  d e v ic e (s ) . A u tol oad e rs  are  n ow  u s u al l y c on trol l e d  by 
R SM  (w ith option  U se  R e mov able  S torag e  M anag e r f or M ount, w he re  the s e  option s  
are  n ot u s e d . Se e  al s o c hp. 8 .16., "B ac k u p w ith T ape  A u tol oad e r". 
I f  tape  d riv e  or au tol oad e r is  s hare d  w ith othe r appl ic ation s , or m u l tipl e  ru n n in g 
Strate s av e  program s , it is  pre f e rabl e  to hav e  a d riv e r in s tal l e d  an d  u s e  
T ape 0/ Chan ge r0, in s te ad  of  Sc s i... f or tape  d riv e  or au tol oad e r n am e . T he  re as on  is  
d e v ic e  re s e rv ation  be tw e e n  appl ic ation s  c an  on l y be  d on e  throu gh the  d riv e r. 
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4 . 8 . 2.  R e m o v a b l e  d i s k -d e v i c e  a n d  s e t t i n g s  

 
Removable disk drive(s) 
Spe c if y the  re m ov abl e  or CD/ DV D d riv e  (e .g. F :)  in  f ie l d  R e mov able  d isk d riv e ( s) . 
M u l tipl e  d riv e s  c an  be  s e parate d  by bl an k  or c om m a. M u l tipl e  d riv e  m e an s  the  
CD/ DV D c an  be  m ou n te d  in  an y of  the  s pe c if ie d  d riv e s . T he  d e f au l t is  "A n y 
CD/ DV D d riv e ", w he re  Strate s av e  f in d s  its e l f  al l  CD/ DV D d riv e s  in  the  s ys te m .  
W ith R e mov able  d isk ty pe , s e l e c t if  the  CD/ DV D e n gin e  bu il tin  Strate s av e  is  u s e d  to 
bu rn  the  CD/ DV D (CD/ DV D d ire c tl y w ritte n ) , or if  the  re m ov abl e  d is k  is  a n orm al  
d is k  w he re  f il e s  c an  be  c opie d  to (e .g. Z ip-d riv e ) , or you  hav e  third -party pac k e t-
d riv e r Sof tw are  in s tal l e d , w hic h l e ts  the  CD/ DV D be  u s e d  l ik e  a n orm al  d riv e .  
Che c k box  C h e ck d isk in d riv e  be f ore  sh ow ing  mount-d ialog  s pe c if ie s , that m ou n t 
d ial og is  on l y s how n , if  the  re m ov abl e  d is k  is  n ot al re ad y in  the  d riv e . I f  c he c k box  is  
n ot s e t, pl e as e -m ou n t-d ial og is  s how n  w ithou t c he c k in g d is k  in  d riv e . 
Auto name  continuous v olume s:  I f  a d is k  ge ts  f il l e d  an d  n o ad d ition al  v ol u m e  n am e s  
are  d e f in e d , Strate s av e  w il l  au tom atic al l y d e f in e  a n am e  f or the  v ol u m e  to c on tin u e  
bac k u p. T he  origin al  n am e  is  tak e n , appe n d e d  by # 1 (# 2, # 3  e tc  f or m ore  c on tin u ou s  
v ol u m e s ) . F or e x am pl e , if  bac k u p goe s  to v ol u m e  V O L A , an d  it ge ts  f il l e d , bac k u p 
c on tin u e s  on  V O L A # 1.  
U se  I / O  Buf f e r of  ... M by te s:  I f  s e l e c te d , R e m ov abl e  d is k  or CD/ DV D I / O  w il l  be  
bu f f e re d  w ith a bu f f e r of  s pe c if ie d  s iz e . B u f f e r s iz e  c an  be  be tw e e n  1 an d  1024  



C reate y our Backup plan 

 35 

M B yte s . T his  f e atu re  c an  he l p m in im iz e  d ata u n d e rru n  w hic h oc c u rs  if  the  c om pu te r 
c an n ot d e l iv e r d ata as  f as t as  re q u ire d  by the  d riv e . Cu rre n tl y this  k in d  of  bu f f e rin g is  
on l y im pl e m e n te d  f or B ac k u p an d  n ot f or R e s tore . E n ou gh re al  or v irtu al  m e m ory 
m u s t be  av ail abl e  f or the  bu f f e r. 
S e t C D / D V D  spe e d :  H e re  you  c an  s pe c if ie d  the  re c ord in g s pe e d . T he  m ax im u m  
s pe e d s  are  n orm al l y in d ic ate d  on  the  c ov e r of  the  CD/ DV D. x 1 s pe e d  is  13 8 5  
K B yte s / s e c  f or DV D, 17 6 K B yte s / s e c  f or CD. I f  CD/ DV D s pe e d  is  n ot s e t, it 
n orm al l y d e f au l ts  to m ax im u m  s pe e d .  
F ast blank C D / D V D  inste ad  of  f ull blank ( not re comme nd e d ) :  CD-R W  an d  DV D-
R W  d is c s  n e e d  to be  bl an k e d  be f ore  be in g re u s e d . N orm al l y a f u l l  bl an k  ope ration  is  
d on e  f or m ax im u m  in te grity of  s tore d  d ata, bu t this  is  l e n ghty ope ration . O ption al l y a 
f as t bl an k  c an  be  s pe c if ie d , w hic h e ras e s  the  CD/ DV D d ire c tory tabl e s  on l y bu t n ot 
al l  s tore d  d ata. F or DV D+ R W  bl an k in g is  n ot n e c e s s ary an d  this  m e d ia is  the re f ore  
re c om m e n d e d  
F ol l ow in g option s  c an  be  u s e f u l  w he n  3 -rd  party pac k e t-w ritin g Sof tw are  is  u s e d  to 
w rite  on  CD/ DV D: 
Che c k box  P rompt to " q uick-e rase "  f ull C D -R W  be f ore  re w riting  prom pts  you  to u s e  
the  q u ic k -f orm at or q u ic k -e ras e  u til ity to e ras e  the  CD-R W  e v e rytim e  it is  f u l l  an d  
abou t to be  re w ritte n . T his  c an  he l p av oid in g e rrors  d u rin g re w ritin g the  CD. 
Che c k box  P rompt f or f re sh  C D -R  or to " q uick-e rase "  C D -R W  be f ore  re w riting  
prom pts  you  to e n te r a f re s h CD-R  d is k  or a q u ic k -f orm ate d  CD-R W  e v e rytim e  
Strate s av e  atte m pts  to re u s e  the  d is k  f rom  the  be gin n in g, w he n  the  n e x t rou n d  in  
bac k u p rotation  is  on . W ith this  option , w he n  you  bac k u p to CD-R , Strate s av e  w il l  
in f orm  you  w he n  a f re s h CD-R  is  n e e d e d  f or bac k u p. U s e  this  option  w he n  bac k in g 
u p to CD-R . W ith this  option  you  are  prom pte d  to prov id e  f re s h or re f orm atte d  CD 
e v e n  if  it is  n ot f u l l . 
Che c k box  L e av e  f re e  space  on d isk s pe c if ie s  if  an d  how  m u c h s pac e  s hou l d  be  k e pt 
f re e  on  the  d is k . Strate s av e  re gard s  the  re m ov abl e  d is k  as  f u l l , w he n  it has  j u s t the  
am ou n t s pe c if ie d  of  s pac e  av ail abl e . T his  option  is  he l pf u l  f or bac k u ps  to CD-R  an d  
CD-R W , be c au s e  c om pl e te l y f il l in g the  CD c an  re n d e r the  d is k  in v al id  or l e ad  to d ata 
s torage  probl e m s . T he  d e f au l t f re e  s pac e  v al u e  of  20M B yte s  (if  option  is  tu rn e d  on )  
s hou l d  be  e n ou gh in  m os t c as e s . F or bac k u ps  to DV D-R A M , m ore  m u s t be  s pe c if ie d  
w ith s om e  d riv e r Sof tw are , to av oid  bac k u p e x c e e d in g 4 G B yte s . Spe c if y 14 0-
15 0M B yte s  if  you  e n c ou n te r e rrors  bac k in g u p to DV D-R A M . 
Se e  al s o c hp. 8 .15 ., "B ac k u p to CD/ DV D". 

4 . 8 . 3 .  E m a i l  
Y ou  c an  s pe c if y, w he n  to re c e iv e  an  au tom atic  e m ail  f rom  Strate s av e  bac k u p 
program , an d  the  re c e iv e r e m ail  ad d re s s  an d  m ail  s e rv e r. T his  c an  be  u s e f u l  f or 
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u n atte n d e d  au tom atic  bac k u ps , f or e x am pl e  if  Strate s av e  is  ru n  as  a W in d ow s  
Se rv ic e , to be  n otif ie d  by e m ail  w he n  atte n tion  is  n e e d e d . 

 
Se c tion  E mail me ssag e  w ill be  se nt... d e f in e s  the  c on d ition  f or e m ail  m e s s age . T his  
c an  be  if  a bac k u p f ail s  f or s om e  re as on  (n ot if  bac k u p is  c an c e l l e d ) , if  on e  or m ore  
d ire c torie s  or d atabas e s  c ou l d  n ot be  bac k e d  u p, if  a bac k u p of  a c e rtain  pe riod  
c om pl e te s  s u c c e s s f u l l y (f or e x am pl e  you  m ay w an t to re c e iv e  an  e m ail  w he n  the  
m on thl y bac k u p c om pl e te s  s u c c e s s f u l l y) , if  a d ire c tory or d atabas e  "d rops  ou t", is  n o 
l on ge r c on tain e d  in  an y f u l l  bac k u p be c au s e  the  l as t bac k u p hav in g it has  be e n  
ov e rw ritte n , w he n  a tape  or re m ov abl e  d is k  m u s t be  m ou n te d , or if  a m e d ia c han ge  is  
e x pe c te d  f or n e x t bac k u p. 
I n  s e c tion  M ail se tting s, d e f in e  the  F rom / T o e m ail  ad d re s s e s  (m ail  w il l  be  s e n t to the  
ad d re s s  s pe c if ie d  u n d e r T o: ) . M u l tipl e  T o-ad d re s s e s  c an  be  s pe c if ie d , s e parate d  by 
c om m a. U n d e r M ail se rv e r: , s pe c if y the  ad d re s s  of  T CP/ I P SM T P s e rv e r. Se n d  T e s t 
M ail  s e n d s  an  e m ail  f rom  w ithin  the  d ial og, to te s t if  the  m ail  s e ttin gs  are  c orre c t. 
P ort 5 8 7  s pe c if ie s  the  port-n u m be r to be  u s e d , d e f au l t is  SM T P-port 25 . I f   
S T AR T T L S  is  s e t, m ail  w il l  be  s e n t ov e r e n c rypte d  c on n e c tion  an d  the  m ail  s e rv e r 
m u s t hav e  a v al id  c e rtif ic ate . U se  S M T P  auth e ntication e n abl e s  au the n tic ation  f or 
ac c e s s  to SM T P m ail  s e rv e r. Cre d e n tial s  U s e rn am e / pas s w ord  c an  be  s pe c if ie d . T he s e  
are  s tore d  w ith the  n e tw ork  ac c e s s  pas s w ord s  in  R e gis try, an d  n ot in  m ac ro. I f  
u s e rn am e / pas s w ord  are  n ot s pe c if ie d , al re ad y s tore d  c re d e n tial s  w il l  n ot be  e ras e d . 
F ol l ow in g SM T P au the n tic ation  m e thod s  are  s u pporte d : N T L M , CR A M -M D5 , 
L O G I N  (L O G I N  on l y w ith ST A R T T L S) . I f  m ail  s e rv e r s u pports  N T L M  an d  n o 
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u s e rn am e / pas s w ord  c re d e n tial s  are  s tore d , au the n tic ation  w il l  be  d on e  f or l ogge d  in  
u s e r.  

4 . 8 . 4 .  E v e n t L o g  a n d  P r i n t  N o t i fi c a t i o n  
Sim il ar to E m ail , n otif ic ation  to E v e n tL og or Prin te r is  al s o s u pporte d . N otif ic ation  
c an  be  d on e  w he n  bac k u p s u c c e e d s  or f ail s , w he n  d ire c tory or d atabas e  c ou l d  n ot be  
bac k e d  u p, w he n  d ire c tory/ d atabas e  is  n o l on ge r c on tain e d  in  an y bac k u p, w he n  
tape / d is k  n e e d s  to be  m ou n te d  or tape / d is k  c han ge s  n e x t bac k u p. 

4 . 8 . 5 .  S Q L  S e r v e r  B a c k u p  S e t t i n g s  
U s e W indow s  A uth entication only  
I f  this  option  is  s e t, W in d ow s  A u the n tic ation  w il l  be  u s e d  f or SQ L  Se rv e r bac k u p an d  
SQ L  Se rv e r A u the n tic ation  w il l  n ot be  u s e d . O the rw is e , W in d ow s  A u the n tic ation  
w il l  be  trie d  f irs t. I f  it f ail s , u s e r c an  prov id e  a pas s w ord  an d  re try w ith SQ L  Se rv e r 
A u the n tic ation . T his  option  is  u s e f u l , be c au s e  the  prom pt f or pas s w ord  c an  be  
irritatin g if  W in d ow s  A u the n tic ation  is  u s e d . 
U s e R emote P roces s  ins tead of R emote S Q L  functions  
F or R e m ote  bac k u ps  of  SQ L  Se rv e r, a proc e s s  w il l  be  s tarte d  on  the  re m ote  c om pu te r 
d oin g a l oc al  bac k u p, an d  s e n d in g the  bac k u p d ata to the  c om pu te r ru n n in g 
Strate s av e . O the rw is e , the  re m ote  SQ L  f u n c tion s  w il l  in itiate  a re m ote  SQ L  Se rv e r 
bac k u p. 
A  re m ote  proc e s s  s om e tim e s  w ork s  w he re  re m ote  SQ L  f u n c tion  d oe s  n ot, an d  d oe s  
n ot n e e d  T CPI P protoc ol  e n abl e d  on  the  SQ L  Se rv e r. O n  the  d ow n s id e  it is  m ore  
ov e rhe ad  to s tart the  re m ote  proc e s s . U s in g R e m ote  Proc e s s  m ight n ot w ork  if  SQ L  
Se rv e r is  ru n n in g u n d e r the  SY ST E M  ac c ou n t. I n  this  c as e , l e t SQ L  Se rv e r ru n  u n d e r 
a d if f e re n t ac c ou n t, or u s e  R e m ote  SQ L  f u n c tion  f or bac k u p. T he  d e f au l t is  to n e v e r 
u s e  re m ote  proc e s s . 
D on’ t s elect V S S  S Q L  W riter in I mage Backup 
N orm al l y, al l  W rite rs  (appl ic ation s )  are  s e l e c te d  to c oope rate  in  c re ation  of  im age  
bac k u p, f or m os t pre c is e  im age . I f  this  option  is  s e t, SQ L  Se rv e r w rite r an d  M SDE  
w rite r w il l  n ot partic ipate . T his  is  u s e f u l , if  SQ L  Se rv e r is  bac k e d  u p w ith s tan d ard  
n on -V SS SQ L  Se rv e r bac k u p, to av oid  in te rf e re n c e . 

 
4 . 8 . 6 .  E x c h a n g e  S e r v e r  B a c k u p  S e t t i n g s  

U s e R emote P roces s  ins tead of R emote S Q L  functions  
F or R e m ote  bac k u ps  of  E x c han ge  Se rv e r, a proc e s s  w il l  be  s tarte d  on  the  re m ote  
c om pu te r d oin g a l oc al  bac k u p, an d  s e n d in g the  bac k u p d ata to the  c om pu te r ru n n in g 
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Strate s av e . O the rw is e , the  re m ote  E x c han ge  f u n c tion s  w il l  in itiate  a re m ote  
E x c han ge  Se rv e r bac k u p. 
A  re m ote  proc e s s  s om e tim e s  w ork s  w he re  re m ote  E x c han ge  f u n c tion  d oe s  n ot, an d  
d oe s  n ot n e e d  R e m ote  B ac k u p e n abl e d  on  the  E x c han ge  Se rv e r, or E SE B CL I 2.DL L  
c opie d  to bac k u p s e rv e r. O n  the  d ow n s id e  it is  m ore  ov e rhe ad  to s tart the  re m ote  
proc e s s . T he  d e f au l t is  to u s e  re m ote  proc e s s  f or the  f u l l  bac k u ps  an d  d if f e re n tial  
bac k u ps , bu t re m ote  E x c han ge  Se rv e r f u n c tion s  f or the  f re q u e n t in c re m e n tal  
bac k u ps . I f  the  in c re m e n tal  bac k u ps  are  n ot w ork in g, try s e t this  option  to A l w ays . 
D on’ t s elect V S S  S Q L  W riter in I mage Backup 
N orm al l y, al l  W rite rs  (appl ic ation s )  are  s e l e c te d  to c oope rate  in  c re ation  of  im age  
bac k u p, f or m os t pre c is e  im age . I f  this  option  is  s e t, E x c han ge  Se rv e r w il l  n ot 
partic ipate . T his  is  u s e f u l , if  E x c han ge  Se rv e r is  bac k e d  u p w ith E SE 98  bac k u p, to 
av oid  in te rf e re n c e . 
 

4 .9 . P e ri o d  O p t i o n s  
4 . 9 . 1.  S e c t i o n  G e n e r a l  

• S tore  backups in compre sse d  f ormat s pe c if ie s , w he the r the  f il e s  w il l  be  
c om pre s s e d , be f ore  the y are  bac k e d  u p. Com pre s s e d  bac k u ps  are  u s u al l y f as te r 
an d  s m al l e r than  u n c om pre s s e d  bac k u ps . T he  c om pre s s ion  f ac tor d e pe n d s  on  the  
bac k e d  u p f il e s , an d  n orm al l y v al u e s  abou t 5 0% . A s  a d is ad v an tage , c om pre s s e d  
bac k u ps  are  n ot s tore d  in  portabl e  T A R -f orm at. Y ou  c an  c hoos e  be tw e e n  F aste r 
compre ssion an d  S trong e r compre ssion. F as te r c om pre s s ion  is  the  d e f au l t, an d  
n orm al l y d e l iv e rs  s am e  or e v e n  be tte r s pe e d  than  u n c om pre s s e d . W ith f as te r 
c om pre s s ion , bac k u p s pe e d  is  n orm al l y d e te rm in e d  by c om pu te r' s  I / O  
pe rf orm an c e . Stron ge r c om pre s s ion  d e l iv e rs  bac k u p s pe e d  an d  c om pre s s ion  ratio 
s im il ar to z ip program s . W ith s tron ge r c om pre s s ion , bac k u p s pe e d  is  n orm al l y 
d e te rm in e d  by c om pu te r' s  CPU  pe rf orm an c e . I f  you  are  u s in g a v e ry f as t tape  
d riv e , l ik e  DL T , f as te r c om pre s s ion  (or tape  d riv e s  hard w are  c om pre s s ion )  is  
u s u al l y be tte r than  s tron ge r c om pre s s ion , to k e e p the  tape  s tre am in g, an d  ac hie v e  
m u c h be tte r pe rf orm an c . I f  you  u s e  s tron ge r c om pre s s ion  w ith a f as t tape  d riv e , 
s pe c if yin g l arge  tape  I / O -bu f f e r c an  he l p k e e p tape  s tre am in g. 

• S tore  backups e ncry pte d  s pe c if ie s , w he the r the  f il e s  w il l  be  s tore d  e n c rypte d  in  
the  bac k u p. T his  is  u s e f u l , if  an  u n au thoriz e d  pe rs on  gain s  ac c e s s  to the  bac k u p 
m e d ia. T he y w il l  n ot be  abl e  to re trie v e  the  bac k e d  u p d ata w ithou t k n ow in g the  
e n c ryption  k e y. Se e  al s o c hp. 8 .12., "E n c rypte d  bac k u ps ". 

• I f  S tore  C atalog  in log  d ire ctory  is  s e t, Catal og w il l  be  s tore d  in  a s e parate  f il e  in  
l og d ire c tory. T his  option  is  av ail abl e  f or bac k u ps  to tape  an d  re m ov abl e  d is k , s o 
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you  w il l  n ot hav e  to m ou n t tape / re m ov abl e  d is k  to v ie w  l is t of  bac k e d  u p f il e s  or 
s e l e c t f il e s  f or re s tore . 

• S y ste m name : O rigin al  n am e  of  the  bac k u p pe riod , w hic h c an n ot be  m od if ie d . 
• D isplay  name : Choos abl e  n am e  of  the  bac k u p pe riod . I t is  im portan t to c hoos e  a 

u n iq u e  n am e  w hic h c l e arl y d e f in e s  the  pe riod . I f  d if f e re n t pe riod s  bac k u p 
d if f e re n t parts  of  you r n e tw ork , this  c an  be  s pe c if ie d  he re . e .g. "W e e k l y bac k u p 1 
f or 1. f l oor M on d ay" 

4 . 9 . 2.  D i ffe r e n t i a l  B a c k u p  
• D if f e re ntial backup:  O n l y the  f il e s  c han ge d  s in c e  the  l as t highe r pe riod  (w e e k l y 

bac k u p c ou n ts  highe r than  d ail y bac k u p, m on thl y highe r than  w e e k l y e tc .)  w il l  
be  bac k e d  u p. F or the  f u l l  re s tore , both the  f u l l  bac k u p an d  the  d if f e re n tial  
bac k u p w il l  be  n e e d e d . Strate s av e  w il l  au tom atic al l y re s tore  the  f il e s  f rom  the ir 
c orre s pon d in g bac k u ps . 

• I f  a d ire ctory  h as no base  f ull backup:  A ppl ie s , if  a d ire c tory to be  bac k e d  u p in  
d if f e re n tial  bac k u p is  n ot c on tain e d  in  an y f u l l  bac k u p. 
M ake  f ull backup: T he  bac k u p pe riod  w il l  be  s w itc he d  s o that a f u l l  bac k u p w il l  
be  m ad e  w ith the  d ire c tory in c l u d e d , in s te ad  of  the  d if f e re n tial  bac k u p.  
Abort backup: T he  bac k u p w il l  hal t s o you  c an  d e c id e  how  to c on tin u e .  
S kip d ire ctory : T he  d ire c tory w il l  s im pl y be  l e f t ou t. U s e  this  if  you  d on ' t w an t to 
c han ge  the  s c he d u l e  an d  pl an  to bac k u p the  d ire c tory l ate r, in  the  n e x t f u l l  
bac k u p. 
F ully  backup th e  d ire ctory : A l l  f il e s  in  the  d ire c tory w il l  be  bac k e d  u p. T his  is  
n e c e s s ary, be c au s e  the re  is  n o bas e  bac k u p to re f e r to, bu t c an  m ak e  v e ry l arge  
bac k u ps . 

• D on' t L oad  catalog  of  base  backup ( no pre cise  d if f e re ntial backup) :  F or pre c is e  
d if f e re n tial  bac k u p, n orm al l y c atal og of  bas e  bac k u p w il l  be  l oad e d  d u rin g 
bac k u p. F or e ac h f il e , it is  c he c k e d  if  the  c orre c t f il e  is  c on tain e d  in  bas e  bac k u p, 
to d e c id e  if  it n e e d s  to be  in c l u d e d  in  the  d if f e re n tial  bac k u p. 
I f  this  option  is  s e t, c atal og of  bas e  bac k u p w il l  n ot be  l oad e d , an d  d if f e re n tial  
bac k u p w il l  bas e  on  f il e  d ate s . Databas e  f il e s  l ik e  Sys te m  State  f il e s  w il l  al w ays  
be  f u l l y bac k e d  u p in  this  c as e . 

• F ully  backup S Q L  S e rv e r also in d if f e re ntial backup:  f orc e s  the  SQ L  s e rv e r f u l l  
bac k u p e v e n  if  the  pe riod  is  d e f in e d  as  d if f e re n tial  bac k u p. N orm al  f il e  bac k u ps  
c on tin u e  to be  d if f e re n tial  f or this  pe riod . T his  c ou n ts  on l y if  the  SQ L  Se rv e r is  
n ot s e l e c te d  u n d e r V SS\Sq l Se rv e rW rite r or Se rv ic e  State \M SDE W rite r. U n d e r 
V SS it w il l  al w ays  be  a f u l l  bac k u p. 

• F ully  backup E x ch ang e  S e rv e r also in d if f e re ntial backup:  f orc e s  the  f u l l  
bac k u p f or E x c han ge  Se rv e r 2007 / 2003 / 2000 if  s e l e c te d  u n d e r E SE 98 . I f  
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E x c han ge  Se rv e r 2003  is  s e l e c te d  u n d e r V SS, it w il l  al w ays  be  f u l l  bac k u p 
an yw ay. 

4 . 9 . 3 .  S e c t i o n  O p e n  F i l e  B a c k u p  /  V S S  
• T his  is  f or u s in g the  V ol u m e  Sn aps hot F e atu re  on  W in d ow s  X P or l ate r. I t al l ow s  

to bac k u p f il e s  w hic h are  in  u s e . I f  R e v e rt to non-V S S  backup if  S napsh ot f ails is  
s pe c if ie d , a n orm al  bac k u p w il l  be  d on e  if  Sn aps hot c an n ot be  c re ate d . I f  this  
option  is  n ot e n abl e d , bac k u p w il l  hal t on  e rror if  the  Sn aps hot c re ation  f ail s . T o 
c re ate  an d  m ain tain  the  v ol u m e  s n aps hot e n ou gh f re e  d is k  s pac e  m u s t be  
av ail abl e . A  Sn aps hot w il l  al w ays  be  d on e  if  a V SS-d atabas e  is  s e l e c te d  f or 
bac k u p. Se e  al s o c hp. 8 .10., "V SS /  O pe n  F il e  B ac k u p". 

• R e try  on re cov e rable  e rrors ( V S S  T ime out)  d e f in e s  Strate s av e ' s  ac tion  if  V SS 
re ports  a re tryabl e  e rror d u rin g s n aps hot c re ation . Sn aps hot m u s t be  c re ate d  in  
s hort tim e -f ram e  an d  s om e tim e s  it w il l  tim e  ou t, w hil e  n e x t s n aps hot m ay w ork  
f in e . T he  d e f au l t s e ttin gs  are  w aitin g 10 m in u te s  be tw e e n  re trie s , an d  re try 5  
tim e s . I f  al l  5  atte m ps  to c re ate  the  s n aps hot f ail , bac k u p w il l  hal t on  e rror. R e try  
e v e n on e rrors re porte d  nonre try able  by  w rite r c an  be  s e t f or a w rite r w hic h 
re ports  n on -re tryabl e  (= f atal )  e rror, w he n  you  f in d  that s til l  on  s om e  atte m ps  
s n aps hot w ork s , s o e rror is  s til l  "re tryabl e ". I t c an  be  d if f ic u l t f or a w rite r to f in d  
ou t if  c au s e  f or f ail u re  is  re tryabl e  or n ot, s o this  f l ag f orc e s  re trie s . 

4 . 9 . 4 .  E x c l u d e  F i l e s  
T he  f il e s  l is te d  he re  w il l  be  e x c l u d e d  f rom  bac k u p. Pu t e v e ry e n try on  a s e parate  l in e .  
F or e x am pl e : * .obj  w il l  e x c l u d e  al l  f il e s  w ith e x te n s ion  .obj  f rom  bac k u p 
C:\Su bd ir\* .obj  e x c l u d e s  al l  .obj -f il e s  in  C:\Su bd ir or f u rthe r d ow n . 
\\Se rv e r\Share \* .obj  e x c l u d e s  .obj -f il e s  f rom  the  re m ote -s hare .  
T he  f il e s  w il l  n ot be  e x c l u d e d  if  the y are  in c l u d e d  in  a s e l e c te d  d atabas e . F or 
e x am pl e , if  Sys te m  State  is  s e l e c te d  an d  in c l u d e s  s om e  f il e s  w hic h are  e x c l u d e d  he re , 
the y w il l  be  bac k e d  u p an yw ay. 

4 . 9 . 5 .  U n r e a d a b l e  d i r e c t o r i e s  /  d a t a b a s e s  
• Se c tion  At unre ad able  d ire ctorie s... d e f in e s  Strate s av e ' s  ac tion  w he n  a d ire c tory 

f rom  m ac ro c an  n ot be  re ad  or is  n on -e x is te n t. E ithe r d ire c tory w il l  be  l e f t ou t or 
bac k u p w il l  be  s toppe d  w ith e rror-m e s s age . 

• Se c tion  At unre ad able  d atabase s... d e f in e s  Strate s av e ' s  ac tion  w he n  a SQ L - or 
E x c han ge  Se rv e r d atabas e  f rom  m ac ro c an  n ot be  re ad  or is  n on -e x is te n t. E ithe r 
d atabas e  w il l  be  l e f t ou t or bac k u p w il l  be  s toppe d  w ith e rror-m e s s age . Sys te m  
s tate  d atabas e s  (A c tiv e  Dire c tory, CO M + , Ce rtif ic ate  A u thority)  are  n ot c he c k e d  
w ith this  option , bu t w ith abov e  option  At unre ad able  d ire ctorie s.... 
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4 . 9 . 6 .  R e s e r v e d  fi l e s  
• Se c tion  At re se rv e d  f ile s... d e s c ribe s  w hat happe n s  w he n  a f il e  to be  bac k e d  u p is  

l oc k e d  an d  the re f ore  u n re ad abl e . T he  f il e  w il l  be  l e f t ou t or bac k u p w il l  be  
s toppe d  w ith e rror m e s s age . T his  option  has  n o e f f e c t if  V SS ope n f il e  bac k u p is  
u s e d , w he re  l oc k e d  f il e s  are  bac k e d  u p as  n orm al . R e try  time  s how s  the  tim e  in  
s e c on d s  that Strate s av e  trie s  to re ad  the  f il e s . F il e s  are  of te n  l oc k e d  on l y f or a 
s hort tim e , e .g. d u rin g f il e  s torin g. S kip d uring  f ile  compare  is  d e s ign e d  f or 
l oc k e d  f il e s  d u rin g bac k u p c he c k  w ith f il e  c om parin g (s e e  be l ow ) . I f  this  option  
is  n ot s e t, a l oc k e d  f il e  w il l  be  re gard e d  as  d if f e re n t f rom  the  s am e  f il e  in  bac k u p. 

4 . 9 . 7 .  A u t o m a t i c  c h e c k  a ft e r  b a c k u p  
• C h e cksum control of  all f ile s:  I f  s e t, bac k u p w il l  be  re re ad  au tom atic al l y an d  

c on trol l e d  w ith a 3 2 bit-CR C c he c k s u m , to v e rif y that bac k u p d ata is  s tore d  
c orre c tl y. I f  the  c he c k s u m  c on trol  d e te c ts  an  e rror the  bac k u p w il l  f ail . T his  
option  is  e s pe c ial l y u s e f u l  f or tape  bac k u ps . F or bac k u ps  w hic h e x te n d  ov e r 
m u l tipl e  v ol u m e s , pre v iou s  v ol u m e  w il l  be  c he c k e d  be f ore  bac k u p c on tin u e s  on  
n e x t v ol u m e . 

4 . 9 . 8 .  P r e -/ P o s t -B a c k u p  c o m m a n d  
• C ommand  to run be f ore  backup:  d e f in e s  a c om m an d  to be  ru n  be f ore  the  bac k u p. 

T his  c an  be  u s e d  to d u m p a ru n n in g d atabas e  to f il e , w hic h w il l  the n  be  bac k e d  
u p. O ption al l y you  c an  al s o s pe c if y that the  e x e c u te d  c om m an d  m u s t re tu rn  0 or 
bac k u p w il l  hal t on  e rror. 
I t is  be s t to s pe c if y f u l l  path n am e s  f or al l  f il e s  an d  d ire c torie s  w ithin  the  
c om m an d . 
I f  you  u s e  pipin g, s pe c if y c m d  / c  c om m an d , e .g. 
c m d  / c  c :\m ys q l \bin \m ys q l d u m p --opt d atatbas e  > c :\m ys q l bac k u pd ir\f il e n am e .s q l  
 
A l te rn ativ e l y, you  c an  u s e  a .bat c om m an d  f il e , an d  ru n  on e  or m ore  c om m an d s  
f rom  the re . 

• C ommand  to run af te r backup:  d e f in e s  a c om m an d  to be  ru n  af te r the  bac k u p. 
T he  c om m an d  w il l  ru n  af te r the  option al  e m ail  has  be e n  s e n t. T he  e n v iron m e n t-
v ariabl e  ST SR C is  s e t to 0 f or s u c c e s s f u l l  bac k u p, 1 if  at l e as t 1 d ire c tory or 
d atabas e  w as  s k ippe d , 2 if  bac k u p f ail e d  or 3  if  bac k u p w as  c an c e l l e d . O ption al l y 
you  c an  s pe c if y to w ait u n til  c om m an d  c om pl e te s  an d  f ail  if  c om m an d  re tu rn s  
n on -z e ro. 

4 . 9 . 9 .  S e c u r i t y  /  N e t w o r k  
• I n  Se c tion  N e tw ork backups, option  D on' t prompt f or passw ord s of  ne tsh are s 

s pe c if ie s  that bac k u p s hou l d  hal t on  e rror if  it n e e d s  a pas s w ord  f or n e tw ork  
ac c e s s  f rom  u s e r, in s te ad  of  as k in g f or the  pas s w ord . T his  c an  be  u s e f u l  f or 
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u n atte n d e d  bac k u ps  w he re  you  d on ' t e x pe c t to be  prom pte d  f or the  n e tw ork  
pas s w ord . 

• Se c tion  W ind ow s se curity : U se  backup priv ile g e  if  av ailable  s pe c if ie s , w he the r 
bac k u p priv il e ge  w il l  be  u s e d  to ac c e s s  the  f il e s . W ith bac k u p priv il e ge , w hic h is  
u s u al l y he l d  by A d m in is trator u s e r, al l  f il e s  c an  be  bac k e d  u p. T his  in c l u d e s  
thos e , w hos e  ac c e s s  rights  are  m is s in g. I f  S kip f ile s w ith  pe rmission e rror is  s e t, 
f il e s  w il l  be  s k ippe d  if  the  ac c e s s  right is  n ot av ail abl e , othe rw is e  bac k u p w il l  
te rm in ate  w ith e rror m e s s age . D if f e re ntial,  backup se curitie s of  all f ile s appl ie s  
to d if f e re n tial  bac k u ps  on l y. I f  this  option  is  s e t, s e c u ritie s  of  al l  f il e s  w il l  be  
bac k e d  u p in  d if f e re n tial  bac k u p, e v e n  f or f il e s  u n c han ge d  s in c e  l as t f u l l  bac k u p 
an d  the re f ore  n ot bac k e d  u p. T his  option  m ay n e e d  s ign if ic an t bac k u p tim e , bu t 
gu aran te e s  that s e c u rity s e ttin gs  are  al w ays  bac k e d  u p in  d if f e re n tial  bac k u ps . 
T his  c an  be  u s e f u l  if  on l y s e c u rity s e ttin gs  of  f il e s  are  c han ge d . 

4 . 9 . 10 .  P e r fo r m a n c e  o p t i o n s  
• D on' t concurre ntly  scan compute r w h ile  mounting  v olume  

F or bac k u p to tape , 1. c om pu te r to bac k u p n orm al l y is  s n aps hotte d  an d  d ire c tory 
s c an n e d  w hil e  tape  is  be in g m ou n te d . T his  m ight be  u n prac tic al , if  m ou n tin g 
v ol u m e  tak e s  a l on g tim e , be c au s e  ope rator in te rv e n tion  is  n e e d e d . I f  this  option  
is  s e t, tape  v ol u m e  w il l  be  m ou n te d  f irs t, be f ore  s n aps hot ge n e ration  an d  
d ire c tory s c an  s tarts . 

• D on' t concurre ntly  scan ne x t compute r and  backup 
N e x t c om pu te r is  n orm al l y s n aps hotte d  an d  d ire c tory s c an n e d  w hil e  c u rre n t 
c om pu te r is  bac k e d  u p, to in c re as e  pe rf orm an c e . T his  option  tu rn s  of f  the  
paral l e l  proc e s s in g. 

• R un backup w ith  L ow  P riority  
M in im iz e s  pe rf orm an c e  im pac t f or othe r program s  d u rin g bac k u p. 

4 . 9 . 11.  D e l e t e  b a c k e d  u p  fi l e s  
 T he  bac k e d  u p f il e s  s pe c if ie d  w il l  be  d e l e te d  af te r the  bac k u p c om pl e te s  s u c c e s s f u l l y. 
T his  c an  be  u s e f u l  f or l og f il e s . T he  f u l l  path n e e d s  to be  s pe c if ie d . W il d c ard s  are  
s u pporte d  in  the  f il e n am e  on l y. Pu t e v e ry e n try on  a s e parate  l in e . 

4 .10 . P ri n t  m a c ro  
Prin t d ial og is  s tarte d  w ith c om m an d  P rint... f rom  m e n u  M acro. 
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Se c tion  F ormat s e ts  f orm attin gs  on  pape r. T he  d e s ire d  f on t c an  be  s e l e c te d . F on t s iz e  
is  e ithe r 1 0  or 1 2  points. T he  f orm ats  of  h e ad e r- an d  f oote r l in e s , c on tain in g m ac ro 
N ame , D ate  an d  P ag e  numbe r, are  al s o ad j u s tabl e . I f  c he c k  box  N e w  pag e  pe r g roup 
is  on , e ac h pe riod -l is tin g s tarts  f rom  a n e w  page . K e e p g roups tog e th e r pu ts  pe riod  
on to a n e w  page , if  the  w hol e  pe riod -l is tin g w ou l d  n ot f it on  c u rre n t page . F ie l d  N r. 
of  columns d iv id e s  page  in  s pe c if ie d  n u m be r of  c ol u m n s  to s av e  pape r. I f  in f orm ation  
c an  n ot f it in  a c ol u m n , "..." w il l  appe ar at e n d  of  c ol u m n . Che c k box  C ontinuation 
line s l e ts  in f orm ation  be  prin te d  in  m u l tipl e  c ol u m n s  or l in e s  if  n e c e s s ary, to av oid  
c u ttin g. 

4 .11. L a t e r c h a n g e s  o f  m a c ro  
Strate s av e  al l ow s  c han ge s  in  m ac ro, w hil e  it is  in  s e rv ic e  an d  bac k u ps  are  e x e c u te d  
af te r it. Y ou  c an , f or e x am pl e , m od if y s torage -l oc ation s , in s e rt ad d ition al  d ire c torie s  
an d  pe riod s  in  bac k u p pl an  e tc . 
A l s o d if f e re n tial  bac k u ps , w hic h are  bas e d  on  an othe r bac k u p w ith l on ge r pe riod , 
c on tin u e  to w ork  e v e n  if  m ac ro is  m od if ie d . I f  d atabas e  bac k u ps  are  d e f in e d , 
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s ign if ic an t c han ge s  in  m ac ro w ith re gard s  to d atabas e s  re q u ire  a f u l l  bac k u p of  
highe s t pe riod  to be  ru n  n e x t. 



5 . P eri o d i c al  b ac k u p  
Strate s av e  bac k u p e x e c u te s  bac k u p ac c ord in g to the  d e f in ition s  in  m ac ro. M ac ro an d  
l og d e te rm in e  the  bac k u p pe riod  au tom atic al l y, f ol l ow in g the  d e f in e d  tim e  pl an . 
B ac k u p is  s tarte d  w ith c om m an d  S tart backup f rom  Action-m e n u , or w ith -
tool bar-k e y. N orm al l y, bac k u ps  ru n  s c he d u l e d  ac c ord in g to m ac ro d e f in ition , bu t 
bac k u ps  of  e x pl ic ite l y d e f in e d  pe riod  c an  be  ru n  an ytim e . F or e x am pl e , you  c an  s tart 
d ail y bac k u p im m e d iate l y an y tim e , e v e n  if  it is  c u rre n tl y n ot s c he d u l e d . 
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5 .1. D i s p l a y s  w h i l e  b a c k u p  i s  ru n n i n g  

 
5 . 1. 1.  O u t p u t  w i n d o w s  

I n f orm ation  is  grou pe d  an d  d is pl aye d  in  s e v e ral  s u b-w in d ow s . T he re  are  O u tpu t 
w in d ow s  abou t bac k u p progre s s , bac k u p param e te rs , l og, m e s s age s , s c he d u l e d  
bac k u ps  e tc . T he  O u tpu t w in d ow s  are  on l y v is ibl e  if  the  n e c e s s ary in f orm ation  is  
av ail abl e . F or e x am pl e , if  l og is  n ot l oad e d  f rom  s e rv e r, l og-w in d ow  w il l  n ot be  
s how n . 

5 . 1. 2.  S t a t u s  b a r  
I n  s tatu s  bar at l ow e r e n d  of  program -w in d ow , c u rre n tl y ru n n in g ope ration  is  
d e s c ribe d , e .g. "Dail y bac k u p is  ru n n in g". I f  a m e n u  c om m an d  is  s e l e c te d  w ithou t 
be in g ac tiv ate d  (w hil e  m ou s e  bu tton  is  n ot re l e as e d ) , a s hort d e s c ription  of  the  
c om m an d  is  s how n  in  s tatu s  bar. 
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5 . 1. 3 .  A s k  p a s s w o r d  o r  e n c r y p t i o n  k e y  d u r i n g  b a c k u p  
I f  d u rin g bac k u p a n e tw ork  pas s w ord , or e n c ryption  k e y is  re q u ire d  to e n te r, 
f ol l ow in g d ial og pops  u p: 

 
E n te r e n c ryption  k e y or pas s w ord  re q u ire d . Pu s h bu tton  R and om ge n e rate s  ran d om  
e n c ryption  k e y (w hic h c an  be  s e e n  by pre s s in g S h ow  ke y  or K e y  I nf o... ) . Y ou  c an  
option al l y s av e  the  pas s w ord / k e y te m poraril y in  m e m ory, w he re  it w il l  be  s tore d  u n til  
Strate s av e  program  is  q u it, or s tore  it pe rm an e n tl y. Se e  al s o c hp. 8 .14 ., "W he re  the  
pas s w ord s / e n c ryption  k e ys  are  s tore d ". 

5 .2 . B a c k u p  p e ri o d  
B ac k u p pe riod  c an  be  s e l e c te d  w ith s e l e c tion  box  in  tool bar. Pe riod  S ingle Backup 
after time plan, w hic h is  s e l e c te d  by d e f au l t, e x e c u te s  on e  bac k u p ac c ord in g to 
d e f in e d  bac k u p pl an . T his  is  f or e x am pl e  to s tart the  bac k u p at the  e n d  of  w ork in g 
d ay. T he  bac k u p program  the n  d e te rm in e s  f rom  the  bac k u p pl an  an d  the  bac k u ps  
al re ad y m ad e , w hic h pe riod  is  n e x t, an d  ru n s  a bac k u p. S ch eduled backups  after 
time plan is  f or re pe ate d  au tom atic  bac k u ps  as  d e f in e d  in  bac k u p pl an . I n  this  c as e  
the  n e x t bac k u ps  to f ol l ow  are  s how n  in  O u tpu t w in d ow  N ex t s ch eduled backups . 

5 .3 . S t a rt  b a c k u p  
B ac k u p is  s tarte d  w ith m e n u  c om m an d  S tart backup or w ith f u n c tion  k e y . I n  
c as e  of  s e rv e r ac c e s s  w ith pas s w ord , a d ial og w il l  be  d is pl aye d  w he re  pas s w ord  c an  
be  e n te re d . 
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Du rin g bac k u p, ru n n in g ac tion s  are  s how n  w ith a progre s s  m e te r in  a O u tpu t 
w in d ow : 
Sm al l  e rrors , af te r w hic h bac k u p c an  s til l  c on tin u e , are  l is te d  in  O u tpu t w in d ow  
M e ssag e s. A  m e s s age  appe ars , f or e x am pl e , if  a f il e  on  PC is  d e l e te d  by u s e r, be f ore  
it c an  be  bac k e d  u p. T he  M e s s age s -w in d ow  is  c re ate d , as  s oon  as  the  f irs t m e s s age  
appe ars  to be  s how n . 

5 .4 . C a n c e l  b a c k u p  
B ac k u p is  c an c e l l e d  w ith tool bar-k e y , w ith C ance l-bu tton  on  progre s s -d is pl ay 
or c om m an d  C ance l in  Action- m e n u . 
F or v e rif ic ation , f ol l ow in g d ial og appe ars : 

 
W he n  Y e s is  s e l e c te d , bac k u p w il l  be  c an c e l l e d . T he re  is  "s of t"-c an c e l , w hic h m e an s  
re s e rv ation  of  tape  or re m ov abl e  d is k  w il l  c on tin u e  to e x is t. F or this  re as on  
c an c e l l in g bac k u p c an  l as t a f e w  s e c on d s . 
 

5 .5 . F re e  m o u n t e d  t a p e  o r re m o v a b l e  d i s k  
N am e  of  c u rre n tl y m ou n te d  tape  or re m ov abl e  d is k  is  s how n  in  a O u tpu t w in d ow : 
Com m an d s  F re e  tape  an d  F re e  re mov able  d isk f rom  Action-m e n u  f re e  the  m ou n te d  
tape  or re m ov abl e  d is k . T he  F re e - c om m an d  c an  on l y be  e x e c u te d  w he n  n o bac k u p is  
ru n n in g. I f  c om m an d  F re e  tape / re mov able  d isk af te r backup or backup ch e ck f rom  
m e n u  O ptions is  on , tape  or re m ov abl e  d is k  w il l  be  f re e d  au tom atic al l y af te r bac k u p 
or af te r c he c k  of  bac k u p. I f  bac k u p is  c an c e l l e d  by u s e r, tape / re m ov abl e  d is k  w il l  n ot 
be  f re e d  au tom atic al l y. T ape  w il l  be  u n l oad e d  (an d  ran ge d  if  au tol oad e r is  u s e d ) , 
u n l e s s  tape  option  D o not re w ind  and  unload  tape  w h e n f re e d  is  s e t. 
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5 .6 . P ri n t  l o g  a n d  C a t a l o g  
L og, w hic h c on tain s  l is t of  e x e c u te d  bac k u ps , c an  be  prin te d  d u rin g or af te r bac k u p. 
Prin t d ial og s tarts  w ith c om m an d  P rint log ... f rom  m e n u  F ile . Dial og param e te rs  are  
e x pl ain e d  in  c hp. 4 .10. "Prin t m ac ro". 
I f  l og is  prin te d  d u rin g bac k u p, bac k u p ru n n in g at pre s e n t is  n ot ye t in c l u d e d  in  l og 
an d  w il l  the re f ore  n ot be  prin te d . T he  n e w  l og c on tain in g ac tu al  bac k u p c an  on l y be  
prin te d  w he n  bac k u p is  c om pl e te . 
Catal og, c on tain in g l is t of  bac k e d  u p f il e s , c an  be  prin te d  af te r bac k u p w ith 
c om m an d  P rint C atalog ... f rom  m e n u  F ile . 

5 .7 . F i l e s  c o n t a i n e d  i n  b a c k u p  
Dire c torie s  s e l e c te d  f or c u rre n t pe riod  are  bac k e d  u p. Dire c torie s  d e f in e d  f or a s horte r 
pe riod  are  bac k e d  u p al s o. F or e x am pl e , a w e e k l y bac k u p in c l u d e s  d ire c torie s  f or 
d ail y bac k u p. 
I n  a non-differential bac k u p, al l  f il e s  are  bac k e d  u p, in d e pe n d e n t of  the ir d ate s . A  
differential bac k u p, c on tain s  on l y c han ge d  or n e w  f il e s  s in c e  l as t bac k u p of  l on ge r 
pe riod . 
F or e x am pl e , w e e k l y bac k u p is  e x e c u te d  on  M on d ay. Dif f e re n tial  d ail y bac k u p on  
T u e s d ay w il l  bac k  u p al l  f il e s , that w e re  c re ate d  or c han ge d  s in c e  M on d ay. Dail y 
bac k u p on  W e d n e s d ay al s o bas e s  on  M on d ay' s  w e e k l y bac k u p. I t has  al l  f il e s , 
u pd ate d  or c re ate d  s in c e  M on d ay. I f  T hu rs d ay a m on thl y bac k u p is  d on e , d ail y 
bac k u ps  f rom  F rid ay to Su n d ay bas e  on  T hu rs d ay' s  m on thl y-bac k u p e tc . 

5 . 7 . 1.  U n r e a d a b l e  fi l e s  
I f  a f il e  c an  n ot be  re ad , bac k u p w il l  be  aborte d  w ith e rror-m e s s age . T he  on l y 
e x c e ption  are  f or re s e rv e d  f il e s . B ac k u p-ac tion  f or re s e rv e d  f il e s  c an  be  s e t w ith 
m ac ro e d itor, or in  bac k u p program  w ith c om m an d  S pe cial backup parame te rs... in  
m e n u  O ptions. E ithe r f il e  w il l  be  s k ippe d  or bac k u p w il l  be  aborte d  w ith e rror-
m e s s age . A d d ition al l y, a w aitin g tim e  c an  be  d e f in e d . Pl e as e  s e e  c hp. 4 .9. "Pe riod  
O ption s " f or d e tail s . 
A l l  f il e s  w hic h hav e  n ot be e n  bac k e d  u p are  l is te d  in  l og an d  in  O u tpu t w in d ow  
M e ssag e s,  toge the r w ith a s hort e x pl an ation . 

5 . 7 . 2.  N o t  b a c k e d  u p  s y s t e m  fi l e s  
W in d ow s  has  a d e f in e d  re gis try e n try F ile sN otT oBackup (an d  K e ys N otT oR e s tore ) . 
T he s e  k e ys  d e f in e  a c on c e pt f or s ys te m  re c ov e ry/ f u l l  re s tore , w hic h tol e rate s  s om e  
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hard w are  c han ge s . Strate s av e  f ol l ow s  the s e  ru l e s . Se e  al s o c hp. 8 .4 ., "H ow  Strate s av e  
bac k s  u p the  Sys te m  State ". 

5 .8 . S t o p  s c h e d u l i n g ,  E x i t  b a c k u p  p ro g ra m  o r 
s h u t d o w n  a f t e r b a c k u p  
Com m an d  E x it prog ram af te r backup f rom  m e n u  O ptions au tom atic al l y te rm in ate s  
program  af te r bac k u p. I f  bac k u p is  n ot s u c c e s s f u l , program  w il l  n ot te rm in ate  
au tom atic al l y, s o that e rror-m e s s age  c an  be  re ad . Com m an d  S top sch e d uling  af te r 
ne x t backup s tops  ru n n in g s c he d u l e d  bac k u ps  af te r n e x t bac k u p c om pl e te s . 
Com m an d  S h utd ow n compute r af te r backup s hu ts  d ow n  the  c om pu te r an d  tu rn s  
pow e r of f  af te r the  n e x t s u c c e s s f u l l  bac k u p. Y ou r c om pu te r m u s t s u pport pow e r of f  
by Sof tw are  f or this  f u n c tion  to w ork . T he s e  c om m an d s  c an  al s o be  s e t w ith 
c om m an d  l in e  param e te r, s e e  c hp. 5 .10., "Param e te rs  in  c om m an d  l in e ". 

5 .9 . I n i t i a l i z a t i o n  o f  t a p e s  a n d  re m o v a b l e  d i s k s  
T ape s  an d  re m ov abl e  d is k s  u s e d  f or Strate s av e  m u s t be  in itial iz e d  be f ore  the ir f irs t 
u s e . T ape s  an d  re m ov abl e  d is k s  are  f orm atte d  w ith the ir n am e . I f  by ac c id e n t a w ron g 
tape  or d is k  is  in s e rte d  in  the  d riv e , the  m is tak e  w il l  be  re c ogn iz e d  by bac k u p program . 

5 . 9 . 1.  W h i c h  t a p e s  a n d  r e m o v a b l e  d i s k s  h a v e  t o  b e  i n i t i a l i z e d ?  
• N e w  tape s  an d  re m ov abl e  d is k s , be f ore  the ir f irs t u s e  w ith Strate s av e . 
• T ape s  an d  re m ov abl e  d is k s , w hos e  n am e s  are  c han ge d . 
• T ape s , w hic h are  u s e d  f or a n e w  m ac ro. I f  m ac ro n am e  c han ge s , tape s  hav e  to be  

re in itial iz e d . 
I mportant:  I n itial iz in g tape s  an d  re m ov abl e  d is k s  d e s troys  d ata al re ad y on  the  

m e d ia. 
5 . 9 . 2.  F u n c t i o n  I n i t i a l i z e  T a p e . . .  fr o m  M e n u  S p e c i a l  

T his  f u n c tion  l e ad s  to d ial og I nitializ e  T ape , w he re  you  c an  in itial iz e  the  m ou n te d  
tape , an d  as s ign  it the  s am e  v ol u m e  n am e  as  s pe c if ie d  in  m ac ro. 
I f  tape  m ou n ts  are  han d l e d  by W in d ow ' s  re m ov abl e  Storage  M an age r (R SM ) , tape  
option  I nitializ e  me d ia d uring  backup automatically  w h e n ne e d e d  al l ow s  tape s  to be  
tak e n  f rom  f re e  m e d ia pool  an d  be in g in itial iz e d  au tom atic al l y d u rin g bac k u p. I t w il l  
n ot be  n e c e s s ary to in itial iz e  the  tape s  in  this  c as e . Se e  al s o c hp. 4 .8 .1., "T ape  d e v ic e  
an d  s e ttin gs ". 
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5 . 9 . 3 .  H o w  t o  i n i t i a l i z e  r e m o v a b l e  d i s k s  ( C D / D V D ) ?  
T he  d is k  m u s t be  f orm atte d  w ith W in d ow s  F orm attin g u til ity, or w ith the  f orm attin g 
f u n c tion  f rom  you r CD/ DV D pac k e td riv e r Sof tw are . T he  v ol u m e  n am e  m u s t be  the  
s am e  as  in  m ac ro. I n itial iz in g CD/ DV D is  n ot n e c e s s ary if  Strate s av e ' s  bu il tin  d riv e r 
e n gin e  is  u s e d . Strate s av e  w il l  bl an k  or f orm at the  CD/ DV D au tom atic al l y as  n e e d e d . 

5 .10 . P a ra m e t e rs  i n  c o m m a n d  l i n e  
Com m an d  l in e  at s tart of  bac k u p program  c an  be  m od if ie d  w ithin  you r W in d ow s -
e n v iron m e n t. B ac k u p program  e x pe c ts  f ol l ow in g param e te rs  
• macro name or name of macro file 

M ac ro, w hic h is  l oad e d  at s tart of  bac k u p program . I f  this  param e te r is  n ot 
s pe c if ie d , m ac ro w ith PC' s  n e tw ork  n am e  is  l oad e d  au tom atic al l y. 

• / P E R I O D = " period name"  or S C H E D U L E D  
 
Spe c if ie s  bac k u p pe riod . F or e x am pl e  / PE R I O D= "Dail y B ac k u p 1". 
SCH E DU L E D= Sc he d u l e d  bac k u ps  af te r tim e  pl an . I f  this  param e te r is  n ot 
s pe c if ie d , it d e f au l ts  to "Sin gl e  B ac k u p af te r tim e  pl an ". 

• / R E S T O R E  
Sw itc h to R e s tore  d is pl ay. 

• / S T A R T BA C K U P  
Starts  bac k u p au tom atic al l y, w ithou t w aitin g f or s tart c om m an d  (s e e  c hp. 5 .3 . 
"Start bac k u p") . 

• / L O A D L O G  
A t s tart of  bac k u p program , l og is  l oad e d  au tom atic al l y f rom  s e rv e r. 

• / E X I T A F T E R BA C K U P  
A f te r s u c c e s s f u l l  bac k u p, bac k u p program  e x its  au tom atic al l y. T his  param e te r 
c orre s pon d s  to c om m an d  E x it prog ram af te r backup f rom  m e n u  O ptions. Se e  al s o 
c hp. 5 .8 . "Stop s c he d u l in g, E x it bac k u p program  or s hu td ow n  af te r bac k u p". 

• / S T O P A F T E R BA C K U P  
A f te r s u c c e s s f u l l  bac k u p af te r tim e  pl an , bac k u p program  s tops  s c he d u l in g an d  
ru n n in g bac k u ps . T his  param e te r c orre s pon d s  to c om m an d  S top sch e d uling  af te r 
ne x t backup f rom  m e n u  O ptions. Se e  al s o c hp. 5 .8 . "Stop s c he d u l in g, E x it bac k u p 
program  or s hu td ow n  af te r bac k u p". 

• / S H U T D O W N A F T E R BA C K U P  
A f te r s u c c e s s f u l l  bac k u p, c om pu te r w il l  be  s hu t d ow n  au tom atic al l y. T his  
param e te r c orre s pon d s  to c om m an d  S h utd ow n prog ram af te r backup f rom  m e n u  
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O ptions. Se e  al s o c hp. 5 .8 . "Stop s c he d u l in g, E x it bac k u p program  or s hu td ow n  
af te r bac k u p". 

• / S E R V I C E  
T his  param e te r m u s t be  s pe c if ie d , if  bac k u p program  is  s tarte d  as  a s e rv ic e . 

• / D E L A Y = ns econds  
W ait tim e , be f ore  / L O A DL O G  or / ST A R T B A CK U P w il l  be  e x e c u te d . T his  is  
u s e f u l  if  Strate s av e  is  ru n n in g as  a s e rv ic e , an d  be tte r w aits  s om e  tim e  w ith 
s tartin g the  bac k u ps  u n til  al l  othe r s ys te m  s e rv ic e s  hav e  be e n  s tarte d  an d  
n e tw ork in g has  be e n  in itial iz e d . 

• / M E S S A G E S F I L E = filename 
 
I f  s pe c if ie d , al l  ou tpu t w hic h goe s  to d is pl ay-w in d ow  "m e s s age s ", w il l  al s o be  
w ritte n  (appe n d e d )  to the  s pe c if ie d  f il e . T his  c an  be  he l pf u l  f or u n atte n d e d  
bac k u ps . 

• / E N C R Y P T K E Y F I L E = filename 
 
I f  s pe c if ie d , re ad s  the  e n c ryption  k e y f rom  the  s pe c if ie d  f il e . T he  k e y s tore d  in  the  
f il e  m u s t be  pu bl ic  k e y (n ot priv ate  k e y) . 

• / H I D E M I N I M I Z E D  
 
I f  s pe c if ie d , T he  Strate s av e  program  is  n ot s how n  d u rin g bac k u p if  m in im iz e d . 
O n l y the  tas k -bar ic on  is  s how n . 

• / N A M E = name 
 
N am e  as s ign e d  to this  Strate s av e  s e s s ion , s o it c an  be  re m ote l y c on trol l e d . I f  
Strate s av e  ru n s  as  a s e rv ic e , the  s e rv ic e  n am e  s hou l d  be  s pe c if ie d . 

• / R E M O T E C T L  
I f  s pe c if ie d , Strate s av e  w il l  c on n e c t to an othe r ru n n in g Strate s av e  s e s s ion , to 
c on trol  it. 

• / R C S E R V E R = computer 
 
Com pu te rn am e  of  the  c om pu te r w he re  bac k u p program  ru n s . I f  this  is  n ot 
s pe c if ie d , or . (d ot)  is  s pe c if ie d , it m e an s  l oc al  m ac hin e . 

• / R C N A M E = name 
 
Spe c if ie s  the  "n am e " of  the  bac k u p program . T he  s am e  n am e  m u s t be  s pe c if ie d  
to the  bac k u p program . I f  the  bac k u p program  ru n s  as  a s e rv ic e , the  s e rv ic e  n am e  
s hou l d  be  s pe c if ie d . 
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• / R C R E T R Y  
 
T he  re m ote  bac k u p c on trol  program  w il l  s how  an  ic on  in  tas k -bar. T his  w il l  
s how  e v e n  if  the  bac k u p program  is  n ot ru n , an d  it w il l  re try to c on n e c t to 
bac k u p program . 

• / R C S E R V I C E  
T he  bac k u p program s  ru n s  as  a W in d ow s  Se rv ic e . T he  tas k -bar ic on  w il l  hav e  
s om e  e n trie s  in  its  m e n u , f or s tart an d  s top of  the  s e rv ic e . W he n  the  m ac ro 
(bac k u p pl an )  w as  c han ge d , the  s e rv ic e  s hou l d  be  re s tarte d  f or the  c han ge s  to 
tak e  e f f e c t. 

• / S E L E C T 1 = filename,  dirname or databas ename / S E L E C T 2 = .... 
/ S E L E C T n=  
Se l e c ts  the  s pe c if ie d  d ire c torie s / f il e s / d atabas e s  f or re s tore . Spe c if y the  l in e s  
e x ac tl y as  s how n  in  re s tore -f il e -d atabas e -s e l e c tion . Start w ith / SE L E CT 1= , an d  
in c re m e n t f or e v e ry ad d ition al  d ire c tory,d atabas e  or f il e  to be  s e l e c te d . I f  the  
n am e  c on tain s  s pac e s , pu t it be tw e e n  d ou bl e -q u ote s , e .g / SE L E CT 1= "C:\M y 
F ol d e r\W ork  to d o\". I f  a f il e , d ire c tory or d atabas e  m u s t be  s e l e c te d  w ith an  
al te rn ate  targe t d ire c tory, s pe c if y -> targe td ir, e .g.  
/ SE L E CT 1= "C:\M y F ol d e r\W ork  to d o\ -> C:\M y F ol d e r\W ork  Don e \".  
T he re  s hou l d  be  e x ac tl y 1 s pac e  be f ore  an d  af te r the  -> 
F or d atabas e s , pu t (DB )  in  f ron t of  n am e . Pl e as e  n ote  that Databas e  n am e s  are  
c as e  s e n s itiv e  he re , f or e x am pl e : / SE L E CT 1= "(DB )  SQ L  Se rv e r\DB n am e \ -> 
(DB )  SQ L  Se rv e r\DB n am e 2\" 
F or E x c l u d e d  e n trie s , w rite  E x c l u d e d : at be gin n in g of  l in e . 

• / S T A R T R E S T O R E  
Start re s toration  at program  s tartu p. T he  d ire c torie s / f il e s  to be  re s tore d  m u s t be  
s e l e c te d  w ith / SE L E CT 1= -option . 

• / M A I L  
Se n d  a m ail  af te r re s tore . T he  e m ail  s e ttin gs  m u s t be  c on f igu re d  in  m ac ro. 

• / W A R N M A I L  
Se n d  a m ail  af te r re s tore , if  the re  is  an  e rror or f il e s  c ou l d  n ot be  re s tore d . T he  
e m ail  s e ttin gs  m u s t be  c on f igu re d  in  m ac ro. 

• / E R R M A I L  
Se n d  a m ail  af te r re s tore , if  the re  is  an  e rror. T he  e m ail  s e ttin gs  m u s t be  
c on f igu re d  in  m ac ro. 

• / F O R C E  
E x it re s tore  program  af te r the  au tom atic al l y s tarte d  re s tore . 

• / C O N F I G U R E N E T  
A u tom atic al l y s tarts  the  N e tw ork-conf ig uration w iz ard . T his  is  u s e d  d u rin g A SR  
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d is as te r re c ov e ry ov e r N e tw ork . T his  option  al s o e n abl e s  f ol l ow  m e n u  c om m an d s  
u n d e r m e n u  Spe c ial , w hic h c an  be  u s e f u l  f or A SR  d is as te r re c ov e ry: C onf ig ure  
N e tw ork, M ap N e tw ork D riv e  an d  C ommand  prompt. 

E x am pl e  c om m an d  to m ak e  au tom atic  f u l l  re s tore  of  C-d riv e  an d  e x it af te r re s tore , 
w ithou t an y as k in g-d ial ogs , an d  w rite  l og-m e s s age s  to a f il e  on  D-d riv e : 
"C:\Strate s av e  6.0\Strate s av e " m ac ro / R E ST O R E  / L O A DL O G  / SE L E CT 1= C:\ 
/ ST A R T R E ST O R E  / E X I T  / F O R CE  / M E SSA G E SF I L E = D:\R E ST O R E .L O G  
 

5 .11. H o w  t o  s t a rt  b a c k u p  p ro g ra m  a s  W i n d o w s  
S e rv i c e  
T his  is  u s e f u l , if  you  w an t re gu l ar bac k u p on  c om pu te r w he re  n obod y l ogs  in  to s tart 
bac k u p program . Y ou  c an  d e f in e  bac k u p program  as  a Se rv ic e , w hic h s tarts  
au tom atic al l y w he n  PC boots . T oge the r w ith c om m an d  l in e  param e te rs , you  c an  
d e f in e  re gu l ar d ail y bac k u ps , e v e n  w he n  n obod y l ogs  in  on  PC, f or e x am pl e  on  a 
W in d ow s  Se rv e r c om pu te r. 
T o in s tal l  Strate s av e  as  a s e rv ic e , ru n  c om m an d  I nstall S e rv ice ... f rom  M e n u  S pe cial. 
T his  w il l  ru n  the  Se rv ic e  in s tal l ation  w iz ard . 
T o u n in s tal l  the  s e rv ic e , u s e  c om m an d  U ninstall S e rv ice ... f rom  M e n u  S pe cial. 
Pl e as e  n ote : 
1. W he n  bac k u p program  is  ru n  as  a W in d ow s  Se rv ic e , it is  n orm al l y n ot v is ibl e . 

T he re  is  the  R e mote  Backup C ontrol f e atu re  to c on trol  the  bac k u p program . 
2. I t is  be s t s e c u rity pol ic y to n ot m ak e  the  s e rv ic e  v is ibl e  an d  n ot al l ow  it to 

in te rac t w ith the  d e s k top. 



6. R esto re 
T he  R e s tore  part of  Strate s av e  c on trol s  an d  re s tore s  bac k e d  u p f il e s  an d  d atabas e s . 
L is te d  f il e s  are  s orte d  af te r the ir d ire c tory bu t n ot af te r the  bac k u p s torage . F or 
e x am pl e , a f il e  f rom  w e e k l y bac k u p c an  be  s how n  in  Catal og n e x t to a f il e  f rom  
in c re m e n tal  d ail y bac k u p. R e s tore  program  m an age s  to re s tore  both f il e s  f rom  the ir 
bac k u ps  au tom atic al l y. I t is  al s o pos s ibl e  to re s tore  e arl ie r bac k u ps  or f rom  s e l e c te d  
bac k u ps , ign orin g the  bac k u p pl an . 
A  f in is he d  or in te rru pte d  re s tore  c an  be  u n d on e . F il e s  an d  d ire c torie s  are  s e t bac k  to 
the  s tate  be f ore  re s tore  s tarte d . 

6 .1. L o a d  l o g  
U s u al l y the  f irs t ac tion  is  to l oad  l og, af te r s w itc hin g to R e s tore . L og c on tain s  
in f orm ation s , w he n  the  bac k u ps  w e re  m ad e , an d  w he re  the y are  s tore d . L og is  the  
s ign  pos t f or re s tore  program , to l oad  Catal ogs  an d  re s tore  f il e s . L og is  s tore d  u n d e r 
macroname.S T L . M acroname is  the  n am e  of  m ac ro, w hic h c on tain s  bac k u p pl an . 
Dial og f or l oad in g l og is  ac tiv ate d  w ith L oad  log ...- c om m an d  f rom  Action- m e n u . T he  
L og f il e  (.ST L -f il e )  c an  be  s e l e c te d . 

T ool bar f u n c tion   l oad s  l og f or c u rre n t m ac ro d ire c tl y, bypas s in g the  d ial og. 

6 .2 . P ri n t  l o g  
Prin t d ial og is  ac tiv ate d  w ith c om m an d  P rint log ... f rom  F ile - m e n u . A  d e s c ription  of  
prin t d ial og c an  be  f ou n d  in  c hp. 4 .10. "Prin t m ac ro". 

6 .3 . D i s p l a y  C a t a l o g  a n d  s e l e c t  f i l e s  /  d a t a b a s e s  
Cl ic k  on  S e le ct f ile s /  D ire ctorie s /  D atabase s to R e store  in  L e f t-pan e  tre e v ie w . T he  
l og m u s t be  l oad e d  in  ad v an c e  (s e e  c hp. 6.1. "L oad  l og") . 
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Se l e c t d ire c torie s , f il e s  an d  d atabas e s  to be  re s tore d  or c om pare d  w ith d ire c tory-tre e  
an d  f il e -s e l e c tion  w in d ow s . 
R es tore to alternate location:  
Se l e c te d  f il e s , d ire c torie s  an d  d atabas e s  are  l is te d  in  w in d ow  be l ow  the  d ire c tory-tre e . 
T o s e t a n e w  targe t-d ire c tory, c l ic k  the re  w ith the  right m ou s e -bu tton  an d  a popu p-
m e n u  appe ars . 
R es tore to alternate location:  
Se l e c te d  f il e s , d ire c torie s  an d  d atabas e s  are  l is te d  in  w in d ow  be l ow  the  d ire c tory-tre e . 
T o s e t a n e w  targe t-d ire c tory, c l ic k  the re  w ith the  right m ou s e -bu tton  an d  a popu p-
m e n u  appe ars . 
D is as ter recov ery  and F ull res tore:  
Se l e c t Sys te m  d riv e  +  Sys te m  s tate  +  pos s ibl y othe r d riv e s , or d riv e  im age (s )  an d  
re s tore  in  s in gl e  ru n , the n  re boot. R e s tore  SQ L  s e rv e r an d  E x c han ge  Se rv e r an d  V SS 
d atabas e s  l ate r, af te r s ys te m  has  be e n  re c ov e re d . Se e  al s o c hp. 8 .11., "Dis as te r 
R e c ov e ry". 
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6 .4 . P ri n t  C a t a l o g  
Prin tin g is  s tarte d  w ith c om m an d  P rint C atalog ... f rom  F ile - m e n u . Prin t d ial og is  
d e s c ribe d  in  c hp. 4 .10. "Prin t m ac ro". B e f ore  Catal og c an  be  prin te d , l og m u s t be  
l oad e d  f rom  s e rv e r ( pl e as e  s e e  c hp. 6.1. "L oad  l og") . I f  n ot al l  Catal ogs  are  l oad e d  
f rom  the ir bac k u ps , you  w il l  be  as k e d  if  al l  Catal ogs  s hou l d  be  l oad e d  be f ore  
prin tin g. T his  is  re c om m e n d e d , be c au s e  f il e s  c an  on l y be  l is te d  if  the  c orre s pon d in g 
Catal ogs  are  l oad e d  f rom  bac k u p. L ik e  the  l og, Catal og c on tain s  ac c e s s -in f orm ation s , 
an d  l is t of  bac k u ps . A d d ition al l y, bac k e d  u p f il e s  are  l is te d  w ith the ir s iz e s , f il e  d ate s  
an d  attribu te s . 

6 .5 . R e s t o re  o p t i o n s  
6 . 5 . 1.  G e n e r a l  

S av e  se tting s be tw e e n se ssions: I f  e n abl e d , the  c han ge s  m ad e  in  this  d ial og w il l  be  
s av e d  be tw e e n  s e s s ion s  w ith re s tore  program . 

6 . 5 . 2.  O v e r w r i t e  fi l e s  
T h e s e  o p t i o n s  d e t e r m i n e  f i l e  o v e r w r i t i n g  d u r i n g  r e s t o r a t i o n . O ption s  R e store  
into e x isting  d ire ctorie s an d  O v e rw rite  old e r/ ne w e r f ile s c an  be  s e t to Ask, 
O v e rw rite / R e store  or S kip. O v e rw rite  an d  R e store  m e an  that c orre s pon d in g f il e s  w il l  
be  re s tore d . T he  f il e s  w il l  be  s k ippe d  w ith S kip. Ask m e an s  that a d ial og w il l  appe ar 
to d e c id e  w he the r a f il e  s hou l d  be  re s tore d  or s k ippe d . Ask is  the  d e f au l t. 

6.5 .2.1. R e s tore  in to e x is tin g d ire c tory 
W he n  a f il e  is  goin g to be  re s tore d  in  a d ire c tory w hic h al re ad y e x is te d  be f ore  
re s toration , this  w il l  be  u til iz e d . F il e  w il l  be  re s tore d , s k ippe d  or A s k -d ial og w il l  be  
s how n , d e pe n d in g on  how  option  is  s e t. 
Prote c tion  again s t re s torin g in to e x is tin g d ire c tory s e e m s  n ot v e ry im portan t, be c au s e  
n o f il e s  are  ov e rw ritte n  the n . B u t it c an  prod u c e  a m e s s  on  the  hard  d is k . F or an  
e x am pl e , a total  f ail u re  of  hard  d is k  oc c u rs . B e f ore  the  f u l l  re s tore  is  d on e , m aybe  
you  w an t to in s tal l  the  l ate s t v e rs ion s  of  ope ratin g-s ys te m  an d  n e tw ork  s of tw are , 
w hic h are  n e w e r than  the  v e rs ion s  on  hard  d is k  be f ore  the  c ras h. Du rin g f u l l  re s tore  
you  w il l  be  w arn e d , if  f il e s  w ou l d  be  c opie d  in to d ire c torie s  w ith n e w  ope ratin g-
s ys te m -v e rs ion  (as s u m in g option  is  s e t on  Ask) . 

6.5 .2.2. O v e rw rite  ol d e r f il e s  
O v e rw ritin g e x is tin g f il e s  d u rin g re s tore  is  d e l ic ate . R e s tore  program  has  d ou bl e  
prote c tion s  again s t u n w an te d  l os s  of  d ata d u rin g re s tore . F irs t, c opie s  of  ov e rw ritte n  
f il e s  c an  be  m ad e . T his  prote c tion  is  d e s c ribe d  in  c hp. 6.5 .2.4 . "M ak e  te m p. c opie s  of  
ov e rw ritte n  f il e s ". Se c on d l y re s tore  of  f il e s  e x is tin g on  PC is  c on trol l e d  w ith option s  
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O v e rw rite  old e r f ile s:  I t is  u s e d , w he n  a f il e  e x is tin g on  PC has  an  ol d e r d ate  an d  
tim e . I t c an  be  s e t to O v e rw rite  or S kip f il e  or to Ask. 

6.5 .2.3 . O v e rw rite  n e w e r f il e s  
T his  is  a s im il ar c as e  as  O v e rw rite  old e r f ile s. I f  f il e  on  PC has  a n e w e r, or the  s am e  
d ate  an d  tim e , option  O v e rw rite  ne w e r f ile s is  u s e d . O v e rw ritin g n e w e r f il e s  is  m ore  
d an ge rou s  than  ov e rw ritin g ol d e r f il e s . F or this  re as on , option  O v e rw rite  ne w e r f ile s 
m ay on l y be  s e t e q u al  or m ore  re s tric tiv e  than  O v e rw rite  old e r f ile s. A n  in v al id  
c om bin ation  w ou l d  be , f or e x am pl e , O v e rw rite  f or O v e rw rite  ne w e r f ile s an d  S kip or 
Ask f or O v e rw rite  old e r f ile s. 

6.5 .2.4 . M ak e  te m p. c opie s  of  ov e rw ritte n  f il e s  
R e s tore  of  e x is tin g f il e s  on  PC is  m an age d  w ith re s tore  option s  O v e rw rite  old e r 
( ne w e r)  f ile s. A s  an  ad d ition al  prote c tion , c opie s  of  the  f il e s  on  PC c an  be  m ad e  
be f ore  the y are  ov e rw ritte n . Copie s  are  in  the  s am e  d ire c tory as  the ir origin al s , an d  
d if f e r f rom  the ir origin al  by a s l ight m od if ic ation  of  f il e n am e . E x tens ion part of  the  
f il e  n am e , n am e l y the  part af te r "." s ign  is  re pl ac e d  by .$ $ 1. I f  a f il e  w ith the  n e w  
n am e  e x is ts  al re ad y, e x te n s ion  w il l  be  s e t to .$ $ 2 e tc . 
T he s e  f il e s  are  k e pt u n til  re s tore  program  is  q u it or u n til  a n e w  re s tore -ope ration  is  
s tarte d . A t that tim e , a d ial og w il l  be  s how n  an d  on e  c an  d e c id e  if  the  f il e  c opie s  
s hou l d  be  k e pt or d e l e te d . 

 
I f  the  an s w e r is  N o,  c opie s  are  n ot d e l e te d  au tom atic al l y. L ate r the y had  to be  d e l e te d  
"by han d ", f or e x am pl e  w ith f il e  m an age r /  e x pl ore r. 
Copie s  of  ov e rw ritte n  f il e s  are  al s o u s e d  to u n d o a re s tore -ope ration . Se e  c hp. 6.14 ., 
"U n d o l as t re s toration " f or u n d oin g a re s tore . 
Pl e as e  n ote  that c opie s  c an  n e ithe r be  m ad e  f or re gis try f il e s  n or f or l oc k e d  f il e s  
w hic h w il l  be  re pl ac e d  at n e x t re boot. T he re f ore  U n d o ope ration  c an  n ot be  d on e  f or 
the s e  f il e s . 
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6 . 5 . 3 .  L o c k e d  fi l e s  
At locke d  f ile s and  f ile s w ith out acce ss: T his  option  appl ie s  to f il e s , w hic h c an  n ot be  
re s tore d , be c au s e  the  f il e  on  PC w ith e q u al  n am e  is  l oc k e d , an d  the re f ore  c an  n ot be  
ov e rw ritte n  n orm al l y (s e e  al s o c hp. 6.5 .3 . " R e store  locke d  f ile s and  re g istry  at 
re boot") . I t al s o appl ie s  to f il e s  w hos e  n e c e s s ary pe rm is s ion s  or ac c e s s  rights  are  
m is s in g f or re s tore . F il e s  w il l  e ithe r be  s k ippe d  or re s tore  w il l  te rm in ate  w ith e rror 
m e s s age . 
R e store  locke d  f ile s and  re g istry  at re boot: W ith this  option , e v e n  l oc k e d  f il e s  c an  be  
re s tore d . T he  re s toration  w il l  be  d on e  in  tw o s te ps : F irs t the  f il e s  w il l  be  re s tore d  to 
te m porary f il e s  in  the  s am e  d ire c tory. T he n , re pl ac e  c om m an d s  w il l  be  pu t in  Sys te m  
re gis try. A t n e x t re boot, the  s ys te m  w il l  au tom atic al l y re pl ac e  the  l oc k e d  f il e s  w ith 
the  re s tore d  on e s . T his  option  m u s t al s o be  s e t if  re gis try f il e s  are  to be  re s tore d . T he  
option  re q u ire s  re s tore  priv il e ge . 
F u l l  re s tore s  of  ru n n in g s ys te m s  are  pos s ibl e  w ith this  m e thod . I t is  n ot n e c e s s ary to 
re s tore  the  s ys te m  to a d if f e re n t d is k -d riv e  an d  c han ge  d is k s  af te rw ard s . 

6 . 5 . 4 .  S e c u r i t y  
T he s e  option s  are  re l ate d  to W in d ow s  an d  N T F S s e c u rity. I f  U se  re store  priv ile g e  is  
s e t, re s tore  priv il e ge  w il l  be  u s e d  (if  u s e r has  it)  to re s tore  the  f il e s , w hic h al l ow s  
re s toration  of  al l  f il e s  in d e pe n d e n t f rom  the ir prote c tion . T he  option s  R e store  f ile s 
ow ne rs /  g roups /  pe rmissions /  aud iting s, s pe c if y the  parts  of  e ac h f il e ' s  or 
d ire c tory' s  s e c u rity d e s c ription  w hic h w il l  be  re s tore d . R e s toration  of  f il e s  au d itin gs  
re q u ire s  R e s tore  priv il e ge . 

6 . 5 . 5 .  S Q L  S e r v e r  
O ption s  f or re s toration  of  SQ L  Se rv e r d atabas e s : D on' t re cov e r re store d  S Q L  
d atabase s: I f  f u l l  bac k u ps , d if f e re n tial  an d  or in c re m e n tal  parts  of  SQ L  d atabas e  are  
re s tore d  toge the r, al l  m u s t be  re s tore d  in  u n re c ov e re d  s tate , on l y the  l as t on e  is  
re s tore d  re c ov e re d , f or d atabas e  to be c om e  u s abl e  again . I f  this  option  is  tu rn e d  on , 
SQ L  d atabas e  is  re s tore d  u n re c ov e re d , an d  f u rthe r re s tore  ope ration s  c an  be  d on e  on  
the  d atabas e . 

6 . 5 . 6 .  E x c h a n g e  S e r v e r  
O ption s  f or re s toration  of  E SE 98  (E x c han ge  Se rv e r 2007 / 2003 / 2000)  d atabas e s : 
D on' t re cov e r re store d  E x ch ang e  d atabase s: L e av e s  d atabas e  in  u n re c ov e re d  s tate , 
s o f u rthe r re s tore  ope ration s  c an  be  d on e  on  the  d atabas e . I n  this  c as e , R e s tore  L og 
path w il l  be  s how n  in  O u tpu t w in d ow  ' M e s s age s ' . T his  R e s tore  L og Path m u s t be  
re m e m be re d  f or f u rthe r R e s tore  ope ration s . R e ope n pre v ious non-re cov e re d  R e store  
m u s t be  s e t f or the  l ate r re s tore s . Spe c if y L og  path  s how n  d u rin g f irs t re s tore  
ope ration . D on' t re cov e r re store d  E x ch ang e  d atabase s m u s t be  s e t f or al l  bu t the  l as t 
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re s tore  ope ration . U s u al l y the s e  option s  n e e d  n ot be  u s e d . I t is  be s t to s e l e c t e n tire  
d atabas e  an d  re s tore  it in  a s in gl e  ru n . T he s e  option s  d o n ot appl y if  E x c han ge  Se rv e r 
w as  bac k e d  u p u n d e r V SS. 
O ption  f or re s toration  of  E x c han ge  5 .5  Se rv e r: D on' t d e le te  d atabase  f ile s be f ore  
re store  ( E x ch ang e  5 .5 ) . I f  s pe c if ie d , the  B ac k u p L ogs  al re ad y s tore d  w il l  n ot be  
d e l e te d  be f ore  the  re s tore . Pe r d e f au l t the  L ogs  s in c e  l ate s t bac k u p s hou l d  n ot be  
appl ie d  d u rin g re s tore , s o the y are  d e l e te d . 

6 . 5 . 7 .  A c t i v e  D i r e c t o r y  and C e r t i fi c a t e  S e r v i c e s  
D on' t d e le te  d atabase  f ile s be f ore  re store . I f  s pe c if ie d , the  B ac k u p L ogs  al re ad y 
s tore d  w il l  n ot be  d e l e te d  be f ore  the  re s tore . Pe r d e f au l t the  L ogs  s in c e  l ate s t bac k u p 
s hou l d  n ot be  appl ie d  d u rin g re s tore , s o the y are  d e l e te d . T his  option  is  n ot u s e d  
w he n  re s torin g f rom  a V SS Sys te m  State  bac k u p. 

6 . 5 . 8 .  S Y S V O L  /  F i l e  R e p l i c a t i o n  N t F r s  
W h e n re storing  re plicate d  d ata se ts,  mark th e  re store d  d ata as th e  primary  d ata se t: 
Pe rf orm s  a Prim ary R e s tore . E n s u re s  that re s tore d  F il e  R e pl ic ation  s e rv ic e  (F R S)  d ata 
is  re pl ic ate d  to you r othe r s e rv e rs . Pl e as e  s e e  you r W in d ow s  or on l in e  d oc u m e n tation  
f or m ore  in f orm ation  on  Prim ary an d  A u thoritativ e  re s tore  of  W in d ow s  Dom ain  
c on trol l e rs , an d  N T DSU T I L  u til ity. T his  option  is  n ot u s e d  w he n  re s torin g f rom  a 
V SS Sys te m  State  bac k u p. 

6 . 5 . 9 .  S h a r e P o i n t  P o r t a l  S e r v e r  
R e store  f ull-te x t ind e x e s to orig inal location. I f  s pe c if ie d , the  Share Poin t Portal  
Se rv e r 2001 f u l l -te x t in d e x e s  are  re s tore d  to origin al  l oc ation  d u rin g bac k u p. 
O the rw is e  the y are  re s tore  to c u rre n tl y d e f in e d  l oc ation . T his  c orre s pon d s  to option  / o 
of  M SDM B A CK -c om m an d . 

6 . 5 . 10 .  F i l e  C o m p a r e  
O ption s  f or c om pare  ru n : 
C ompare  R e g istry  ke y s: I f  s e t, w he n  re gis try hiv e  is  to be  c om pare d , al l  re gis try k e ys  
w il l  be  c om pare d , an d  al l  c han ge s  w il l  be  l is te d . T his  c an  be  u s e f u l  to d e te c t 
c han ge m e n ts  in  re gis try. 
C ompare  only  d ire ctory  tre e ,  not f ile  d ata: T his  option  al l ow s  to q u ic k l y d e te c t 
c han ge s  m ad e  s in c e  l as t bac k u p. N e w / d e l e te d  f il e s  an d  d ire c torie s  w il l  be  l is te d , al s o 
c han ge d  f il e s , if  e ithe r f il e s iz e  or f il e d ate  are  c han ge d . T he  f il e  d ata an d  f il e  s e c u rity 
s e ttin gs  are  n ot c om pare d . 
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6 .6 .  C o n f i rm a t i o n  d i a l o g  f o r Ask-o p t i o n  
T he  pre v iou s  s e c tion  d e s c ribe d  the  f il e  ov e rw rite  option s  w ith the ir s e ttin gs  
O v e rw rite / R e store ,  S kip an d  Ask. I f  Ask is  s e t, a d ial og appe ars  w he n  a f il e  s hou l d  be  
ov e rw ritte n  or re s tore d  in to an  e x is tin g d ire c tory. 
F or e x am pl e , option  O v e rw rite  ne w e r f ile  is  s e t to Ask. I f  d u rin g re s tore  an  e x is tin g 
f il e  w ith a n e w e r d ate + tim e  w ou l d  be  ov e rw ritte n , c on f irm ation -d ial og is  s how n . T his  
d ial og s how s  f il e s  in  bac k u p an d  on  PC w ith n am e s , d ate s  an d  s iz e s . 

 
W ith option  f ie l d s , it c an  be  d e c id e d  w he the r f il e  s hou l d  be  re s tore d  or s k ippe d . 
A d d ition al y, the  s e l e c tion  c an  be  m ad e  f or f u rthe r f il e s , w ithou t s how in g d ial og. T he  
s e l e c tion  c ou n ts  f u rthe r f or F ile s in same  d ire ctory ,  F ile s in same  d ire ctory  or a 
subd ire ctory  or f or All f ile s. 
Dial og is  q u it w ith O K  or C ance l re store . R e s tore  c on tin u e s  w ith O K , an d  te rm in ate s  
w ith C ance l re store . 
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6 .7 . S t a rt  re s t o re  - c a n c e l  re s t o re  
R e s toration  is  s tarte d  w ith tool bar-f u n c tion   or w ith c om m an d  S tart re store  
f rom  Action- m e n u . F il e s , d ire c torie s  an d  d atabas e s  to be  re s tore d  m u s t be  s e l e c te d  
(s e e  c hp. 6.3 . "Dis pl ay Catal og an d  s e l e c t f il e s ")  be f ore  re s tau ration . Se l e c te d  f il e s  
an d  d ire c torie s  c an  be  s how n  in  O u tpu t w in d ow  S e le cte d  f ile s /  d ire ctorie s /  
d atabase s. 
Du rin g re s tore , c u rre n t ac tion  is  s how n  w ith a progre s s m e te r in d ic atin g c u rre n t 
pos ition  of  re s tore . 

R e s tore  c an  be  c an c e l l e d  w ith tool bar-k e y  or w ith c om m an d  C ance l... f rom  
Action- m e n u . F or s af e ty re as on s , Can c e l -ope ration  m u s t be  c on f irm e d . 

6 .8 . F u l l  re s t o re  t e c h n i q u e s  
F u l l  re s tore  of  a ru n n in g s ys te m , re pl ac in g the  c u rre n tl y ru n n in g ope ratin g s ys te m  
w ith the  bac k e d  u p. W in d ow s  m u s t be  in s tal l e d  f irs t, c om pare d  w ith Dis as te r 
R e c ov e ry, w he re  s ys te m  is  re s tore d  w ithou t in s tal l in g W in d ow s . 
F u l l  re s tore  of  ru n n in g s ys te m  m e an s  to re s tore  al l  d riv e s , or at l e as t s ys te m  d riv e  an d  
Sys te m  State , w hil e  the  s ys te m  is  ru n n in g. T his  m u s t be  d on e  in  1 s in gl e  re s tore  ru n , 
the n  re boot the  s ys te m . 
R u n  the  F u l l  R e s tore  as  A d m in is trator, an d  the  s ys te m  to be  re s tore d  in  Dire c tory 
Se rv ic e s  R e s tore  M od e . Dire c tory Se rv ic e s  R e s tore  M od e  (or Saf e  M od e )  is  be s t e v e n  
f or re s torin g W in d ow s  X P/ 2000 w ork s tation , to av oid  in te rf e re n c e  w ith W in d ow s  
F il e  Prote c tion  (W F P) . A f te r re boot, pre s s  F 8  an d  Se l e c t Dire c tory Se rv ic e s  R e s tore  
M od e , be f ore  ru n n in g the  f u l l  re s tore . 
B e s t is  if  s e rv ic e pac k  of  ru n n in g s ys te m  an d  re s tore d  s ys te m  are  s am e  v e rs ion . 
I n s tal l  the  n e w  s ys te m  in  the  s am e  d ire c tory an d  d riv e  as  the  bac k e d  u p s ys te m . I f  the  
bac k e d  u p s ys te m  w as  in s tal l e d  in  d ire c tory C:\W I N DO W S, the  s ys te m  in s tal l e d  
be f ore  f u l l  re s tore  s hou l d  al s o be  in  C:\W I N DO W S. I t is  be s t if  d riv e  n u m be r an d  
partition  n u m be r are  al s o the  s am e  as  in  bac k u p. 
I t is  be s t to av oid  ac c e s s  e rrors . T his  c an  be  d on e  if  bac k u p s e rv e r an d  c om pu te r to be  
re s tore d  hav e  s am e  A d m in is trator u s e r ac c ou n t n am e  an d  pas s w ord . B e f ore  the  
re s tore , c han ge  the  pas s w ord  on  bac k u p s e rv e r w ith Ctrl -A l t-De l , s e t it to s am e  v al u e  
as  c om pu te r to be  re s tore d . 
Du rin g R e s tore , w he n  O v e rw rite  N e w e r f il e -d ial og pops  u p, s e l e c t R e s tore  an d  A l l  
f il e s , the n  pre s s  O K . 
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F or f u l l  re s tore  of  a s ys te m  w ith SQ L  Se rv e r or E x c han ge  Se rv e r in s tal l e d , re in s tal l  
W in d ow s  f irs t an d  R e s tore  al l  the  d riv e s , an d  Sys te m  State  f irs t, the n  re boot. T his  
w il l  re s tore  SQ L  s e rv e r an d  E x c han ge  s e rv e r in s tal l ation s , bu t n ot the  d atabas e s . 
E x c han ge  Se rv e r v ol u m e s  w il l  n ot be  m ou n te d  be c au s e  the y w e re  n ot ye t re s tore d , 
an d  SQ L  s e rv e r w il l  n ot s tart, be c au s e  the re  is  n o m as te r d atabas e . E x c han ge  Se rv e r 
c an  the n  be  f u l l y re s tore d  w ith Strate s av e . A f te r re s torin g E x c han ge  Se rv e r, it' s  
v ol u m e s  c an  be  m ou n te d  w ith E x c han ge  Sys te m  M an age r or by re boot. F u l l  
re s toration  of  SQ L  s e rv e r is  d e s c ribe d  he re . 
F or W in d ow s  2000 Se rv e r or A d v an c e d  Se rv e r w ith A c tiv e  Dire c tory in s tal l e d  
(d om ain  c on trol l e r) : I n s tal l  W in d ow s  2000 an d  c on f igu re  the  s am e  Com pu te r n am e  
as  bac k e d  u p. I f  you  d on ' t the re  c an  be  probl e m s  d u rin g A c tiv e  Dire c tory re s toration  
l ate r. A l s o c on f igu re  tim e  z on e  c orre c tl y d u rin g in s tal l ation . T he n  in s tal l  A c tiv e  
Dire c tory on  the  c om pu te r, an d  in s tal l  the  s am e  s e rv ic e  pac k  as  w as  bac k e d  u p. H in t: 
I f  you  hav e  a re s e rv e  PC to re c ov e r f rom  a total  PC c ras h, you  m ight al re ad y s e tu p 
the  re s e rv e  PC w ith W in d ow s  2000 an d  A D +  Se rv ic e  pac k  in s tal l e d . R e boot the  
s ys te m  in  Dire c tory Se rv ic e  R e s tore  m od e  (pre s s  F 8  d u rin g re boot an d  s e l e c t 
Dire c tory Se rv ic e s  re s tore  m od e ) . N ow  s tart Strate s av e  an d  ru n  the  f u l l  re s tore : s e l e c t 
Sys te m  State , an d  Sys te m  d riv e , an d  root d ire c tory of  boot d riv e  f or R e s tore . Do n ot 
s e l e c t E x c han ge  Se rv e r, SQ L  Se rv e r d atabas e s , an d  Share Poin t Portal  Se rv e r f or 
re s tore  at this  tim e . F in al l y re boot the  s ys te m  in  n orm al  m od e . I f  you  s e tu p the  
W in d ow s  2000 s e rv e r w ith a d if f e re n t c om pu te r n am e  than  bac k e d  u p, A c tiv e  
Dire c tory c an n ot s tart. I n  this  c as e , re boot to d ire c tory s e rv ic e s  re s tore  m od e , an d  
re s tore  the  A c tiv e  Dire c tory d atabas e  again . F or re s toration  of  a c om pu te r w ith both 
A c tiv e  d ire c tory an d  Ce rtif ic ate  Se rv e r, f irs t in s tal l  W in d ow s  2000 w ithou t 
Ce rtif ic ate  Se rv e r. T he n  in s tal l  A c tiv e  d ire c tory an d  re boot. A f te r that, in s tal l  
Ce rtif ic ate  Se rv ic e s  (throu gh O ption al  Com pon e n ts ) . T he n  in s tal l  the  s am e  W in d ow s  
Se rv ic e  Pac k  as  the  s ys te m  had  w he n  bac k e d  u p. T he n  re boot in  Dire c tory s e rv ic e s  
re s tore  m od e , an d  re s tore  the  e n tire  s ys te m , in c l u d in g Sys te m  State  an d  Sys te m  Driv e  
(bu t n ot ye t E x c han ge  an d  SQ L  d atabas e s ) , in  a s in gl e  ru n , the n  re boot. F in al l y 
re s tore  the  c e rtif ic ate , w hic h you  (s hou l d )  hav e  bac k e d  u p to f il e  s e parate l y, w ith 
Ce rtif ic ate  A u thority tool , or c e rtu til  -re s tore k e y. O n l y s e l e c t Priv ate  k e y an d  CA  
c e rtif ic ate  f or re s tore , d on ' t s e l e c t I s s u e d  c e rtif ic ate  l og an d  pe n d in g c e rtif ic ate  
re q u e s t q u e u e , be c au s e  the  d atabas e  w as  re s tore d  w ith Strate s av e . 
Du rin g W in d ow s  boot, d o n ot pre s s  s pac e bar "to e n te r l as t k n ow n  good  m e n u ". T his  
appl ie s  to s e s s ion  be f ore  an d  af te r f u l l  re s tore . 
A f te r a f u l l  R e s tore , pe rf orm  a f u l l  bac k u p, be f ore  m ak in g in c re m e n tal  or d if f e re n tial  
bac k u ps  again . F u l l  bac k u p m ad e  be f ore  the  f u l l  re s tore  c an n ot be  u s e d  as  a bas e  f or 
in c re m e n tal  or d if f e re n tial  bac k u ps  m ad e  af te r the  f u l l  re s tore , s o a f u l l  bac k u p is  
re q u ire d  af te r the  f u l l  re s tore . 
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W in d ow s  2003 / 2000/ X P prov id e s  re gis try e n trie s  ' F il e s N otT oB ac k u p'  an d  
' K e ys N otT oR e s tore ' . T he s e  k e ys  to s om e  d e gre e  al l ow  a f u l l  re s tore  e v e n  w ith 
c han ge d  hard w are . Strate s av e  f ol l ow s  the s e  gu id e l in e s . 
I f  the  Sys te m  is  f u l l y re s tore d  w ith Sys te m  State , f il e s  an d  d ire c torie s , it m ight n ot be  
n e c e s s ary to al s o re s tore  the  V SS d atabas e s , be c au s e  the y w e re  bac k e d  u p as  f il e s  
u n d e r V SS, an d  the re f ore  re s tore d  w ith f u l l  re s tore .  
Se e  al s o c hp. 8 .11., "Dis as te r R e c ov e ry". 

6 .9 . F u l l  re s t o re  o f  S Q L  s e rv e r 
T his  s e c tion  d e s c ribe s  how  to f u l l y re s tore  you r SQ L  s e rv e r, af te r you r PC or d is k  
c ras he s . 
F irs t, re in s tal l  W in d ow s  an d  m ak e  a f u l l  re s tore  of  you r PC' s  hard  d riv e (s )  an d  
re boot, as  d e s c ribe d  in  c hp. 6.8 ., "F u l l  re s tore  te c hn iq u e s ", or re s e tu p you r s ys te m  
w ith Dis as te r R e c ov e ry. Don ' t re s tore  the  SQ L  d atabas e s  ye t, j u s t the  n orm al  f il e s , 
an d  Sys te m  State . T his  w il l  re s tore  you r e n tire  SQ L  in s tal l ation , bu t n ot the  
d atabas e s . B e c au s e  the re  is  n o mas ter databas e at that tim e , the  SQ L  s e rv e r c an n ot 
s tart ye t af te r re boot. 
U s e  the  f ol l ow in g proc e d u re , w hic h is  s tan d ard  an d  d oc u m e n te d  in  the  SQ L  s e rv e r 
d oc u m e n tation , f or f u l l  re s tore . 
B u il d  a d e f au l t m as te r d atabas e  w ith the  rebuildm u til ity f rom  SQ L  s e rv e r bin ary 
d ire c tory (e .g. C:\M SSQ L 7 \B in n \re bu il d m .e x e ) . Y ou  w il l  n e e d  the  SQ L  s e rv e r CD 
f or this , or the  d atabas e  f il e s  f rom  the  CD av ail abl e  at s om e  k n ow n  l oc ation . T his  
w il l  al l ow  SQ L  s e rv e r to s tart, be c au s e  it has  a m as te r d atabas e , al thou gh it is  n ot ye t 
the  c orre c t on e  w hic h w as  bac k e d  u p. 
Start SQ L  s e rv e r m an u al l y in  s ingle us er mode, w ith c om m an d  sq lse rv r -m m an u al l y 
f rom  the  c om m an d  prom pt (s q l s e rv r.e x e  is  f rom  SQ L  s e rv e r bin ary d ire c tory, e .g. 
C:\M SSQ L 7 \B in n \s q l s e rv r.e x e ) . 
Start Strate s av e  re s tore  program  an d  re s tore  the  m as te r d atabas e  on l y. A f te r m as te r 
d atabas e  is  re s tore d , SQ L  s e rv e r w il l  s top au tom atic al l y. 
Start the  SQ L  s e rv e r s e rv ic e  M SSQ L Se rv e r, m an u al l y w ith Se rv ic e s  f rom  Con trol  
pan e l  -> A d m in is trativ e  T ool s  or throu gh re boot. 
R e s tore  the  SQ L  d atabas e s  e x c e pt m as te r. 

6 .10 . R e s t o re  f ro m  o l d  b a c k u p s  
R e s tore  program  c an  al s o re s tore  f il e s  f rom  ol d e r than  the  l ate s t bac k u p. O f  c ou rs e  
the  bac k u p m u s t s til l  be  pre s e n t on  s e rv e r an d  is  n e ithe r ov e rw ritte n  n or d e l e te d . 
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T o re s tore  f rom  ol d  bac k u ps , s tart the  s am e  w ay as  re s tore  f rom  l ate s t bac k u p. A t 
f irs t, l oad  l og f rom  s e rv e r. T his  proc e s s  is  d e s c ribe d  in  c hp. 6.1. "L oad  l og". 
T he n , c l ic k  on  S e le ct Backup f rom w h ich  to R e store ... in  l e f t pan e  tre e -v ie w . 
S tandard - L ates t Backups  after L og 
Strate s av e  au tom atic al l y re s tore s  the  f il e s  f rom  the  c orre c t bac k u ps  (f u l l / d if f e re n tial ) , 
bas e d  on  the  s e l e c te d  bac k u p u n d e r Backup to refer to. T his  n orm al l y is  the  n e w e s t 
bac k u p, to re s tore  m os t ac tu al  s tate  of  you r s ys te m . 
S pecial 
T his  option  is  f or re s tore  f rom  a s in gl e  bac k u p ou ts id e  the  bac k u p pl an , or re s tore  
f rom  a s e l e c te d  bac k u p in  c as e  the  L og is  l os t, or s c an  a bac k u p f or bac k e d  u p f il e s  if  
the  c atal og is  l os t. 

 
Se l e c t option  R e store  af te r log ;  the n  s e l e c t the  d e s ire d  bac k u p f rom  l is t box  an d  c l ic k  
O K . T he  f ol l ow in g re s tore s  an d  prin ts  of  Catal og re l ate  to s e l e c te d  bac k u p, an d  n o 
l on ge r to l ate s t bac k u p. O u tpu t w in d ow  P arame te rs l is ts , w hic h bac k u p is  u s e d . Pe r 
d e f au l t it is  L ate st backup af te r log . 
W he n  a bac k u p is  s e l e c te d  w ith option  R e store  f rom backup af te r log  as  d e s c ribe d , a 
f il e  w il l  n ot n e c e s s aril y be  re s tore d  f rom  the  s e l e c te d  bac k u p. I t m e an s  on l y that the  
f il e s  pre s e n t on  PC at that tim e  w il l  be  re s tore d . I t is  pos s ibl e , that the  f il e s  are  s tore d  
in  a ol d e r bac k u p. A s  an  e x am pl e , you  w an t to re s tore  a f il e  that you  l os t a w e e k  ago. 
I n  R e store  f rom old e r backups-d ial og, s e l e c t the  l as t bac k u p be f ore  f il e  w as  l os t. L e t 
u s  as s u m e  it is  a d ail y bac k u p. I f  this  is  a d if f e re n tial  bac k u p, f il e  is  pos s ibl y re s tore d  
f rom  an  ol d e r w e e k l y or m on thl y bac k u p. 
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6 .11. R e s t o re  f ro m  s p e c i f i c  s e rv e r f i l e  c o n t a i n i n g  
b a c k u p  
T o re s tore  f rom  s pe c if ic  bac k u p, c l ic k  on  S e le ct Backup f rom w h ich  to R e store ... in  
l e f t pan e  tre e -v ie w  the n  s e l e c t S pe cial. 

 
I n  d ial og R e store  f rom old e r backups,  s e l e c t option  S pe cif ic backup f rom log  or 
S e rv e r f ile  containing  backup. 
B u tton  C orrupte d  backup... l e ad s  to a d ial og w hic h is  e x pl ain e d  in  c hp. 6.12., 
"R e s tore  f rom  c orru pte d  bac k u ps ". 
O ption  S e rv e r f ile  containing  backup l e ad s  to a d ial og, w he re  s e rv e r f il e  c an  be  
s e l e c te d  by its  f il e  n am e  an d  e v e n tu al l y tape - or re m ov abl e  d is k  n am e . Chp. 8 .19. 
"B ac k u p f il e  n am e s " d e s c ribe s  the  n am in g of  bac k u p f il e s . 
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F or re s toration  f rom  tape , tape  n am e  d oe s  n ot hav e  to be  s pe c if ie d . W he n  re s toration  
is  m ad e  f rom  re m ov abl e  d is k , d is k  n am e  c an  al s o be  l e f t ou t. I f  the  tape - or d is k n am e  
is  n ot s pe c if ie d , option  M ount by  ope rator or me d ia ch ang e r in  d e v ic e  d ial og (s e e  
c hp. 4 .8 .1. "T ape  d e v ic e  an d  s e ttin gs ")  m u s t n ot be  s e t. T he  re as on  is , that ope rator or 
robot m u s t k n ow , w hic h tape  is  to be  e n te re d . 
Pu s h bu tton  BR O W S E  or D I R  l e ts  you  v ie w  the  c atal og f il e s  (.ST C f il e s ) , an d  the  
bac k u p f il e s  (.ST S f il e s ) . F or e v e ry bac k u p the re  is  a .ST C f il e , w hic h c on tain s  l is t of  
bac k e d  u p f il e s  an d  bac k u p pos ition s . Se l e c t the  .ST C f il e  of  the  bac k u p you  w an t to 
re s tore  f rom , the n  pre s s  O K . 
O K  or C ance l q u it d ial og, C ance l ign orin g c han ge m e n ts . A f te r O K , Catal og w il l  be  
l oad e d  f rom  s e l e c te d  bac k u p. I f  option  corrupte d  backup (s e e  c hp. 6.12., "R e s tore  
f rom  c orru pte d  bac k u ps ")  has  be e n  s e t, e n tire  bac k u p w il l  be  s c an n e d  in  the  s e arc h of  
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bac k e d  u p f il e s . I n  O u tpu t w in d ow  P arame te rs the  n am e  of  bac k u pf il e  on  s e rv e r is  
s how n  u n d e r R e store  f rom: . A l l  re s tore s  an d  al l  prin te d  Catal ogs  are  f rom  s e l e c te d  
bac k u p. 

6 .12 . R e s t o re  f ro m  c o rru p t e d  b a c k u p s  
T his  f e atu re  is  u s e f u l , w he n  the  n orm al  re s tore  re ports  d ata e rrors  an d  c an  n ot re s tore  
f il e s . I t al l ow s  to re s tore  as  m an y f il e s  as  pos s ibl e  f rom  e v e n  he av il y c orru pte d  
bac k u ps , w he re  the  n orm al  re s tore  w ou l d  f ail . T he  e n tire  bac k u p w il l  be  s c an n e d  in  
the  s e arc h of  bac k e d  u p f il e s . Pl e as e  n ote  that this  f e atu re  is  n ot an  e rror c orre c tion . 
Data-e rrors  w il l  re c ogn iz e d  an d  l is te d , bu t n ot c orre c te d  in  the  c u rre n t v e rs ion  of  
Strate s av e . A l l  u n c orru pte d  f il e s  c an  be  re s tore d , e v e n  if  the y are  s tore d  be hin d  
c orru pte d  f il e s . T his  f e atu re  al s o w ork s  arou n d  d ata e rrors  in  the  Catal og an d  the  f il e  
he ad e rs . F or e n c rypte d  bac k u ps , w ork in g arou n d  d ata e rrors  is  l im ite d , s om e  d ata 
e rrors  tu rn  e n tire  bac k u p, or re m ain in g re s t in v al id  to re s tore  f rom . 
Pl e as e  n ote  that this  f e atu re  s hou l d  on l y be  u s e d  as  a l as t re s ort, be c au s e  it d oe s  n ot 
al l ow  to re s tore  s pe c ial  in f orm ation  l ik e  s e c u rity, v e ry l on g f il e n am e s , e x te n d e d  
attribu te s  e tc . Pre f e rabl y, s e l e c t the  .ST C f il e  f or re s tore  in s te ad  of  s c an n in g the  
bac k u p w ith c orru pte d -bac k u p option . 
T he  re s tore  c an  on l y be  d on e  f rom  a s in gl e  bac k u p, in d e pe n d e n t of  the  bac k u p pl an . 
T his  m e an s  that if  the  f il e s  are  s tore d  in  s e v e ral  bac k u ps  (e .g. d ail y an d  m on thl y 
bac k u ps ) , s e v e ral  re s tore  pas s e s  w il l  be  n e c e s s ary. F ol l ow in g in f orm ation s  w il l  n ot be  
re s tore d : F il e  attribu te s , e m pty d ire c torie s , f il e s  c re ation  an d  l as t ac c e s s  d ate s , 
W in d ow s  s e c u rity.  F i l e  n a m e s  c o n t a i n i n g  i n t e r n a t i o n a l  U n i c o d e  c h a r a c t e r s  ( e .g . 
J a p a n e s e ,  c h i n e s e  c y r i l l i c ,  h e b r e w ,  a r a b i c  e t c .)  w i l l  b e  r e p l a c e d  w i t h  
U N I C O D E _ n u m b e r . 
Start w ith S e le ct Backup f rom w h ich  to R e store ... in  l e f t pan e  tre e -v ie w  the n  s e l e c t 
S pe cial an d  f ol l ow  s te ps  of  re s tau ration  f rom  S pe cif ic se rv e rf ile  containing  backup, 
w hic h is  e x pl ain e d  in  c hp. 6.11. "R e s tore  f rom  s pe c if ic  s e rv e r f il e  c on tain in g 
bac k u p". Pu s h bu tton  C orrupte d  backup... l e ad s  to f ol l ow in g d ial og: 
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S can e ntire  backup f or backe d  up f ile s e n abl e s  re s toration  f rom  c orru pte d  bac k u p. I f  
Autod e te ct compre ssion is  e n abl e d , re s tore  program  w il l  d e te c t its e l f  if  bac k u p is  
s tore d  in  c om pre s s e d  f orm at. I f  the  bac k u p is  he av il y c orru pte d , this  m ight f ail , s o 
option s  Assume  backup is compre sse d / uncompre sse d  s pe c if y if  bac k u p is  
c om pre s s e d  or n ot. 
A f te r O K  is  c l ic k e d  in  d ial og R e store  f rom old e r backups, e n tire  bac k u p w il l  be  
s c an n e d  f or bac k e d  u p f il e s , in s te ad  of  the  n orm al  re ad in g of  Catal og. I f  bac k e d  u p 
f il e s  w ith in v al id  n am e s  are  f ou n d  (be c au s e  f il e  n am e  w as  c orru pte d ) , a n e w  n am e  
w il l  be  as s ign e d , an d  a w arn in g m e s s age  w il l  be  s how n  in  O u tpu t w in d ow  M e ssag e s. 

6 .13 . H o w  t o  re s t o re  f i l e s ,  w h e n  l o g  i s  l o s t  
L og is  the  s ign  pos t f or re s tore  program . W ith l og, re s tore  program  f in d s  ou t w he re  
the  bac k u ps  are  s tore d . I f  l og is  l os t, you  hav e  to s pe c if y the  bac k u p f il e  or bac k u p 
tape / re m ov abl e  d is k  w ith the  bac k u p you  w an t to re s tore  f rom . T he  bac k u p c on tain s  
a c opy of  the  l og, w ithin  the  Catal og (.ST C)  f il e . T he  .ST F  f il e  c on tain s  l is t of  bac k e d  
u p f il e s , an d  is  al w ays  s tore d  toge the r w ith the  bac k u p (.ST S f il e ) . Se l e c t .ST C, 
w hic h, as  the  bac k u p, c an  be  on  f ix e d  d is k , tape , or re m ov abl e  d is k , w ith d ial og O ld  
or corrupte d  backups - S e rv e rf ile  containing  backup. I f  you  hav e  s e v e ral  tape s  an d  
d on ' t k n ow  w hic h on e  c on tain s  l ate s t bac k u p, you  w il l  hav e  to s c an  e ac h an d  
c om pare  bac k u p d ate s . A f te r hav in g l oad e d  L og f rom  l ate s t bac k u p, you  c an  s tore  it 
bac k  to d is k  w ith c om m an d  S av e  L og ... in  M e n u  S pe cial. 

6 .14 . U n d o  l a s t  re s t o ra t i o n  
A  c om pl e te d  or in te rru pte d  re s toration  c an  be  u n d on e . T his  option  is  v al id , as  l on g as  
the re  is  n o othe r re s tore  s tarte d  an d  re s tore  program  is  n ot q u it. 
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A c tiv ate  c om m an d  U nd o re store  f rom  m e n u  S pe cial. A  d ial og appe ars  w he re  you  
c an  c on f irm  that you  w an t to d e l e te  re s tore d  f il e s . 
I f  you  c on f irm  w ith Y e s,  f il e s  an d  d ire c torie s  c re ate d  d u rin g l as t re s toration  are  
d e l e te d . F il e s  w hic h w e re  ov e rw ritte n , are  re pl ac e d  by the ir origin al  v e rs ion , if  option  
M ake  te mp. copie s of  ov e rw ritte n f ile s (s e e  c hp. 6.5 . "R e s tore  option s ")  w as  e n abl e d . 
Pl e as e  n ote  that re s tore  of  l oc k e d  f il e s , re gis try f il e s  an d  d atabas e s  c an  n ot be  u n d on e . 

6 .15 . C h e c k  b a c k u p s  
T he re  are  tw o w ays  to c on trol  the  bac k u p f il e s  w ith re s tore  program , w ithou t ac tu al l y 
re s torin g the  f il e s . Y ou  c an  c he c k  the  s tore d  f il e s  w ith he l p of  the ir c he c k s u m s . Y ou  
c an  al s o c om pare  the  f il e s  in  bac k u p w ith thos e  on  PC. T he  d e te c te d  e rrors  in  bac k u p 
or d if f e re n c e s  be tw e e n  bac k u p an d  PC are  l is te d  in  O u tpu t w in d ow  M e ssag e s. T his  
c he c k s  al l  bac k e d  u p f il e s  an d  d atabas e s , in d e pe n d e n t f rom  s e l e c tion . 

6 . 15 . 1.  C h e c k  b a c k u p  w i t h  c h e c k s u m  
A c tiv ate  c om m an d  V e rif y  backup( s)  f rom  m e n u  Action. T he  bac k u p or bac k u ps  u s e d  
f or re s tore  (s e e  O u tpu t w in d ow  P arame te rs)  are  c he c k e d  w ith the ir c he c k s u m . 
Corru pte d  f il e s  in  bac k u p are  l is te d  in  O u tpu t w in d ow  M e ssag e s. 

6 . 15 . 2.  F i l e -c o m p a r e  b e t w e e n  b a c k u p  a n d  P C  ( T r u e  c o m p a r e )  
F or this , you  m u s t l oad  l og f rom  s e rv e r f irs t (s e e  c hp. 6.1. "L oad  l og") . Se l e c t the  
f il e s  an d  d ire c torie s  to be  c om pare d . T his  s te p is  e x pl an e d  in  c hp. 6.3 . "Dis pl ay 
Catal og an d  s e l e c t f il e s ". F il e s  in  bac k u p an d  on  PC c an  be  s tore d  in  d if f e re n t 
d ire c torie s . Start f il e  c om pare  w ith c om m an d  C ompare  se le cte d  f ile s in backup( s)  
and  on P C  f rom  m e n u  Action. 
T he  Strate s av e  c om pare  f u n c tion  c om pare s  c om pl e te  d ire c tory s tru c tu re , f il e  d ate s , 
attribu te s , s e c u rity, in  ad d ition  to s im pl y f il e  d ata. I t al s o re ports  f il e s  an d  d ire c torie s  
w hic h hav e  be e n  ad d e d  to PC. F or re gis try hiv e s , it option al l y l is ts  al l  
ad d e d / c han ge d / re m ov e d  k e ys , if  c om pare  option  C ompare  re g istry  ke y s is  s e t. Y ou  
c an  n ow  c om pare  the  ac tu al  s tate  of  you r PC w ith the  s tate  at the  l as t bac k u p. F or 
e x am pl e  af te r in s tal l in g s om e  d ow n l oad e d  Sof tw are , you  m ight w an t to k n ow  abou t 
w hat c han ge s  this  Sof tw are  has  m ad e  to you r s ys te m . 
Pl e as e  n ote  that this  is  an  ad v an c e d  f e atu re , an d  re q u ire s  s om e  k n ow l e d ge  to 
in te rpre te  the  re s u l t l is t. A f te r s om e  he av y s ys te m  ac tiv ity or af te r a re boot the re  w il l  
be  a f e w  re gis try c han ge s  w hic h are  al s o re porte d . 
I f  c om pare  option  C ompare  only  d ire ctory  tre e ,  not f ile  d ata is  s e t, c han ge s  m ad e  
s in c e  l as t bac k u p are  d e te c te d  q u ic k l y. N e w / d e l e te d  f il e s  an d  d ire c torie s  w il l  be  
l is te d , al s o c han ge d  f il e s , if  e ithe r f il e s iz e  or f il e d ate  are  c han ge d . T he  f il e  d ata an d  
f il e  s e c u rity s e ttin gs  are  n ot c om pare d . 



R es tore 

 71  

6 .16 . R e m o v e  b a c k u p  f ro m  l o g  
Com m an d  R e mov e  backup f rom log ... in  m e n u  S pe cial l e ad s  to a d ial og w he re  you  
c an  s e l e c t a bac k u p an d  re m ov e  it f rom  l og. O ption al l y, the  n e w  l og c an  be  s tore d  
bac k  to s e rv e r. 
T his  is  u s e f u l , w he n  you  k n ow  that a bac k u p is  n o m ore  av ail abl e , be c au s e  the  
bac k u p tape  is  d e f e c tiv e . B ac k u p an d  R e s tore  program s  c an  m an age  be tte r w he n  the  
bac k u p is  re m ov e d  f rom  l og. 
T o re m ov e  a bac k u p, s e l e c te d  it in  l is t box  on  the  l e f t an d  pu s h on  bu tton  R e mov e . 
O K  an d  C ance l q u it d ial og, C ance l ign ore s  the  c han ge s . A f te r O K , you  c an  d e c id e  
w he the r the  u pd ate d  l og s hou l d  be  s av e d , m ak in g the  c han ge m e n t irre v e s ibl e . A  
bac k u p re m ov e d  f rom  l og c an  n ot be  in s e rte d  again . 

6 .17 . C re a t e  A S R  R e s t o re  D i s k  
W ithin  d ial og Cre ate  AS R  R e store  D isk, w hic h is  c al l e d  f rom  m e n u  S pe cial, you  c an  
c re ate  a R e s tore  d is k , to be  u s e d  f or d is as te r re c ov e ry (A SR )  on  W in d ow s  2003  an d  
X P Prof e s s ion al . T his  al l ow s  you  to f u l l y re s tore  you r s ys te m  w ithou t re in s tal l in g 
W in d ow s  an d  Strate s av e . F or d is as te r re c ov e ry, re boot the  Sys te m  w ith the  W in d ow s  
2003 / X P in s tal l ation  CD, an d  pre s s  F 2 d u rin g re boot. T he n  prov id e  the  A SR  re s tore  
f l oppy d is k , an d  Strate s av e  R e s tore  program  w il l  be  s tarte d , w he re  you  c an  re s tore  
you r s ys te m . 
B e f ore  c re atin g the  R e s tore  d is k , f irs t l oad  the  bac k u p m ac ro, L og an d  Catal og. 
W ith F l oppy s e l e c tion  l is t, you  c an  c hoos e  be tw e e n  f l oppy d riv e s  A  an d  B . I f  bu tton  
F ormat is  s e l e c te d , the  f l oppy w il l  be  f orm atte d . A l te rn ativ e l y, you  c an  c opy the  
R e s tore  f il e s  to a d e f in e d  l oc ation . T he  re s tore  d is k  c on tain s  a f il e  R E A DM E .T X T , 
e x pl ain in g its  u s e  f or d is as te r re c ov e ry. 
Se e  al s o c hp. 8 .11., "Dis as te r R e c ov e ry". 

6 .18 . C re a t e  R e s t o re  d i s k  
Com m an d  C re ate  R e store  d isk... in  m e n u  S pe cial l e ad s  to a d ial og, w hic h w il l  c re ate  
a R e s tore  d is k , to be  u s e d  f or re s toration , w he n  the  bac k u p program  is  n o m ore  
av ail abl e , f or e x am pl e  af te r a PC c ras h. W ith the  R e s tore  d is k , you  d o n ot n e e d  to 
in s tal l  Strate s av e  be f ore  you  c an  re s tore . I t is  s u f f ic ie n t to in s tal l  W in d ow s  an d  
n e tw ork . 
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W ith F l oppy s e l e c tion  l is t, you  c an  c hoos e  be tw e e n  f l oppy d riv e s  A  an d  B . I f  bu tton  
F orm at is  s e l e c te d , the  f l oppy w il l  be  f orm atte d  to 1.6 M B yte s , to prov id e  e n ou gh 
s pac e  f or the  R e s tore  program . A l te rn ativ e l y, you  c an  c opy the  R e s tore  f il e s  to a 
d e f in e d  l oc ation . I f  on l y the  m ac ro w as  c han ge d , c he c k  box  C opy  upd ate d  M acro 
( .S T M )  f ile  only  c an  be  s e t, an d  the  othe r f il e s  w il l  n ot be  c opie d  again . T he  re s tore  
d is k  c on tain s  a f il e  R E A DM E .T X T , e x pl ain in g its  u s e  f or re s toration . 
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7 . R em o te B ac k u p  C o n tro l  
T he  R e m ote  B ac k u p Con trol  f e atu re  c on n e c ts  to a ru n n in g bac k u p program , an d  
al l ow s  to c on trol  the  bac k u p program . T he  re m ote  bac k u p c on trol  program  ru n s  on  
the  s am e  c om pu te r or re m ote l y on  a d if f e re n t c om pu te r than  the  bac k u p program . 
T he  u s e r in te rf ac e  of  the  re m ote  bac k u p c on trol  is  s im il ar to the  bac k u p. 
T he  re m ote  bac k u p c on trol  f e atu re  is  e s pe c ial l y u s e f u l , if  the  bac k u p program  is  ru n  
as  a s e rv ic e , or s c he d u l e d  by the  W in d ow s  A T -c om m an d . I t is  be s t s e c u rity pol ic y to 
n ot al l ow  the  s e rv ic e  to in te rac t w ith the  d e s k top, bu t c on trol  it w ith the  re m ote  
bac k u p c on trol  program . T he  re m ote  bac k u p c on trol  ru n s  in  the  c on te x t of  the  u s e r 
w ho s tarte d  it, an d  is  te rm in ate d  au tom atic al l y w he n  the  u s e r l ogs  ou t. I t c an  al s o 
c on trol  the  bac k u p s e rv ic e  f rom  a re m ote  c om pu te r. O r you  c an  ru n  the  re m ote  
bac k u p c on trol  f rom  a te rm in al  s e rv e r s e s s ion . T o c on n e c t to a bac k u p program  that 
ru n s  u n d e r the  s ys te m  ac c ou n t (s e rv ic e  or A T -s c he d u l e d ) , the  re m ote  bac k u p c on trol  
u s e r m u s t be  in  the  A d m in is trator grou p, or the  B ac k u p O pe rator grou p. I f  the  
bac k u p program  ru n s  u n d e r an othe r ac c ou n t, the  re m ote  bac k u p c on trol  u s e r m u s t 
hav e  the  rights  of  that ac c ou n t. 

7 .1. R e m o t e  B a c k u p  C o n t ro l  M a i n  d i a l o g  
T he  d ial og to c on n e c t to a ru n n in g Strate s av e  B ac k u p is  s tarte d  f rom  Com m an d  
R e mote  C ontrol Backup S e rv ice  in  m e n u  S pe cial:  
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• C omputer 

 
Com pu te rn am e  of  the  c om pu te r w he re  bac k u p program  ru n s . I f  this  is  n ot 
s pe c if ie d , or . (d ot)  is  s pe c if ie d , it m e an s  l oc al  m ac hin e . 

• N ame 
 
Spe c if ie s  the  "n am e " of  the  bac k u p program . T he  s am e  n am e  m u s t be  s pe c if ie d  to 
the  bac k u p program . I f  the  bac k u p program  ru n s  as  a s e rv ic e , the  s e rv ic e  n am e  
s hou l d  be  s pe c if ie d . 

• R etry  
 
T he  re m ote  bac k u p c on trol  program  w il l  s how  an  ic on  in  tas k -bar. T his  w il l  s how  
e v e n  if  the  bac k u p program  is  n ot ru n , an d  it w il l  re try to c on n e c t to bac k u p 
program . 

• S erv ice 
T he  bac k u p program s  ru n s  as  a W in d ow s  Se rv ic e . T he  tas k -bar ic on  w il l  hav e  
s om e  e n trie s  in  its  m e n u , f or s tart an d  s top of  the  s e rv ic e . W he n  the  m ac ro 
(bac k u p pl an )  w as  c han ge d , the  s e rv ic e  s hou l d  be  re s tarte d  f or the  c han ge s  to tak e  
e f f e c t. 
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8 . Sp ec i al  su b j ec ts 

8 .1. N e t w o rk  b a c k u p  w i t h  S t ra t e s a v e  
Strate s av e  bac k s  u p re m ote  n e tw ork  d riv e s , w hic h c an  be  s e l e c te d  throu gh n e tw ork  
s hare  (U N C)  n am e , e .g. \\m ys e rv e r\s hare \d ir, or \\m ypc \C$ . N e tw ork  f u l l  bac k u ps , 
w hic h in c l u d e  re m ote  re gis try bac k u ps , re q u ire  Strate s av e  N e tw ork  A ge n t k e y. A l s o 
f or n e tw ork  f u l l  bac k u ps , s pe c if y/ s e l e c t re m ote  d riv e s  throu gh the ir s hare  (U N C)  
n am e s , n ot w ith the  m appe d  d riv e  l e tte r. T hat w ay, you  c an  f u l l y bac k u p/ re s tore  
n e tw ork s  w ith u n l im ite d  n u m be r of  W in d ow s  PCs , w ithou t Sof tw are  in s tal l e d  on  the  
n e tw ork e d  PCs . 
Sin c e  N T F S s pe c ial itie s  m u s t be  bac k e d  u p an d  W in d ow s  N e tw ork in g is  u s e d  f or 
N e tw ork  bac k u p, f ol l ow in g are  O pe ratin g Sys te m  re q u ire m e n ts  of  N e tw ork  B ac k u p 
Se rv e r (= Com pu te r w he re  Strate s av e  is  in s tal l e d ) . 
N e tw ork  B ac k u p Se rv e r s hou l d  be  W in d ow s  7 , 2008 , V is ta, X P or 2003  (W in d ow s  
2000 al s o pos s ibl e , bu t X P re c om m e n d e d ) . A  W in d ow s  X P as  N e tw ork  bac k u p 
Se rv e r c an  f u l l y bac k u p re m ote  W in d ow s  2008  an d  2003  Se rv e rs . 
T he  N e tw ork  B ac k u p Se rv e r is  n ot n e c e s s aril y a "Se rv e r" or "A d v an c e d  s e rv e r" 
v e rs ion  of  W in d ow s . A  W in d ow s  X P Prof e s s ion al  w il l  d o as  bac k u p s e rv e r, e v e n  
w ith W in d ow s  7 / 2008 / 2003 / 2000 Se rv e r or A d v an c e d  Se rv e r as  n e tw ork  bac k u p 
c l ie n ts . F or re m ote  bac k u p of  SQ L  or E x c han ge  s e rv e r, it al s o is  n ot n e c e s s ary to 
hav e  SQ L / E x c han ge  s e rv e r in s tal l e d  on  the  bac k u p s e rv e r, if  the  n e c e s s ary DL L s  are  
av ail abl e  on  the  bac k u p c om pu te r. 

B e s t  p o l i c i e s  fo r  n e t w o r k  b a c k u p s  
• Se l e c t re m ote  s hare s  f or bac k u p,d on ' t bac k u p m appe d  d riv e s . T hat w ay, at 

re s tore , it w il l  be  c l e ar w hic h c om pu te r' s  d ata is  bac k e d  u p. I f  you  hav e  bac k u p 
of  J :, w he re  J : is  a m appe d  d riv e , m aybe  it is  n ot c l e ar l ate r to w hic h PC the  d riv e  
J : be l on gs  to. A l s o Strate s av e  c an  m ak e  V SS O pe n f il e  bac k u ps , an d  re gis try 
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bac k u p an d  re s tore  of  re gis try f il e s  an d  l oc k e d  f il e s  on l y if  the y are  s pe c if ie d  
throu gh the ir n e tw ork  s hare  n am e s , n ot v ia m appe d  d riv e s !  

• F or R e m ote  B ac k u p of  W in d ow s  7  an d  V is ta, re m ote  ac c e s s  m u s t be  e n abl e d  by 
U A C. O n  the  re m ote  W in d ow s  7 / V is ta-Com pu te r, d e f in e  DW O R D R e gis try 
v al u e  L oc al A c c ou n tT ok e n F il te rPol ic y in  
H K E Y _L O CA L _M A CH I N E \Sof tw are \M ic ros of t\W in d ow s \Cu rre n tV e rs ion \Pol ic
ie s \Sys te m , s e t it to v al u e  1, the n  re boot. A l te rn ativ e l y, e n abl e  the  re al  bu il t-in  
A d m in is trator ac c ou n t an d  u s e  it f or the  re m ote  ac c e s s . A n othe r option  is  to tu rn  
of f  U s e r A c c e s s  Con trol  (U A C) .  

• B e s t pol ic y is  to ru n  Strate s av e  f rom  an  ac c ou n t w hic h al s o has  A d m in is trator 
ac c e s s  on  the  re m ote  c om pu te rs  (s am e  u s e rn am e / pas s w ord ) . T his  av oid s  
Strate s av e  re tryin g w ith prov id e d  c re d e n tial s , w hic h d oe s  n ot al w ays  w ork . 
R e m ote  E SE 98  an d  s om e tim e s  SQ L  s e rv e r an d  R e m ote  Sys te m  State  are  n ot 
v is ibl e  if  ac c ou n t n am e s / pas s w ord s  d o n ot m atc h.  

• F or f u l l  bac k u p, s e l e c t the  A d m in is trativ e  s hare s  C$ , D$  e tc . f or bac k u p, w hic h 
bac k u p the  e n tire  d riv e . Do n ot bac k u p SY SV O L  s hare , or othe r s ys te m  d e f in e d  
s hare s .  

• F or bac k u ps  of  re m ote  W in d ow s  95 , 98  an d  M E  s ys te m s , you  c an  w ork  w ith 
re m ote  ad m in is tration  e n abl e d , if  d e s ire d . T hat w ay you  c an  s pe c if y \\PC\C$  f or 
bac k u p (= C:\ d riv e ) . T he  C$  s hare  is  n ot v is ibl e  im m e d iate l y af te r re boot, e v e n  if  
re m ote  ad m in is tration  is  e n abl e d . B u t af te r a c on n e c tion  is  m ad e  to the  A DM I N $  
s hare , the  C$  (an d  D$ , E $  if  pre s e n t)  s hare  appe ar. I f  you  s e l e c t C$  f or bac k u p, 
bu t it is  n ot ye t e n abl e d , Strate s av e  trie s  to pop it u p, by m ak in g a c on n e c tion  to 
A DM I N $  au tom atic al l y d u rin g bac k u p. 

• T o bac k u p W in d ow s  c om pu te r re m ote l y, s e c u rity s e ttin gs  m u s t al l ow  ac c e s s  
f rom  the  bac k u p Se rv e r. T his  s hou l d  be  A d m in is trator ac c e s s  f or f u l l  bac k u ps  
an d  re m ote  re gis try ac c e s s . A l s o, n e tw ork e d  f u l l  bac k u p in c l u d in g R e gis try an d  
CO M +  d atabas e s  n e e d  the  R e m ote  R e gis try Se rv ic e  ru n n in g. T his  s e rv ic e  is  
ru n n in g pe r d e f au l t. 

Se e  al s o: c hp. 8 .9., "N e tw ork  Databas e  B ac k u p". 
              c hp. 8 .17 ., "B ac k u p to N e tw ork  s e rv e r d is k  (f or e x am pl e  f or L aptops ) ". 

8 .2 . I m a g e  B a c k u p  
Strate s av e  s u pports  bac k in g u p d is k  partition  im age s . T his  is  al w ays  a f u l l  bac k u p. 
O n l y the  u s e d  d is k  bl oc k s  are  bac k e d  u p. T he  im age  c an  be  re s tore d  to the  s am e  or a 
d if f e re n t partition , w hic h m u s t be  as  l e as t as  big as  bac k e d  u p partition . 
A l te rn ativ e l y, im age s  c an  be  re s tore d  as  d is k  f il e s  in  V H D-f orm at to be  proc e s s e d  
w ith V H DM O U N T  or othe r tool s .  
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Strate s av e  c re ate s  m os t pre c is e  im age  bac k u ps : V SS is  u s e d  to c re ate  partition  
s n aps hot. V SS W rite r A ppl ic ation s  w ith f il e s  in  the  partition  are  au tom atic al l y 
s e l e c te d  to partic ipate  in  im age  c re ation . F or Sys te m  d is k  im age , V SS Sys te m  State  
bac k u p im age  w il l  be  c re ate d .  
I n  ad d ition , Strate s av e  bac k s  u p d is k  he ad e rs . T his  is  the  s pac e  on  d is k  be f ore  the  
f irs t partition , u s u al l y 63  s e c tors . I t c on tain s  boot re c ord , d is k  id e n tif ic ation  an d  
partition  in f orm ation .  
Du rin g R e s tore  of  a partition  im age  or d is k  he ad e r a d ial og w il l  be  s how n , w he re  the  
targe t d is k  an d  partition  n u m be rs  c an  be  s e l e c te d . T he re  is  al s o a f in al  c on f irm ation  
d ial og be f ore  re s tore .  

R e m o t e  I m a g e  B a c k u p / R e s t o r e  
F or the  re m ote  im age  bac k u p, a T CP/ I P-c on n e c tion  w il l  be  e s tabl is he d  f rom  the  
bac k u p s e rv e r w he re  Strate s av e  is  ru n n in g to the  bac k u p c l ie n t on  port 5 13 2. T he  
f ire w al l  on  the  bac k u p-c l ie n t m u s t be  ope n e d  on  this  port, an d  an y f ire w al l  in  
be tw e e n , f or the  c on n e c tion  to w ork . O the rw is e  the  tran s f e r is  d on e  ov e r n am e d  pipe  
c on n e c tion , w hic h is  s l ow e r. F or the  im age  re s tore  if  bac k u p c l ie n t is  ru n n in g on  
re c ov e ry DV D, a d ial og w il l  be  s how n  d u rin g re s tore , to m an u al l y s tart ST SR E .E X E  
or ST SR E 64 .E X E  on  bac k u p c l ie n t. T he n  Strate s av e  w il l  c on n e c t bac k u p c l ie n t 
c om pu te r on  port 5 13 2.  

8 .3 . B a c k u p  t o  S f t p -S e rv e r 
B ac k u ps  c an  option al l y be  s tore d  on  Sf tp s e rv e r. T his  is  s e c u re l y e n c rypte d  tran s f e r 
ov e r in te rn e t or l oc al  n e tw ork . Sf tp s e rv e r c an  be  L in u x  or othe r U n ix , or W in d ow s . 
Su pporte d  is  SSH -2 protoc ol . B ac k u ps  c an  be  m ix e d  w ith l oc al  bac k u ps . F or 
e x am pl e , s tore  m on thl y f u l l  bac k u ps  to DV D, an d  in c re m e n tal  d ail y bac k u ps  on l in e  
to Sf tp-s e rv e r. I t is  al s o pos s ibl e  to u s e  s e v e ral  Sf tp-s e rv e rs  f or bac k u p al te rn ate l y.  
W ith the  in te grate d  s c he d u l e r, bac k u ps  are  au tom atic al l y d on e  in  bac k grou n d  as  s oon  
as  the  c om pu te r is  c on n e c te d . 
F or bac k u ps  to Sf tp-s e rv e r, d e f in e  s e rv e r an d  u s e r u n d e r Se ttin gs . U n d e r B ac k u p 
Storage , d e f in e  Sf tp-Se rv e r d ire c torie s : s f tp:d irn am e  s pe c if ie s  d ire c tory ' d irn am e '  on  
Sf tp-s e rv e r. d irn am e  is  re l ativ e  to hom e -d ire c tory of  u s e r, an d  u s u al l y is  a 
s u bd ire c tory-n am e . s f tp,u s e r@ s e rv e r:d irn am e  is  a f u l l  n am e  w hic h al s o s pe c if ie s  the  
s e rv e r an d  u s e r n am e s . U s e  this  if  bac k u ps  are  s tore d  on  d if f e re n t Sf tp-s e rv e rs .  
T he  B ac k u p L og, l is t of  e x e c u te d  bac k u ps , c an  al s o be  s tore d  on  Sf tp-Se rv e r. I f  al l  
bac k u ps  are  s tore d  on  Sf tp-Se rv e r, it is  be s t to s tore  the  L og al s o the re .  
W he n  c on n e c tin g to a s f tp-s e rv e r f or the  f irs t tim e , the  s e rv e r hos t' s  SSH -s e rv e r-k e y 
w il l  be  s tore d  on  the  PC. F or f u tu re  c on n e c tion s , the  k e y w il l  be  v e rif ie d , an d  a 
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W arn in g-d ial og w il l  be  s how n , if  the  s e rv e r-k e y has  c han ge d . T his  is  to w arn  of  an d  
pre v e n t "m an  in  the  m id d l e "-attac k s , w he re  a d if f e re n t c om pu te r pre te n d s  to be  the  
s e rv e r. I f  F orc e  Se rv e r c e rtif ic ate  f l ag is  s e t, s e rv e r m u s t hav e  a v al id  c e rtif ic ate  
in s tal l e d . A l s o it n e e d s  the  l ate s t SSH  Se rv e r s of tw are  s u pportin g c e rtif ic ate s  w ith 
x 5 09v 3 -s ign -rs a k e y e x c han ge  protoc ol . 

 8 .4 . H o w  S t ra t e s a v e  b a c k s  u p  t h e  S y s t e m  S t a t e  
W in d ow s  d e f in e s  the  Sys te m  s tate , a s e t of  d ire c torie s  an d  d atabas e s  f orm in g the  
bas e  ope ratin g s ys te m , w hic h s hou l d  be  bac k e d  u p/ re s tore d  toge the r. T he  s ys te m  
s tate  c om pon e n ts  are : 
• F il e s  in  root d ire c tory, W F P-prote c te d  f il e s  (m an y f il e s  f rom  \W in d ow s \Sys te m 3 2 

d ire c tory-tre e ) . 
• Sys te m  re gis try. 
•  CO M +  d atabas e . 
• Sys V ol  d ire c tory tre e  (d om ain  c on trol l e rs  on l y) . 
• A c tiv e  Dire c tory d atabas e  (d om ain  c on trol l e rs  on l y) . 
• Ce rtif ic ate  Se rv e r (CA )  d atabas e  (Ce rtif ic ate  A u thority s e rv e rs  on l y) . 
• * Cl u s te r d atabas e  (c l u s te r n od e s  on l y) . 

 
(* )  Cl u s te r d atabas e  is  c u rre n tl y n ot bac k e d  u p w ith Strate s av e  on  W in d ow s  2000. 
T his  is  u s e d  f or c l u s te r n od e s  on l y. O n  W in d ow s  2003  Cl u s te r d atabas e  is  bac k e d  u p 
w ith V SS. 
Strate s av e  has  a s in gl e -ic on -s e l e c tion  f or Sys te m  State . Strate s av e  s u pports  
d if f e re n tial  bac k u ps  of  Sys te m  State . So the  f u l l  s ys te m  c an  be  re gu l arl y be  bac k e d  
u p, s til l  by k e e pin g the  f re q u e n t d if f e re n tial  bac k u ps  s m al l . 
F or V SS B ac k u ps  in  W in d ow s  2003  an d  l ate r, the re  is  al s o the  S erv ice S tate, w hic h 
has  e l e m e n ts  im portan t f or Se rv ic e s  of  this  c om pu te r, bu t n ot v ital  f or the  bas e  
ope ratin g s ys te m . T he s e  are  E v e n t L ogs , I I S M e tabas e , an d  othe rs . Se rv ic e  State  
e l e m e n ts  c an  be  s in gl e  s e l e c te d  or e x c l u d e d  f or bac k u p. 
Du rin g re s tore , the  Sys te m  State  c om pon e n ts  s hou l d  be  re s tore d  toge the r. B u t if  
d e s ire d , in d iv id u al  e l e m e n ts  of  Sys te m  State  c an  be  re s tore d  in d e pe n d e n tl y. B oot 
c om pu te r in  Dire c tory Se rv ic e s  R e s tore  m od e , be f ore  re s torin g s ys te m  s tate . T his  is  
al s o be s t pol ic y f or re s torin g Sys te m  State  f or a W ork s tation , or if  d ire c tory s e rv ic e s  
are  n ot in s tal l e d . 
F or bac k u p of  Ce rtif ic ate  A u thority (CA )  d atabas e : T he  CA  d atabas e  an d  
c on f igu ration  is  bac k e d  u p, bu t n ot the  c e rtif ic ate  (priv ate  k e y) . T his  highl y s e n s itiv e  
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in f orm ation  s hou l d  be  bac k e d  u p m an u al l y, on c e  af te r the  Ce rtif ic ate  Se rv ic e s  is  
in s tal l e d , or w he n  a n e w  c e rtif ic ate  is  is s u e d . T he  Ce rtif ic ation  A u thority tool  f rom  
W in d ow s  2000 l e ts  you  bac k u p the  c e rtif ic ate  to a pas s w ord  prote c te d  f il e  (PK CS #  
12 f il e , .p12 f il e ) , w hic h c an  the n  be  bac k e d  u p w ith Strate s av e . I n  the  CA  tool  
bac k u p W iz ard , s e l e c t Priv ate  k e y an d  CA  c e rtif ic ate  f or bac k u p, bu t d on ' t s e l e c t 
I s s u e d  c e rtif ic ate  l og an d  pe n d in g c e rtif ic ate  re q u e s t q u e u e . T he  l ate r is  the  CA  
d atabas e , w hic h c an  be  bac k e d  u p w ith Strate s av e . A l te rn ativ e l y, you  c an  bac k u p the  
c e rtif ic ate  w ith the  c e rtu til  c om m an d  (c e rtu til  -bac k u pk e y) . W he n  the  CA  d atabas e  is  
bac k e d  u p w ith Strate s av e , be  s u re  to al s o in c l u d e  the  
\W in d ow s \Sys te m 3 2\Ce rtSrv \Ce rtE n rol l  d ire c tory in  the  bac k u p. 
T he  R emov able S torage M anager ( R S M )  d atabas e  is  n ot d e f in e d  as  part of  the  
s ys te m  s tate , bu t it c an  al s o be  bac k e d  u p an d  re s tore d  w ith the  s ys te m  s tate  
c om pon e n ts . I f  re m ov abl e  s torage  is  n ot u s e d  (n o au tol oad e r is  in s tal l e d ) , it is  al s o 
n ot n e c e s s ary to bac k u p an d  re s tore  the  R SM  d atabas e . B ac k in g u p the  R SM  
d atabas e  ac tiv ate s  the  R SM  s e rv ic e  w hic h is  n orm al l y n ot s tarte d . 

8 .5 . H o w  S t ra t e s a v e  b a c k s  u p  t h e  R e g i s t ry  
T he  re gis try d atabas e  is  s tore d  in  f il e s . M os t of  the  re gis try is  s tore d  in  f il e s  in  
\W in d ow s \s ys te m 3 2\c on f ig-d ire c tory, u s e r parts  are  in  u s e r d ire c torie s . T he s e  re gis try 
f il e s  are  al s o c al l e d  R E G I ST R Y  H I V E S. F or e x am pl e  
H K E Y _L O CA L _M A CH I N E \SA M -tre e  is  s tore d  in  
\W in d ow s \s ys te m 3 2\c on f ig\SA M . 
I f  a re gis try hiv e  f il e  is  to be  bac k e d  u p, Strate s av e  as k s  W in d ow s  to d u m p the  hiv e  
c on te n ts  f rom  the  re gis try d atabas e  to a n e w  f il e . T his  d u m p f il e  is  the n  bac k e d  u p 
u n d e r the  n am e  of  the  hiv e  f il e . 
O f te n  the  d u m pe d  f il e  is  s m al l e r than  the  hiv e  f il e , be c au s e  e m pty d atabas e  s tu f f  is  
re m ov e d  in  the  proc e s s . T hats  w he re  the  m e s s age s  ' Siz e  of  bac k e d  u p re gis try f il e  
d if f e rs  f rom  re al  f il e '  are  c om in g f rom . 
E v e ry re gis try hiv e  (part of  the  re gis try)  is  s tore d  in  tw o f il e s : Prim ary hiv e  f il e  ( f or 
e x am pl e  SA M )  an d  te m porary hiv e  f il e  (e .g. SA M .L O G ) . T he  te m porary hiv e  f il e  is  
on l y u s e d  w hil e  the  hiv e  is  l oad e d  (ac tiv e ) , f or te m porary u pd ate s . W he n  re bootin g, 
e v e rythin g is  s tore d  in  the  prim ary hiv e  f il e . O n l y the  prim ary hiv e  f il e  n e e d s  to be  
bac k e d  u p. I n  f ac t, w he n  the  re gis try is  d u m pe d , on l y on e  hiv e  f il e  (the  prim ary)  is  
c re ate d  an d  this  on e  is  bac k e d  u p. T he  bac k e d  u p SA M -f il e  is  a re gis try d u m p, an d  
c on tain s  al l  in f orm ation  s tore d  in  prim ary an d  te m porary hiv e  f il e s  SA M  an d  
SA M .L O G . T hats  w he re  the  m e s s age s  ' ... n ot bac k e d  u p: T e m porary re gis try f il e '  are  
c om in g f rom . 
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8 . 5 . 1.  H o w  S t r a t e s a v e  r e s t o r e s  t h e  r e g i s t r y  
Se e  al s o c hp. 8 .5 ., "H ow  Strate s av e  bac k s  u p the  R e gis try". T o R e s tore  re gis try hiv e  
f il e s , s e l e c t the m  f or re s tore  as  if  the y w e re  n orm al  f il e s . B e  s u re  that re s tore  option  
' R e s tore  l oc k e d  f il e s  an d  re gis try at re boot'  is  on . A f te r re s tore , you  w il l  be  as k e d  to 
re boot the  s ys te m , to re pl ac e  the  ol d  w ith the  re s tore d  re gis try. 
T o s e e  w hat' s  in  the  bac k e d  u p hiv e  f il e  w ithou t ac tu al l y re s torin g it, f ol l ow  the s e  
s te ps : 

1. R e s tore  the  hiv e  f il e  to a n e w  f il e  
2. Start R E G E DT 3 2-program  on  W in d ow s  2000/ N T  (n ot R E G E DI T .E X E ) , or 

R E G E DI T  on  W in d ow s  X P or l ate r. 
3 . Se l e c t H K E Y _L O CA L _M A CH I N E  or H K E Y _U SE R S k e y by m ou s e -c l ic k . 
4 . I n  R e gis try-m e n u , s e l e c t L oad  hiv e ... an d  s pe c if y re s tore d  hiv e  f il e  

8 .6 . S Q L  S e rv e r b a c k u p  
Strate s av e  s u pports  bac k u p of  ru n n in g SQ L  Se rv e r 2008 , 2008  R 2, 2005 , 2000, 7 .0 
d atabas e s . B ac k u ps  c an  be  f u l l , d if f e re n tial  or in c re m e n tal  (tran s ac tion  l ogs ) . T he  
bac k u ps  are  pe rf orm e d  throu gh the  SQ L  s e rv e r bac k u p program m in g in te rf ac e  or 
V SS, to as s u re  ac c u rac y of  bac k e d  u p d ata. 
F or n e tw ork  bac k u p of  SQ L  Se rv e r, the re  are  2 pos s ibl e  m od e s : U s in g a re m ote  
proc e s s , or re m ote  SQ L  Se rv e r f u n c tion . F or re m ote  SQ L  Se rv e r f u n c tion , the  SQ L  
Se rv e r m u s t be  c on f igu re d  to al l ow  re m ote  T CP/ I P ac c e s s . Se e  c hp. 8 .9., "N e tw ork  
Databas e  B ac k u p" f or d e tail s . 
Strate s av e  bac k s  u p SQ L  s e rv e r at the  databas e lev el. W ithin  m ac ros , you  c an  s e l e c t 
SQ L  s e rv e r d atabas e s  f or bac k u p. T he  mas ter databas e c on tain s  SQ L  s e rv e r s e c u rity 
an d  othe r c u s tom iz e d  s e ttin gs . T he  bac k e d  u p d atabas e s  are  s tore d  in  SQ L  s e rv e r 
d u m p f orm at, w hic h is  n ot c om patibl e  w ith the  raw  d atabas e  f il e s . 
Du rin g a full bac k u p, e n tire  d atabas e  is  bac k e d  u p. I n  a differential bac k u p, c han ge s  
are  bac k e d  u p, s in c e  l as t f u l l  bac k u p. Dif f e re n tial  bac k u ps  are  n ot s u pporte d  f or SQ L  
Se rv e r 6.5 . O ption al l y, d if f e re n tial  bac k u ps  c an  be  c on f igu re d  to f u l l y bac k u p the  
SQ L  s e rv e r. Du rin g incremental bac k u p, on l y the  u pd ate  s in c e  l as t in c re m e n tal  
bac k u p or l as t f u l l  or d if f e re n tial  bac k u p w il l  be  bac k e d  u p, k e e pin g the  bac k u ps  
s m al l . I n c re m e n tal  bac k u ps  are  the re f ore  f or s hort-in te rv al  bac k u ps . Du rin g re s tore , 
Strate s av e  au tom atic al l y re s tore s  the  f u l l  bac k u p, d if f e re n tial  an d  al l  in c re m e n tal  
bac k u ps  in  c orre c t ord e r, to re c ov e r the  d atabas e  to m os t re c e n t s tate . 
F or in c re m e n tal  bac k u ps  (T ran s ac tion  L og bac k u ps )  to w ork , SQ L  d atabas e  option  
trunc. log  on ch kpt. m u s t be  s e t of f  on  SQ L  Se rv e r 7 , or R e c ov e ry M od e l  m u s t be  s e t 
to F ull or Bulk-L og g e d  R e cov e ry  on  SQ L  Se rv e r 2008 / 2005 /  2000. O n  SQ L  Se rv e r 
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6.5 , d atabas e  option  T runcate  L og  on ch e ckpoint m u s t be  s e t of f , an d  Databas e  
De v ic e s  f or Databas e  an d  L ogs  s hou l d  be  d if f e re n t. T he s e  option s  m u s t be  s e t f or 
e v e ry d atabas e  w hic h is  bac k e d  u p w ith in c re m e n tal  bac k u ps . 
Y ou  c an  re s tore  the  d atabas e s  bac k  to SQ L  s e rv e r, if  SQ L  s e rv e r is  ru n n in g. 
A l te rn ativ e l y, you  c an  re s tore  the  bac k e d  u p SQ L  d atabas e (s )  to f il e (s ) . T he  re s u l te d  
f il e s  c an  the n  be  u s e d  as  in pu t to the  SQ L  s e rv e r E nterpris e M anager' s  re s tore . 
Strate s av e  al l ow s  re s tore  to n e w  SQ L  d atabas e . I f  a n e w  targe t d atabas e  n am e  
s pe c if ie d , a d ial og w il l  popu p d u rin g R e s tore , w he re  the  n e w  s torage  f il e  n am e s  c an  
be  c hos e n  an d  c on f irm e d . 
I f  you  w an t to re s tore  m as te r d atabas e , or re s tore  SQ L  s e rv e r af te r a f u l l  re s tore , s e e  
al s o c hp. 6.9., "F u l l  re s tore  of  SQ L  s e rv e r". 
A l te rn ativ e l y, SQ L  Se rv e r on  W in d ow s  2008 / 2003  c an  be  bac k e d  u p by V SS 
(V ol u m e  Sn aps hot Se rv ic e )  throu gh Se rv ic e  State \M SDE W rite r or 
V SS\Sq l Se rv e rW rite r. T he s e  are  al w ays  f u l l  bac k u ps , bu t the y c an  be  c om bin e d  w ith 
s tan d ard  SQ L  d if f e re n tial  an d  in c re m e n tal  bac k u ps . Sq l  Se rv e r W rite r is  f or SQ L  
Se rv e r 2008 / 2005  an d  is  ac tiv e  on l y if  the  SQ L  W rite r Se rv ic e  is  s tarte d . I f  SQ L  
W rite r Se rv ic e  is  ru n n in g the  SQ L  Se rv e r d atabas e s  are  n o l on ge r v is ibl e  u n d e r 
M SDE W rite r. T o s w itc h bac k  to M SDE W rite r u s age , s top SQ L  Se rv e r W rite r 
Se rv ic e , s e t it to M an u al  Start an d  s e t R e gis try V al u e  
H K L M \SY ST E M \Cu rre n tCon trol Se t\Se rv ic e s \V SS\Se ttin gs \M SDE V e rs ion Che c k in g 
to 0. 
SQ L  Se rv e r d atabas e  w ith V SS f u l l  bac k u p an d  s tan d ard  SQ L  
d if f e re n tial / in c re m e n tal  bac k u ps  m u s t be  re s tore d  in  2 ru n s . F irs t re s tore  the  V SS 
d atabas e  (u n d e r M SDE  w rite r or SQ L  Se rv e r w rite r)  w ith option  D on' t re cov e r 
re store d  S Q L  d atabase s = O n . T he n  R e s tore  the  in c re m e n tal / d if f e re n tial  SQ L  
d atabas e s  (s e l e c tabl e  u n d e r SQ L  Se rv e r) , w ith option  D on' t re cov e r re store d  S Q L  
d atabase s = O f f .  
V SS bac k u ps  w ith Sq l Se rv e rW rite r c an  be  re s tore d  u n d e r n e w  d atabas e  n am e  u n d e r 
the  s am e  in s tan c e . T he  n e w  d atabas e  m u s t n ot e x is t al re ad y. F or re n am e d  re s tore , a 
d ial og w il l  popu p d u rin g R e s tore , w he re  the  n e w  s torage  d ire c tory n am e s  c an  be  
c hos e n , bu t the  d atabas e  f il e  n am e s  re m ain  u n c han ge d , e v e n  if  the y c on tain  the  n am e  
of  the  bac k e d  u p d atabas e . T his  l im itation  is  giv e n  by SQ L  Se rv e r V SS w rite r.  

8 .7 . E x c h a n g e  S e rv e r b a c k u p  
Strate s av e  s u pports  bac k u p of  ru n n in g E x c han ge  Se rv e r 2010, 2007 , 2003  an d  2000 
d atabas e s . B ac k u ps  c an  be  f u l l , d if f e re n tial  or in c re m e n tal . T he  bac k u ps  are  
pe rf orm e d  throu gh the  E x c han ge  s e rv e r bac k u p program m in g in te rf ac e  (E SE 98 )  or 
V SS, to as s u re  ac c u rac y of  bac k e d  u p d ata (E x c han ge  2010 on l y V SS) . 
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E x c h a n g e  b a c k u p  t h r o u g h  E S E 9 8  i n t e r fa c e   
F or n e tw ork  bac k u p of  E x c han ge  Se rv e r, the re  are  2 pos s ibl e  m od e s : U s in g a re m ote  
proc e s s , or re m ote  E x c han ge  Se rv e r bac k u p f u n c tion . F or re m ote  E x c han ge  Se rv e r 
bac k u p f u n c tion s , E SE B CL I 2.DL L  m u s t be  c opie d  to bac k u p s e rv e r f rom  E x c han ge  
Se rv e r. A l s o re m ote  bac k u p of  E x c han ge  Se rv e r m u s t be  e n abl e d  f or E x c han ge  
Se rv e r 2007 . Se e  c hp. 8 .9., "N e tw ork  Databas e  B ac k u p" f or d e tail s . 
Strate s av e  bac k s  u p E x c han ge  s e rv e r at the  databas e lev el. W ithin  m ac ros , you  c an  
s e l e c t l oc al  or re m ote  E x c han ge  Se rv e r s e rv e r f or bac k u p. E x c han ge  Se rv e r 
2007 / 2003 / 2000 is  s how n  u n d e r E SE 98 -tre e . E SE 98  is  a bac k u p protoc ol  u s e d  by 
E x c han ge  Se rv e r. I f  in s tal l e d , othe r E SE 98 -c om patibl e  d atabas e s  c an  al s o be  s e l e c te d  
u n d e r that tre e . 
Du rin g a full bac k u p, e n tire  d atabas e  is  bac k e d  u p. I n  a differential bac k u p, c han ge s  
(d atabas e  l ogs )  are  bac k e d  u p, s in c e  l as t f u l l  bac k u p. O ption al l y, d if f e re n tial  bac k u ps  
c an  be  c on f igu re d  to f u l l y bac k u p the  E x c han ge  s e rv e r. Du rin g incremental bac k u p, 
on l y the  u pd ate  s in c e  l as t in c re m e n tal  bac k u p w il l  be  bac k e d  u p, k e e pin g the  
bac k u ps  s m al l . I n c re m e n tal  bac k u ps  are  the re f ore  f or s hort-in te rv al  bac k u ps . Du rin g 
re s tore , Strate s av e  au tom atic al l y re s tore s  the  f u l l  bac k u p, d if f e re n tial  an d  al l  
in c re m e n tal  bac k u ps  in  c orre c t ord e r, to re c ov e r the  d atabas e  to m os t re c e n t s tate . 
E x c han ge  s e rv e r d oe s  n ot al l ow  both in c re m e n tal  an d  d if f e re n tial  bac k u ps  in  bac k u p 
pl an . O n l y in c re m e n tal  or d if f e re n tial  bac k u ps  c an  be  d on e , n ot both. 
Du rin g R es tore, s e l e c t the  Store  or Storage  G rou p, an d  al s o s e l e c t the  c orre s pon d in g 
L ogs -f ol d e r (w ith the  .l og d atabas e s )  u n d e r the  Storage  G rou p.T he  L ogs  are  c om m on  
f or al l  Store s  pe r Storage  G rou p. T he  L ogs -f ol d e r m u s t be  s e l e c te d  if  an y Store  f rom  
the  Storage  G rou p is  be in g re s tore d . 
R e s torin g to E x ch ange S erv er R ecov ery  S torage G roup is  s u pporte d , f or l oc al  an d  
N e tw ork  B ac k u p. T his  al l ow s  e x trac tin g s in gl e  m ail box e s , f or e x am pl e  if  it is  
n e c e s s ary to re c ov e r d e l e te d  m ail s . Se e  E x c han ge  Se rv e r or on l in e  d oc u m e n tation  f or 
d e tail s  on  how  to u s e  the  E x c han ge  Se rv e r R e c ov e ry Storage  G rou p. 

E x c h a n g e  b a c k u p  w i t h  V S S   
E x c han ge  Se rv e r 2010/ 2007 / 2003  c an  be  bac k e d  throu gh V SS. E x c han ge  2010/ 2007  
V SS bac k u ps  al s o s u pport in c re m e n tal  bac k u ps . Strate s av e  is  V SS E x c han ge  Se rv e r 
2010/ 2007  aw are  an d  s u pports  E x c han ge  Se rv e r 2007  V SS re s tore s  to a d if f e re n t 
s torage  grou p or to a re c ov e ry s torage  grou p. E x c han ge  2010 d atabas e s  c an  be  
re s tore d  to d if f e re n t d atabas e  or to re c ov e ry d atabas e . F or this  to w ork , the  n e w  targe t 
s torage  grou p an d  targe t d atabas e  m u s t be  c re ate d  in  ad v an c e  an d  Pow e rs he l l  2.0 
n e e d s  to be  in s tal l e d  on  E x c han ge  Se rv e r. Se l e c t the  d atabas e  or s torage  grou p to 
re s tore , an d  w ith right-m ou s e -c l ic k  c hoos e  R e s tore  to al te rn ate  d ire c tory/ d atabas e ... 
I n  the  d ial og, m od if y the  targe t to poin t to n e w  n am e .  
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I f  n e e d e d  you  c an  al s o re s tore  the  bac k e d  u p d atabas e (s )  to f il e (s ) , f or m an u al  
proc e s s in g. 

8 .8 . E x c h a n g e  S e rv e r- a n d  S Q L  S e rv e r i n c re m e n t a l  
b a c k u p  
Strate s av e  s u pports  in c re m e n tal  bac k u ps  (tran s ac tion  l og bac k u ps ) . T he s e  pu re l y 
in c re m e n tal  bac k u ps  c on tain  on l y the  c han ge d  d ata s in c e  l as t in c re m e n tal  bac k u p (or 
l as t f u l l / d if f e re n tial  bac k u p, if  it is  f irs t in c re m e n tal  bac k u p) . 

W h y  i n c r e m e n t a l  d a t a b a s e  b a c k u p s ?  
T he  s tan d ard  f u l l  or d if f e re n tial  bac k u ps  are  n orm al l y ru n  on l y on c e  pe r d ay, w hic h 
u s u al l y is  s u f f ic ie n t f or pu re  f il e  d ata. F or d atabas e  d ata thou gh, it c an  be  im portan t 
to re c ov e r to a m ore  ac c u rate  in s tal l ation  af te r a c ras h. I f  SQ L  s e rv e r c om pl e te s  a 
tran s ac tion , an d  c ras he s  l ate r in  the  d ay, it m ay be  im portan t to re c ov e r to a s tate  
w hic h c on tain s  this  tran s ac tion . B e s t is  to re c ov e r to the  e x ac t s tate  be f ore  the  c ras h, 
or at l e as t to a s tate  as  c l os e  as  pos s ibl e . T he  s am e  appl ie s  to E x c han ge  s e rv e r. I f  the  
E x c han ge  s e rv e r has  re c e iv e d  an  e m ail , the  s e n d in g s id e  tak e s  it f or gran te d  that this  
e m ail  w il l  e v e n tu al l y be  re c e iv e d  an d  re ad . T he  l os s  of  e m ail  m e s s age s , w hic h hav e  
be e n  re c e iv e d  bu t n ot ye t re ad , an d  w hic h hav e  n ot be e n  bac k e d  u p, c an  pos s ibl y hu rt 
bu s in e s s  re l ation s hips . 
H e re  the  d atabas e  in c re m e n tal  bac k u ps  c an  he l p you . Sin c e  the y c on tain  on l y d ata 
ad d e d  or u pd ate d  s in c e  l as t in c re m e n tal  bac k u p, in c re m e n tal  bac k u ps  are  s m al l , an d  
c an  the re f ore  be  re pe ate d  v e ry of te n , to k e e p the  c ritic al  "tim e  w in d ow  of  pote n tial  
d ata l os s " v e ry s m al l . I n c re m e n tal  d atabas e  bac k u ps  c an  f or e x am pl e  be  re pe ate d  
e v e ry 3 0 m in u te s , e v e ry 10 m in u te s , or e v e n  m ore  of te n  (to on c e  pe r m in u te  s horte s t 
in te rv al ) . I n c re m e n tal  bac k u ps  c on tain  typic al l y 5 M B yte s  of  d ata f or E x c han ge  
s e rv e r, an d  1M B yte s  or l e s s  f or SQ L  s e rv e r pe r d atabas e , d e pe n d in g on  how  m u c h 
d ata c han ge d  s in c e  l as t in c re m e n tal  bac k u p. T he s e  f igu re s  c an  be  s m al l e r if  
c om pre s s e d  bac k u ps  are  u s e d . I f  f or e x am pl e , the  E x c han ge  s e rv e r is  f u l l y bac k e d  u p 
on c e  pe r w e e k , w ith in c re m e n tal  bac k u ps  e v e ry 5  m in u te s , approx . 
5 * 12* 24 * 7 = 10' 000 M B yte s = 10G B yte s  s pac e  is  re q u ire d  to s tore  the  in c re m e n tal  
d ata. T his  c an  e as il y be  s tore d  on  a s in gl e  hard  d riv e . SQ L  s e rv e r s u pports  
in c re m e n tal  an d  d if f e re n tial  bac k u ps . A  u s e f u l  c om bin ation  the re  m ight be  w e e k l y 
f u l l  bac k u ps , d ail y d if f e re n tial  bac k u ps , an d  in c re m e n tal  bac k u ps  e v e ry 5  m in u te s . I n  
this  c as e  the  in c re m e n tal  d ata m u s t be  k e pt f or on l y on e  d ay, s av in g d is k  s pac e . 
E x c han ge  s e rv e r u n f ortu n ate l y s u pports  on l y d if f e re n tial  or in c re m e n tal  bac k u ps , n ot 
both in  the  s am e  bac k u p pl an . T his  m e an s  e ithe r f u l l  E x c han ge  bac k u p e v e ry n ight, 
or e v e ry w e e k  bu t m ore  d is k  s pac e  m u s t be  re s e rv e d  f or the  in c re m e n tal  bac k u ps , 
be c au s e  the y c ov e r u pd ate s  s in c e  l as t w e e k l y bac k u p. 
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V S S  i n c r e m e n t a l  b a c k u p s  
V SS (V ol u m e  Sn aps hot Se rv ic e )  d atabas e s  c an  al s o be  s e l e c te d  f or in c re m e n tal  
bac k u ps , bu t on l y thos e  V SS w rite r w hic h s u pport in c re m e n tal  bac k u ps . F or e x am pl e  
V SS E x c han ge  s u pports  in c re m e n tal  bac k u ps , w hil e  V SS SQ L  d oe s  n ot. 

I n c r e m e n t a l  d a t a b a s e  b a c k u p s  a n d  V S S  fu l l  b a c k u p s  
I n c re m e n tal  SQ L  Se rv e r bac k u ps  c an  be  c om bin e d  w ith V SS (V ol u m e  Sn aps hot 
Se rv ic e )  f u l l  bac k u ps  (M SDE W rite r, Sq l Se rv e rW rite r) . 

R e s t o r e  fr o m  i n c r e m e n t a l  d a t a b a s e  b a c k u p s  
I n c re m e n tal  d atabas e  bac k u ps  are  al s o l is te d  in  L og, an d  are  the re f ore  f u l l y k e pt 
trac k e d  of  by Strate s av e . I f  a d atabas e  is  s e l e c te d  f or re s tore , Strate s av e  au tom atic al l y 
re s tore s  the  f u l l  d atabas e  d ata, d if f e re n tial  d ata, an d  al l  in c re m e n tal  bac k u ps  in  the  
right ord e r. T he  d atabas e  is  re s tore d  to m os t re c e n t s tate  au tom atic al l y. I f  d e s ire d , the  
proc e s s  c an  al s o be  d on e  "m an u al l y", an d  in d iv id u al  d if f e re n tial  an d  in c re m e n tal  
bac k u ps  c an  be  re s tore d  to the  d atabas e  as  d e s ire d . O ption al l y, the  bac k u ps  c an  al s o 
be  re s tore d  to f il e , f or f u rthe r proc e s s in g w ith othe r m e thod s  or d atabas e  tool s . 
Databas e s  w ith V SS f u l l  bac k u p an d  s tan d ard  d if f e re n tial / in c re m e n tal  bac k u ps  
m u s tbe  re s tore d  in  2 ru n s . F irs t re s tore  the  V SS d atabas e  w ith option  D on' t re cov e r 
re store d  S Q L  d atabase s = O n . T he n  R e s tore  the  in c re m e n tal / d if f e re n tial  SQ L  
d atabas e s  (s e l e c tabl e  u n d e r SQ L  Se rv e r) , w ith option  D on' t re cov e r re store d  S Q L  
d atabase s = O f f . 

B a c k u p  s t o r a g e  fo r  i n c r e m e n t a l  d a t a b a s e  b a c k u p s  
I n c re m e n tal  d atabas e  bac k u ps  c an  be  s tore d  on  f ix e d  d is k  on l y. B u t the y c an  be  
c om bin e d  w ith d if f e re n tial  or f u l l  bac k u ps  to tape  or re m ov abl e  d is k s . A l l  
in c re m e n tal  d atabas e  bac k u ps  are  s tore d  to s am e  d ire c tory, u n til  a f u l l  or d if f e re n tial  
bac k u ps  w ith s am e  d atabas e  is  d on e . T he n  the  in c re m e n tal  d atabas e  bac k u ps  are  
s tore d  on  n e x t d ire c tory in  rotation  s c he m e . F or in c re m e n tal  d atabas e  bac k u ps , the  
rotation  is  d on e  arou n d  the  bas in g f u l l  or d if f e re n tial  bac k u ps . 

8 .9 . N e t w o rk  D a t a b a s e  B a c k u p  
Strate s av e  s u pports  d atabas e s  bac k e d  u p re m ote l y. T his  w ork s  e v e n  if  the  s e rv e r 
Sof tw are  is  n ot in s tal l e d . F or e x am pl e  a W in d ow s  X P Prof e s s ion al  c an  f u l l y bac k u p a 
W in d ow s  2008  or 2003  Se rv e r or A d v an c e d  s e rv e r w ith SQ L  an d  E x c han ge  Se rv e r 
d atabas e s . A d m in is trator ac c e s s  is  n e e d e d  f or R e m ote  bac k u p of  SQ L  or E x c han ge  
Se rv e r. 
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8 . 9 . 1.  S Q L  S e r v e r  
F or n e tw ork  bac k u p of  SQ L  Se rv e r, the re  are  2 pos s ibl e  m od e s : U s in g a re m ote  
proc e s s , or re m ote  SQ L  Se rv e r f u n c tion . T his  c an  be  s e l e c te d  in  SQ L  Se rv e r B ac k u p 
Se ttin gs  (in  l e f t pan e  u n d e r Se ttin gs ) . T he  re m ote  proc e s s  u s e s  m ore  ov e rhe ad , bu t 
w ork s  s om e tim e s  w he re  re m ote  SQ L  f u n c tion s  d o n ot, be c au s e  SQ L  Se rv e r bac k u p is  
s tarte d  l oc al l y on  the  m ac hin e  w ith SQ L  Se rv e r. Pe r d e f au l t, SQ L  Se rv e r f u n c tion  is  
u s e d . 

A d d i t i o n a l  i n fo  o n  r e m o t e  S Q L  S e r v e r  fu n c t i o n  
Strate s av e  u s e s  O DB C3 2 d riv e r, w hic h is  in c l u d e d  w ith W in d ow s . I t is  n ot al w ays  
pos s ibl e  to prov id e  re m ote  ac c e s s  u s e rn am e / pas s w ord , s o u s e rn am e / pas s w ord  on  
Strate s av e  bac k u p c om pu te r s hou l d  m atc h w ith SQ L  s e rv e r. A l s o the  SQ L  Se rv e r 
m u s t be  c on f igu re d  f or re m ote  T CP/ I P ac c e s s , an d  the  bac k u p Se rv e r w he re  
Strate s av e  is  ru n  s hou l d  hav e  ac tu al  v e rs ion  of  SQ L  c l ie n t c on n e c tiv ity (M DA C)  or 
the  l ate s t W in d ow s  s e rv ic e  pac k  in s tal l e d . T he re  are  al s o f ire w al l  port s e ttin gs  to be  
c on f igu re d  f or re m ote  SQ L  Se rv e r ac c e s s  (T CP port 14 3 3 , U DP port 14 3 4 , program  
s q l s e rv r.e x e , s e e  SQ L  Se rv e r d oc u m e n tation  f or d e tail s ) .  

A d d i t i o n a l  i n fo  o n  r e m o t e  P r o c e s s  
T his  s om e tim e s  d oe s  n ot w ork  if  the  SQ L  Se rv e r ru n s  u n d e r Sys te m  ac c ou n t, w he re  
A c c e s s  is  d e n ie d . I f  this  happe n s , try ru n n in g SQ L  Se rv e r u n d e r a d if f e re n t ac c ou n t, 
or u s e  re m ote  SQ L  Se rv e r f u n c tion . 

8 . 9 . 2.  E x c h a n g e  S e r v e r  
F or n e tw ork  bac k u p of  E x c han ge  Se rv e r, the re  are  2 pos s ibl e  m od e s : U s in g a re m ote  
proc e s s , or re m ote  E x c han ge  Se rv e r bac k u p f u n c tion . T his  c an  be  s e l e c te d  in  
E x c han ge  Se rv e r B ac k u p Se ttin gs  (in  l e f t pan e  u n d e r Se ttin gs ) . T he  re m ote  proc e s s  
u s e s  m ore  ov e rhe ad , bu t w ork s  s om e tim e s  w he re  re m ote  E x c han ge  f u n c tion s  d o n ot, 
be c au s e  E x c han ge  Se rv e r bac k u p is  s tarte d  l oc al l y on  the  m ac hin e  w ith E x c han ge  
Se rv e r. Pe r d e f au l t, re m ote  proc e s s  is  u s e d  f or re s tore , f u l l  bac k u ps  an d  d if f e re n tial  
bac k u ps , bu t n ot f or the  v e ry f re q u e n t in c re m e n tal  d atabas e  bac k u ps . 

A d d i t i o n a l  i n fo  o n  r e m o t e  E x c h a n g e  S e r v e r  fu n c t i o n  
Strate s av e  u s e s  e d bbc l i.d l l  f or E x c han ge  Se rv e r 5 .5 , e s e bc l i2.d l l  f or E x c han ge  Se rv e r 
2007 / 2003 / 2000 (E SE 98 ) . T he s e  d l l s  d on ' t c om e  w ith W in d ow s , bu t the y c an  be  
c opie d  f rom  E x c han ge  s e rv e r to bac k u p s e rv e r (\W in d ow s \Sys te m 3 2 or Strate s av e  
program  d ire c tory) . I t is  n ot pos s ibl e  to prov id e  re m ote  ac c e s s  u s e rn am e / pas s w ord , s o 
u s e rn am e / pas s w ord  on  Strate s av e  bac k u p c om pu te r s hou l d  m atc h w ith E x c han ge  
s e rv e r. F or re m ote  bac k u p of  E x c han ge  Se rv e r 2007 / 2003 / 2000 s e l e c tin g s e rv e r w ith 
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I P-ad d re s s  c u rre n tl y d oe s  n ot w ork , s o s e rv e rn am e  m u s t be  s pe c if ie d  in s te ad  of  
s e rv e r' s  I P-ad d re s s .  
F or E x c han ge  Se rv e r 2007 , re m ote  bac k u p of  E x c han ge  Se rv e r m u s t be  e n abl e d  on  
the  E x c han ge  Se rv e r c om pu te r. Cre ate  re gis try DW O R D V al u e  
H K L M \Sys te m \Cu rre n tCon trol Se t\Se rv ic e s \M SE x c han ge I S\Param e te rs Sys te m \E n abl
e  R e m ote  Stre am in g B ac k u p, s e t it to v al u e  1. I f  the  bac k u p c om pu te r w he re  
Strate s av e  ru n s  is  3 2-bit, bu t the  E x c han ge  Se rv e r is  64 -bit, c opy E SE B CL I 2.DL L  
f rom  3 2-bit E x c han ge  v e rs ion  to bac k u p s e rv e r. Sim il arl y, if  E x c han ge  Se rv e r is  3 2-
bit bu t B ac k u p Se rv e r is  64 -bit, 64 -bit E SE B CL I 2.DL L  f rom  64 -bit E x c han ge  
in s tal l ation  is  re q u ire d  on  bac k u p Se rv e r. U s e  the  l ate s t E SE B CL I 2.DL L  f rom  
E x c han ge  Se rv e r 2007  f or bac k u p/ re s tore  of  E x c han ge  Se rv e r 2007 . 
I f  probl e m s  oc c u r d u rin g re m ote  d atabas e  bac k u p or re s tore , pl e as e  c he c k  f irs t that 
l ogge d  in  u s e rn am e / pas s w ord  has  re m ote  A d m in is trator ac c e s s  on  the  re m ote  
c om pu te r to be  bac k e d  u p or re s tore d . A l s o c he c k  f or E v e n tl og-m e s s age s  on  
SQ L / E x c han ge  Se rv e r. 
Se e  al s o: c hp. 8 .1., "N e tw ork  bac k u p w ith Strate s av e ". 

8 .10 . V S S  /  O p e n  F i l e  B a c k u p  
O pe n  F il e  B ac k u p is  s u pporte d  f or l oc al  an d  N e tw ork  bac k u ps  (n ot f or W in d ow s  
2000) . I t u s e s  V olume S naps h ot S erv ice ( V S S ) , w hic h is  bu il t in  W in d ow s . 
A t s tart of  bac k u p, a Sn aps hot is  tak e n  of  al l  d is k s  to be  bac k e d  u p. T he  Sn aps hot is  
the n  bac k e d  u p. T his  has  the  ad v an tage , that the  s tate  of  al l  bac k e d  u p f il e s  is  tak e n  
at the  s am e  tim e . Strate s av e  al s o bac k s  u p the  Sys te m  State  "V SS-aw are ", f ol l ow in g 
the  V SS gu id e l in e s . 
V SS W rite rs  c an  be  s e l e c te d  f or bac k u p u n d e r V SS-d atabas e  tre e . F or e x am pl e  
E x c han ge  Se rv e r, SQ L  Se rv e r hav e  w rite rs  an d  are  the re f ore  s e l e c tabl e  u n d e r V SS. 
SQ L  Se rv e r d atabas e s  are  s e l e c tabl e  u n d e r Se rv ic e  State \M SDE W rite r. I f  the  SQ L  
W rite r Se rv ic e  is  ru n n in g, SQ L  Se rv e r 2008 / 2005  d atabas e s  are  u n d e r 
V SS\Sq l Se rv e rW rite r. B ac k u ps  of  V SS d atabas e s  are  c u rre n tl y al w ays  f u l l  bac k u ps , 
bu t SQ L  Se rv e r V SS f u l l  bac k s  c an  be  c om bin e d  w ith n orm al  d if f e re n tial  an d  
in c re m e n tal  SQ L  Se rv e r bac k u ps . 
W hil e  V S S  databas es  are  bac k e d  u p as  f il e s  it is  n ot s u f f ic ie n t to s e l e c t f or bac k u p 
on l y the  d ire c torie s  w he re  d atabas e s  are  s tore d . O n l y if  the  d atabas e s  are  s e l e c te d  
u n d e r V SS tre e  the re  is  the  c orre c t s n aps hot w hic h is  c re ate d  in  c oope ration  w ith the  
w rite rs . I f  the  V SS d atabas e s  an d  the  c orre s pon d in g f il e s / d ire c torie s  are  both 
s e l e c te d , the re  is  n o d u pl ic ation  in  bac k u p, e ac h V SS d atabas e  in te rn al l y poin ts  to its  
d atabas e  f il e (s ) . So it is  pos s ibl e  to s e l e c t e n tire  d riv e s  an d  the  V SS d atabas e s . 
Du rin g D isaste r R e cov e ry , w he re  in  the  f irs t s te p the  partition  im age s  are  re s tore d  or 
al l  f il e s  an d  d ire c torie s  w ith Sys te m  State , it is  of te n  n ot n e c e s s ary to d o the  s e c on d  
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re s tore  s te p f or the  V SS d atabas e s , be c au s e  the  d atabas e  d ata is  al re ad y re s tore d  w ith 
the  f il e s  an d  the  c on f igu ration  is  al s o re s tore d  w ith f il e s  an d  re gis try.  
O pe n  F il e  bac k u p c an  be  e n abl e d  in  Dial og Backup parame te rs. O ption al l y, you  c an  
re v e rt to n orm al  bac k u p if  Sn aps hot c an n ot be  c re ate d . 
T o bu il d  an d  m ain tain  a Sn aphot, bac k u p priv il e ge  is  re q u ire d  an d  e n ou gh f re e  d is k  
s pac e  m u s t be  av ail abl e . I f  n ot e n ou gh d is k  is  av ail abl e , Sn aps hot au tom atic al l y 
te rm in ate s  d u rin g bac k u p, an d  bac k u p f ail s  on  e rror. 

8 .11. D i s a s t e r R e c o v e ry  
Dis as te r R e c ov e ry (f u l l y re s torin g a Sys te m  w ithou t re in s tal l in g W in d ow s  an d  
Strate s av e )  n e e d s  a W in d ow s  PE  (Pre in s tal l  E n v iron m e n t)  CD/ DV D to boot f rom . 
T his  c an  be  V is ta PE  or W in d ow s  PE  2.0, B art PE  (f or W in d ow s  X P+ 2003 ) . 
Strate s av e .e x e  c an  be  ru n  f rom  PE  e n v iron m e n t. F or n e tw ork  d is as te r re c ov e ry w he re  
Strate s av e  ru n s  on  a d if f e re n t c om pu te r, you  w il l  be  prom pte d  to s tart ST SR E .E X E  
on  the  targe t c om pu te r.  
Dis as te r re c ov e ry is  n atu ral l y d on e  f rom  I m age  bac k u p, bu t Strate s av e  s u pports  
Dis as te r re c ov e ry f rom  both I m age  bac k u p an d  F il e  bac k u p w ith Sys te m  State . T his  
w ork s  be c au s e  f il e  bac k u ps  are  pre c is e : N T F S s pe c ial itie s  (Se c u rity, L in k s , Stre am s , 
Spars e  F il e s  e tc .)  are  in c l u d e d  in  bac k u p.  
T he  f irs t s te p is  u s u al l y to R e s tore  Dis k  H e ad e r or partition  targe t d riv e .  
T he n  R e s tore  the  s ys te m  partition  an d  othe r partition s .  

R e m a r k s  
Strate s av e  al s o s u pports  the  A SR  (A u tom ate d  Sys te m  R e c ov e ry)  proc e d u re  w ith 
pre pare d  f l oppy on  W in d ow s  2003 + X P, bu t this  is  rare l y u s e d .  
R e m ov abl e  Storage  M an age r (R SM )  f or tape  au tol oad e rs  c an ' t be  u s e d  in  W in d ow s  
PE  d u rin g d is as te r re c ov e ry f or l oc al  re s tore s . T ape s  an d  tape  au tol oad e rs  c an  be  u s e d  
in  SCSI  d ire c t m od e .  
O n  W in d ow s  PE  2.0, u s e  N E T SH -c om m an d  to c on f igu re  N e tw ork  an d  N E T -
c om m an d  to to m ap re m ote -d riv e s . B artPE  an d  V is taPE  hav e  tool s  in c l u d e d  f or that 
pu rpos e .  
O n  W in d ow s  2003 , if  M SDT C s e rv ic e  f ail s  to s tart or s ys te m  s pe n d s  v e ry l on g tim e  
w ith "A ppl yin g c om pu te r s e ttin gs ..." d u rin g re boot, ru n  c om m an d  M SDT C -re s e tl og 
f rom  the  c om m an d  prom pt in  s af e  m od e .  
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8 .12 . E n c ry p t e d  b a c k u p s  
Strate s av e  al l ow s  bac k u ps  option al l y to be  s tore d  e n c rypte d . T he  re as on  to s tore  
bac k u p e n c rypte d , is  that bac k u p m e d ia, e s pe c ial l y tape s  an d  re m ov abl e  d is k s , c an  
e as il y be  s tol e n  or c opie d . T he  bac k u ps  v e ry of te n  c on tain  c on f id e n tial  d ata. I f  
s om e on e  has  ac c e s s  to a bac k u p m e d ia w he re  bac k u p is  s tore d  e n c rypte d , he / s he  c an  
c opy or d e s troy the  m e d ia, bu t c an  n ot re trie v e  the  d ata, w ithou t al s o hav in g the  
e n c ryption  k e y. E n c ryption  is  d on e  f or the  bac k u p d ata. T he  c atal og is  e n c rypte d , if  it 
is  s tore d  on  tape  or re m ov abl e  d is k , bu t re m ain s  u n e n c rypte d , if  s tore d  on  f ix e d  d is k  
or n e tw ork  s e rv e r d is k . T he  L og (l is t of  e x e c u te d  bac k u ps )  is  al s o s tore d  
u n e n c rypte d ..  

P u b l i c / p r i v a t e  k e y  e n c r y p t i o n  
Strate s av e  e n c rypte d  bac k u ps  are  e n c rypte d  w ith a pu bl ic / priv ate  e n c ryption  s c he m e . 
F or the  bac k u p, on l y the  pu bl ic  k e y is  re q u ire d . F or au tom atic  bac k u p, the  pu bl ic  k e y 
is  u s e d  v e ry of te n , an d  c an  be  s tore d  in  s ys te m  s tas h or in  a f il e  (s e e  al s o bac k u p 
program s  c om m n ad l in e  param e te r / E N CR Y PT K E Y F I L E = ) . I f  s om e on e  m an age s  to 
ge t han d  on  the  bac k u p tape , an d  al s o s om e how  re ad s  the  s tore d  e n c ryption  k e y, 
he / s he  s til l  c an  n ot re trie v e  the  bac k e d  u p d ata. F or the  re s tore , the  priv ate  k e y is  
re q u ire d  to type  in . Sin c e  the  priv ate  k e y is  on l y n e e d e d  f or the  re s tore  (an d  f or the  
f il e -c om pare ) , it c an  be  k e pt s e c re tl y in  a s af e  pl ac e . 

W h a t  t o  c h o o s e  fo r  k e y ?  
T he  (priv ate )  k e y is  s ort of  a pas s w ord  or pas s phras e . A  k e y c an  be  s pe c if ie d  as  a 
s trin g of  u ppe rc as e  an d  l ow e rc as e  l e tte rs , d e c im al  d igits , the  u n d e rl in e  c harac te r, an d  
the  d ot c harac te r (A -Z ,a-z ,0-9,_,.) . T he  k e y s hou l d  be  l arge r than  a u s u al  l ogon -
pas s w ord , be c au s e  a k e y c rac k e r w ho al re ad y has  you r bac k u p c an  try ou t l ots  of  
pos s ibl e  k e y c om bin ation s  in  s hort tim e , w ithou t you  n otic in g. A  k e y that prov id e s  
optim al  s e c u rity is  m ad e  of  20-22 or m ore  c om pl e te l y ran d om  c harac te rs . Strate s av e  
has  a bu il tin  ran d om  k e y ge n e rator, throu gh R an d om -bu tton  in  K e y-in pu t-d ial og. 
R an d om  ge n e rate d  k e ys  are  hard  to re m e m be r, s o you  probabl y m u s t w rite  it d ow n  
s om e w he re . A l te rn ativ e l y, you  c an  c hoos e  a pas s phras e  as  you r k e y, u p to 25 5  
c harac te rs  are  s ign if ic an t. B e c au s e  the  pas s phras e  is  n ot pu re l y ran d om , it s hou l d  be  
m ad e  of  l ots  m ore  than  20 c harac te rs . Spac e s  are  re pl ac e d  by u n d e rl in e -c harac te rs . A  
pos s ibl e  pas s phras e  is  "I _l iv e _in _a_be au tif u l _gre e n _hou s e _n e ar_the _be ac h.". T his  is  
s om e thin g you  pos s ibl y c an  re m e m be r. 
W he the r you  c hoos e  a ran d om  k e y, or a te x tu al  pas s phras e , it is  im portan t to n ot l os e  
or f orge t you r k e y. O the rw is e  you  w on ' t be  abl e  to re s tore  you r d ata, an d  n obod y c an  
he l p you  ou t. E v e n  hav in g the  pu bl ic  k e y d oe s  n ot he l p, be c au s e  that k e y is  u s e d  to 
m ak e  bac k u p on l y. 
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W h a t  a l g o r i t h m s  d o e s  S t r a t e s a v e  u s e  fo r  e n c r y p t i o n ?  
A d v an c e d  e n c ryption  te c hn ol ogie s  E l l iptic  Cu rv e , SH A 1, A E S R ij n d ae l . 

H o w  t o  m a x i m i z e  s e c u r i t y ?  
N ow  that s om e on e  c an ' t re trie v e  the  d ata, e v e n  w ith the  pu bl ic  k e y u s e d  to m ak e  the  
bac k u ps , he / s he  c an  try to re pl ac e  you r pu bl ic  k e y, w ith a d if f e re n t pu bl ic  k e y, l e t 
you  m ak e  the  bac k u p w ith the ir pu bl ic  k e y, an d  the n  c opy or s te al  the  tape  l ate r, af te r 
you  the n  m ak e  the  bac k u p. T his  is  of  c ou rs e  m ore  d if f ic u l t than  s im pl y re ad in g the  
k e y. Stil l , it' s  be s t f or you  to giv e  on l y tru s te d  pe opl e  ac c e s s  to you r PC. I f  you  are  
s u s pic iou s  s om e on e  m ight hav e  c han ge d  you r pu bl ic  k e y, you  c an  re s tore  s om e  f il e s  
f rom  l ate s  bac k u p, or m ak e  f il e -c om pare  af te r bac k u p, w hic h re q u ire s  priv ate  k e y. I f  
the  ope ration  s u c c e e d e s , bac k u p w as  m ad e  w ith the  c orre c t pu bl ic  k e y. 

S u m m a r y :  
Pu bl ic / priv ate  k e y e n c ryption  is  a pow e rf u l  tool , bu t s tan d ard  s e c u rity m e as u re s  
(k e e p you r PCs , bac k u p m e d ia an d  pu bl ic  k e y s e c u re d )  s hou l d  s til l  be  f ol l ow e d . 
U tm os t c are  m u s t be  tak e n  to prote c t the  priv ate  k e y, to 1. n ot l os e  it, an d  2. n obod y 
e l s e  c an  ge t han d s  at it. 

H o w  t o  g e t  t h e  p u b l i c  k e y  fr o m  p r i v a t e  k e y ,  a n d  v i c e  v e r s a ?  
T he  priv ate  k e y is  the  ran d om  k e y you  d e f in e . E ac h priv ate  k e y has  a f ix e d  as s ign e d  
pu bl ic  k e y. T o ge t the  pu bl ic  f rom  priv ate  k e y, go to m e n u  Spe c ial -
>Pas s w ord s / E n c ryption  k e y. T he n  Pu s hbu tton  A d d ..., s e l e c t E n c ryption  k e y. I n  the  
in pu t f ie l d , type  you r priv ate  k e y, pre s s  K e y I n f o... l e ad s  to d ial og  E n c ryption  K e y 
I n f o, w hic h s how s  the  pu bl ic  k e y. Y ou  c an  c opy/ pas te  or prin t it f rom  this  d ial og. 
A l thou gh pu bl ic  k e y is  f ol l ow e d  f rom  priv ate  k e y, the  in v e rs  c an n ot be  c al c u l ate d . I t 
is  im pos s ibl e  to ge t priv ate  k e y f rom  pu bl ic  k e y. I t is  im portan t to k e e p the  priv ate  
k e y, w hic h is  re q u ire d  f or the  re s tore , s tore d  s e c re tl y an d  s af e l y. 
Se e  al s o c hp. 8 .14 ., "W he re  the  pas s w ord s / e n c ryption  k e ys  are  s tore d ". 

8 .13 . D i a l o g  P a s s w o rd s / E n c ry p t i o n  k e y  
Start f rom  M e n u  S pe cial -> P assw ord s/ E ncry ption ke y .... H e re  you  c an  
ad d / e d it/ re m ov e  the  s tore d  pas s w ord s  an d  e n c ryption  k e y in  the  Strate s av e  pas s w ord  
l is t. Strate s av e  option al l y s av e s  the  pas s w ord  it n e e d s  f or n e tw ork  an d  d atabas e  
ac c e s s . 
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T he  l is tv ie w  s how s  al l  s tore d  pas s w ord s , w ith R e s ou rc e  n am e , type  of  re s ou rc e , 
u s e rn am e , an d  a f l ag if  the  pas s w ord / e n c ryption  k e y has  be e n  d e f in e d , d e f in e d  f or 
te m porary s torage , or n ot d e f in e d . Y ou  c an  d ou bl e  c l ic k  on  the  l is tv ie w  ite m  to e d it 
its  pas s w ord , or c l ic k  w ith right m ou s e  bu tton  to popu p a m e n u  w he re  you  c an  
c hoos e  to e d it/ c l e ar pas s w ord , or re m ov e  e n tire  e n try. Dial og bu tton  Ad d ... d e f in e s  a 
n e w  e n try in to l is t, bu tton  C le ar all passw ord s c l e ars  the  pas s w ord s , bu t l e av e s  the  
e n trie s  in  l is t. Pre s s  O K  to m ak e  the  c han ge s  pe rm an e n t. 
Se e  al s o c hp. 8 .14 ., "W he re  the  pas s w ord s / e n c ryption  k e ys  are  s tore d ". 

8 .14 . W h e re  t h e  p a s s w o rd s / e n c ry p t i o n  k e y s  a re  
s t o re d  
Strate s av e  s tore s  the  s av e d  pas s w ord s / e n c ryption  k e ys  f or u s e r A d m in is trator an d  
Sys te m  in  s ys te m  s tas h, w hic h is  d e s ign e d  f or s torin g c ritic al l y s e c re t d ata, to be  
prote c te d  f rom  ord in ary u s e rs . I f  Strate s av e  is  ru n  f rom  a n on -ad m in is trativ e  u s e r-
ac c ou n t, pas s w ord s  are  s tore d  in  re gis try. T he y are  s tore d  in  the  u s e r re gis try part, s o 
the  ord in ary u s e rs  c an ' t re ad  or m od if y e ac h othe r' s  pas s w ord s . T he  pas s w ord s  are  
s tore d  s c ram bl e d , bu t n ot f u l l y e n c rypte d . 
F or bac k u p e n c ryption , on l y the  pu bl ic  k e y is  s tore d , w hic h c an  be  u s e d  f or bac k u p 
on l y, n ot f or re s tore . 
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8 .15 . B a c k u p  t o  C D / D V D  
I n  Strate s av e  m ac ro d e f in ition , s e l e c t R e m ov abl e  d is k  as  Storage  m e d ia f or bac k u ps  
to CD/ DV D, an d  s pe c if y the  v ol u m e  n am e s  f or bac k u p rotation . CD/ DV Ds  are  
s om e w hat m ore  d e l ic ate  than  ord in ary re m ov abl e  d is k s . O n e  of  the  probl e m s  is  d ata 
u n d e rru n , w hic h oc c u rs  w he n  the re  is  n o m ore  d ata av ail abl e  w hil e  the  CD is  be in g 
w ritte n  to, an d  m ak e s  the  CD d e f e c tiv e  w he n  it oc c u rs . F or n e tw ork  bac k u ps  (an d  
l oc al  bac k u ps  to a l e s s e r d e gre e ) , a CD/ DV D d riv e  w ith bu rn -proof  or othe r 
u n d e rru n -s af e  te c hn ol ogy is  re c om m e n d e d . T he  m od e rn  d riv e s  n ow ad ays  hav e  this  
bu il tin . A n othe r probl e m  is  ov e rhe atin g of  d riv e  or CD/ DV D. I f  bu rn in g s e v e ral  
CD/ DV Ds  on  the  s am e  d riv e  on e  af te r the  othe r, it m ight be  be s t to w ait a f e w  
m in u te s  be f ore  bu rn in g an othe r CD/ DV D, to l e t the  d riv e  c ool  d ow n . 
Strate s av e  has  bu il tin  e n gin e  f or bac k u p to CD/ DV D. A l te rn ativ e l y, ac c e s s  throu gh 
3 rd  party pac k e t d riv e r Sof tw are  is  al s o s u pporte d . 
U s e  of  bu il tin  e n gin e  is  the  d e f au l t s e l e c tion  in  R e m ov abl e  Dis k  (in c l  CD/ DV D)  
d e v ic e  an d  s e ttin gs . Strate s av e  s u pports  bac k u p to DV D+ R W , (DV D-R W ) , DV D+ R , 
DV D-R , CD-R W , CD-R . DV D+ R W  is  pre f e rre d  re u s abl e  m e d ia an d  d oe s  n ot n e e d  
bl an k in g w he n  re u s e d . B ac k u ps  c an  be  e x te n d e d  ov e r s e v e ral  CD/ DV Ds  (m u l ti 
v ol u m e  bac k u p) , an d  m u l tipl e  CD/ DV D d riv e s  c an  be  u s e d . T he  bac k u p c an  be  
u n atte n d e d  w ith m u l tipl e  d riv e s  an d  v ol u m e s . J u s t pu t the  DV Ds  in to the  d riv e s  
be f ore  bac k u p s tarts . T he  bu il tin  e n gin e  al w ays  ov e rw rite s  CD/ DV D f rom  the  
be gin n in g, au tom atic al l y bl an k in g or f orm attin g the  CD/ DV D if  n e c e s s ary. N on -
re w ritabl e  CD/ DV D+ -R  m e d ia c an  be  u s e d  f or a s in gl e  bac k u p on l y. T he  bu il tin  
CD/ DV D d riv e r-e n gin e  u s e s  the  SCSI  pas s throu gh in te rf ac e  (SPT I ) , w hic h re q u ire s  
A d m in is trator rights . 
W he n  u s in g third -party pac k e t-w ritin g Sof tw are  w hic h al l ow s  to c opy f il e s  to a 
CD/ DV D l ik e  a n orm al  re m ov abl e  m e d ia, Strate s av e  has  s om e  ad d ition al  option s  to 
l e av e  f re e  s pac e  on  d is k , or as k  f or re f orm attin g the  d is k  w he n  re u s e d . T he s e  c an  he l p 
f or s tabl e  CD/ DV D bac k u ps  w ith pac k e t-w ritin g. T he  pac k e t-w ritin g Sof tw are  al s o 
m u s t al l ow  to w rite  l arge  f il e s , be c au s e  e n tire  bac k u p on  CD/ DV D is  w ritte n  as  a 
s in gl e  f il e . 
Backup to C D / D V D -R  or C D -R W / D V D + R W ?  
Strate s av e  has  bu il tin  rotation  s c he m e , w he re  the  bac k u p m e d ia is  pe riod ic al l y 
re w ritte n . T he re f ore  the  re w ritabl e  CD-R W / DV D+ R W  is  the  m ore  n atu ral  c hoic e  f or 
bac k u ps  w ith Strate s av e . CD/ DV D+ -R s  are  probabl y be s t f or f or l on ge r pe riod s , e .g. 
m on thl y to ye arl y bac k u ps . CD-R W / DV D+ R W  are  be s t f or d ail y an d  w e e k l y 
(pos s ibl y m on thl y)  bac k u ps , w hic h are  ov e rw ritte n  m ore  of te n . DV D-R W  are  
s u pporte d , bu t n ot re c om m e n d e d , be c au s e  the y n e e d  l e n gthy bl an k in g ope ration  
e v e rytim e  w he n  re u s e d . B e tte r u s e  DV D+ R W , w he re  this  s te p is  n ot n e c e s s ary. 
Backup ov er multiple C D / D V D s  
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Strate s av e  al l ow s  bac k u ps  to e x te n d  ov e r m u l tipl e  CDs  /  DV Ds . I n  M ac ro E d itor' s  
d ial og B ac k u p s torage , you  c an  e n te r a l is t of  v ol u m e  n am e s  in to e ac h f ie l d  f or 
re m ov abl e  d is k s , s e parate d  by bl an k  or c om m a. W he n  f irs t v ol u m e  ge ts  f il l e d , an d  a 
s e c on d  v ol u m e  has  be e n  s pe c if ie d  in  l is t, Strate s av e  w il l  c on tin u e  bac k u p on  the  
s e c on d  v ol u m e . Dito f or 3 rd , 4 th v ol u m e  e tc . W he n  n o c on tin u ou s  v ol u m e s  are  
d e f in e d  w ith m ac ro, v ol u m e  n am e s  are  au tom atic al l y ge n e rate d . 
Se e  al s o: c hp. 4 .8 .2., "R e m ov abl e  d is k -d e v ic e  an d  ". 

8 .16 . B a c k u p  w i t h  T a p e  A u t o l o a d e r 
W he n  Strate s av e  n e e d s  a tape  d u rin g bac k u p or re s tore , in s te ad  of  s how in g a d ial og 
as k in g to pu t the  tape  in to d riv e  m an u al l y, it pas s e s  the  re q u e s t to the  au tol oad e r, 
w hic h the n  m ov e s  the  tape  f rom  d e f in e d  s torage  s l ot to the  tape  d riv e . W he n  the  tape  
is  n o l on ge r n e e d e d  by Strate s av e , it ran ge s  it bac k  to its  s l ot. 
Strate s av e  s u pports  2 m od e s  f or u s in g tape  au tol oad e rs . E ithe r throu gh W in d ow s  
R e m ov abl e  Storage  M an age r (R SM )  s e rv ic e . T he  othe r m od e  is  ac c e s s in g SCSI  tape  
au tol oad e rs  d ire c tl y, w ithou t R SM . N orm al l y R SM  is  u s e d  to m an age  A u tol oad e rs , 
s o this  is  re c om m e n d e d  s e l e c tion . 

A u t o l o a d e r  a n d  R S M  
W in d ow s  has  the  R e m ov abl e  Storage  M an age r (R SM )  bu il tin . R SM  tak e s  c on trol  
ov e r al l  au tol oad e rs  on  the  s ys te m . A ppl ic ation s  w hic h n e e d  a tape  c an  the n  pas s  the  
re q u e s t to the  R SM , in s te ad  to the  au tol oad e r d ire c tl y, s o s e v e ral  appl ic ation s  c an  
s hare  an  au tol oad e r. T he  R SM  s e rv ic e  has  its  ow n  c on trol l in g in te rf ac e  (Con trol  
Pan e l ->A d m in is trativ e  T ool s ->Com pu te r M an age m e n t->R e m ov abl e  Storage ) . 
O n  W in d ow s  V is ta an d  l ate r, R SM  is  n ot in s tal l e d  by d e f au l t. T o in s tal l  R SM , go to 
Con trol  Pan e l ->Program s  an d  F e atu re s ->T u rn  W in d ow s  f e atu re s  on  or of f , an d  s e t 
Che c k box  f or R e m ov abl e  Storage  M an age m e n t. T his  s te p w il l  in s tal l  R SM  an d  
n tm s api.d l l . 
R SM  s u pports  B arc od e  s c an n e rs , Cl e an e r c ard rid ge  m an age m e n t, M e d ia Pool  
Se c u rity, an d  O f f s ite  Storage . T he s e  are  han d l e d  e n tire l y by R SM , an d  are  n ot 
in f l u e n c e d  by Strate s av e . I f  n e e d e d , the s e  f e atu re s  c an  be  c on f igu re d  throu gh R SM  
c on trol l in g in te rf ac e . 
R SM  organ iz e s  tape s  in  m e d ia pool s . Strate s av e  e n te rs  its  n e w  tape s  or Strate s av e  
tape s  f rom  I m port m e d ia pool  to m e d ia pool  Strate s av e \De v ic e -type   (e .g. 
Strate s av e \4 m m  DDS) . Strate s av e  al s o re c ogn iz e s  its  tape s  f rom  othe r m e d ia pool s , 
s o you  c an  m ov e  tape s  to an othe r m e d ia pool , an d  d e f in e  a d if f e re n t organ iz ation  of  
pool s  an d  tape s  if  d e s ire d . 
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Strate s av e  au tom atic al l y in s tal l s  the  DL L  ST SM L L .DL L / ST SM L L 64 .DL L  to R SM , 
w hic h is  n e c e s s ary f or R SM  to re c ogn iz e  Strate s av e  l abe l l e d  tape s . T his  is  d on e  
au tom atic al l y w he n  Strate s av e  tape  is  m ou n te d  by R SM , bu t it re q u ire s  
A d m in is trator priv il e ge . I f  you  w an t ord in ary u s e rs  to be  abl e  to bac k u p to R SM  
m an age d  tape s , A d m in is trator m u s t m ou n t a tape  w ith R SM  at l e as t on c e . 
N orm al  u n priv il e ge d  u s e rs  c an  u s e  tape s  m ou n te d  by R SM  f or bac k u p, bu t w ith 
d e f au l t R SM  s e c u rity s e ttin gs , tape s  m u s t be  in itial iz e d  by A d m in is trator, an d  tape  
option  I nitializ e  me d ia d uring  backup automatically  w h e n ne e d e d  d oe s  n ot w ork  f or 
n orm al  u s e rs . 
R SM  c an ' t be  u s e d  d u rin g Dis as te r R e c ov e ry f or l oc al  re s tore s . A u tol oad e rs  m u s t be  
ac c e s s e d  in  d ire c t SCSI  m od e , or tape  m u s t be  pu t in to d riv e  m an u al l y d u rin g 
Dis as te r R e c ov e ry. 

S C S I  A u t o l o a d e r  d i r e c t l y  a c c e s s e d  
Strate s av e  al l ow s  SCSI  tape  A u tol oad e rs  to be  ac c e s s e d  d ire c tl y. U s u al l y the  be s t is  
to u s e  R SM  in s te ad . Dire c t ac c e s s  m ight be  be s t if  e ithe r A u tol oad e r is  s hare d  w ith 
an othe r appl ic ation , w hic h re q u ire s  R SM  to be  tu rn e d  of f , or if  it is  on l y u s e d  by 
Strate s av e , an d  the  d ire c t ac c e s s , w hic h u s u al l y w ork s  w ith l e s s  tape  m ou n ts , is  
pre f e rre d . F or this  to w ork , R e m ov abl e  Storage  Se rv ic e  m u s t be  s e t to Dis abl e d . R SM  
s e rv ic e  c an  be  tu rn e d  of f  as  f ol l ow s . F rom  Con trol  pan e l , go to A d m in is trativ e  T ool s  
-> Se rv ic e s . F in d  s e rv ic e  R e m ov abl e  Storage  (Se rv ic e  n am e  N tm s Sv c ) . Stop the  
s e rv ic e , an d  c han ge  Startu p type  f rom  A u tom atic  to Dis abl e d . Pl e as e  n ote  that 
s e rv ic e s  R e m ote  Storage  M e d ia an d  R e m ote  Storage  E n gin e  d e pe n d  on  R e m ov abl e  
Storage  M e d ia, an d  c an ' t s tart if  R SM  is  d is abl e d . T he s e  s e rv ic e s  are  u s e d  to 
au tom atic al l y m igrate  rare l y u s e d  f il e s  f rom  d is k  to tape , an d  re c ov e r the m  in  c as e  
the y are  s til l  ac c e s s e d . T he s e  s e rv ic e s  c an ' t be  u s e d  if  R SM  is  tu rn e d  of f . 
T he  s l ot-n u m be r of  the  v ol u m e  is  d e f in e d  in  the  s am e  d ial og w ith the  v ol u m e  n am e . 
A u tol oad e rs  w ith barc od e  s c an n e rs  are  s u pporte d , bu t Strate s av e  m ak e s  n o u s e  of  the  
barc od e  s c an n e r, s in c e  the  s l otn u m be r is  d e f in e d  in  m ac ro, an d  the re f ore  k n ow n  to 
Strate s av e . Strate s av e  c an  han d l e  s im pl e  probl e m s  au tom atic al l y, f or e x am pl e  if  a 
tape  is  n ot ran ge d  af te r bac k u p, an d  n e x t bac k u p is  s tore d  on  an othe r tape , Strate s av e  
w il l  the n  ran ge  the  pre v iou s  tape  f irs t, be f ore  the  c u rre n t tape  is  l oad e d  f rom  its  s l ot. 
I f  Strate s av e  c an ' t f in d  the  d e f in e d  tape  in  its  s l ot, or it d oe s n ' t k n ow  w he re  to ran ge  a 
tape  w hic h is  al re ad y in  d riv e , or if  the  au tol oad e r is  m al f u n c tion in g, bac k u p is  
hal te d , an d  the  probl e m  w il l  be  s how n  in  an  e rror d ial og. I t is  im portan t that e v e ry 
tape  has  its  v ol u m e  n am e , an d  its  s l ot n u m be r l abe l e d  on  the  c ov e r, s o in  the  w ors t 
c as e  the  tape  c an  be  ran ge d  m an u al l y. 
Y ou  c an  c om bin e  l oad in g tape  w ith SCSI  au tol oad e r an d  m an u al  in s e rte d  tape s . I f  
you  d on ' t s pe c if y a s l otn r f or a giv e n  tape  v ol u m e , Strate s av e  prom pts  you  to in s e rt 
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tape  d u rin g bac k u p. M an u al  tape  m ou n t is  u s e f u l  f or rare l y u s e d  tape s , e .g ye arl y 
bac k u p tape s , w hil e  the  f re q u e n t d ail y an d  w e e k l y tape s  are  han d l e d  by au tol oad e r. 
Se e  al s o: c hp. 4 .8 .1., "T ape  d e v ic e  an d  s e ttin gs ". 

8 .17 . B a c k u p  t o  N e t w o rk  s e rv e r d i s k  ( f o r e x a m p l e  f o r 
L a p t o p s )  
Strate s av e  c an  be  u s e d  to bac k u p a c om pu te r, an d  s tore  the  bac k u p on  the  d is k  of  a 
n e w ork  f il e  s e rv e r. T he  bac k u p is  ru n  on  the  c om pu te r w hic h is  bac k e d  u p. T his  is  
the  c on trary of  N e tw ork  bac k u p w ith N e tw ork  A ge n t, w he re  the  bac k u p c l ie n ts  are  
in c l u d e d  in  the  bac k u p w hic h is  ru n  on  the  s e rv e r. 
B ac k u p to n e tw ork  s e rv e r d is k  is  f or e x am pl e  u s e f u l  to bac k u p L aptops , w hic h are  
n ot al w ays  or e v e n  rare l y c on n e c te d  to the  n e t. T he  L aptop u s e r c an  c on n e c t the  
l aptop to the  n e tw ork  an d  ru n  the  bac k u p f rom  the  L aptop. T his  c an  be  a f u l l -bac k u p 
if  the  L aptop is  on  a f as t c on n e c tion  an d  c on n e c te d  l on g e n ou gh, or a d if f e re n tial  
d ail y bac k u p f rom  a m od e m  V PN  c on n e c tion . 
A n othe r s c e n ario w ou l d  be  to bac k u p d e s k top pe rs on al  c om pu te rs , w he re  the  d e s k top 
u s e rs  w an t to hav e  c l ie n t-c on trol l e d  n e tw ork  bac k u p w ith m ax im u m  in f l u e n c e  in  the  
c on f igu ration  an d  ru n  of  the ir bac k u ps . 
F or s e tu p, the  Cl ie n t c om pu te r u s e r m u s t hav e  a u s e r ac c ou n t on  the  bac k u p s e rv e r. 
T his  s hou l d  be  a n orm al  u n priv il e ge d  ac c ou n t, pos s ibl y w ith in te rac tiv e  l ogin  
d is abl e d . Se v e ral  u s e rs  c an  s hare  an  ac c ou n t, bu t f or s e c u rity it is  be tte r to giv e  e ac h 
l aptop ow n e r his / he r ow n  ac c ou n t on  the  bac k u p s e rv e r. T he  bac k u p d ire c torie s , 
ow n e d  by the  bac k u p ac c ou n ts , are  the n  s hare d  on  the  n e tw ork . T he  bac k u p s e rv e r 
c an  be  a W in d ow s  m ac hin e , or U n ix  /  L in u x  Sf tp-Se rv e r or w ith Sam ba. 
O n  the  c l ie n t-s id e , the  L og-d ire c tory s pe c if ie d  (w he re  l is t of  e x e c u te d  bac k u ps  is  
s tore d )  s hou l d  poin t to the  bac k u p s e rv e r, in  the  U N C f orm  
\\bac k u ps e rv e r\s hare n am e \bac k u pd ir, or to the  Sf tp-B ac k u p s e rv e r. T he  L og is  an  
im portan t s ign pos t f or the  R e s tore , s o it is  be s t s tore d  on  the  bac k u p s e rv e r. T he  
bac k u p-s torage -d ire c torie s  are  al s o be s t in  U N C-f orm , poin tin g to the  bac k u p s e rv e r. 
T he  m ac ro (bac k u p pl an )  is  pre f e rrabl y s tore d  l oc al l y. I t m u s t be  s tore d  l oc al l y if  
Strate s av e  is  in s tal l e d  as  a s e rv ic e  on  the  L aptop, be c au s e  it m u s t be  av ail abl e  w he n  
s e rv ic e  s tarts . 
I f  the  n e tw ork  d ire c torie s  are  s pe c if ie d  in  U N C f orm  (\\bac k u ps e rv e r\s hare \...) , 
Strate s av e  w il l  prom pt f or the  n e tw ork  ac c e s s  pas s w ord  if  n e e d e d . T his  al s o w ork s  
w he n  the  bac k u p is  in s tal l e d  as  a Se rv ic e . 
A bout L icens ing 
O n e  Strate s av e  l ic e n c e  is  re q u ire d  pe r c om pu te r w he re  Strate s av e  is  in s tal l e d , s o 
bac k in g u p c l ie n t-c on trol l e d  to N e tw ork  s e rv e r d is k  as  d e s c ribe d  re q u ire s  on e  l ic e n c e  
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pe r bac k e d  u p c om pu te r. N e tw ork  bac k u p w ith N e tw ork  A ge n t, w he re  Strate s av e  is  
n ot in s tal l e d  on  the  bac k u p c l ie n ts , re q u ire s  on l y Strate s av e  Se rv e r+ N e tw ork , 
in d e pe n d e n t of  n u m be r of  bac k u p c l ie n ts . 
Se e  al s o: c hp. 8 .1., "N e tw ork  bac k u p w ith Strate s av e ". 

8 .18 . A c o u s t i c  m e s s a g e s  
B ac k u p- an d  re s tore  program s  ge n e rate  an  ac ou s tic  m e s s age  in  c e rtain  s itu ation s . 
Y ou  c an  s e t the  ac ou s tic  f u n c tion  in  d ial og Acoustic me ssag e s. Dial og is  s tarte d  w ith 
c om m an d  Acoustic me ssag e s... in  m e n u  O ptions. 

 
• W h en tape or remov able dis k mus t be mounted 

A n  ac ou s tic  m e s s age  w il l  appe ar, w he n  is  be  as k e d  to e n te r a tape  or d is k  in to 
d riv e . I f  m ou n tin g is  d on e  by an  ope rator or au tom atic  m e d ia c han ge r, the re  w il l  
be  n o ac ou s tic  m e s s age . 

• A fter s ucces s ful backup,  res tore or backup ch eck 
A n  ac ou tic  m e s s age  w il l  be  ge n e rate d , w he n  a bac k u p, bac k u p c he c k  or 
re s toration  c om pl e te s  w ithou t e rror. 

• A fter error in backup,  res tore or backup ch eck 
A n  ac ou s tic  m e s s age  w il l  be  s ou n d e d , if  a bac k u p, bac k u p c he c k  or re s tore  
te rm in ate s  w ith an  e rror. I f  ope ration  is  c an c e l l e d  by u s e r, the re  w il l  be  n o 
ac ou s tic  m e s s age . 

• F ile ov erw rite-dialog during res tore 
A n  ac ou s tic  m e s s age  w il l  be  ge n e rate d , w he n  u s e r is  as k e d  d u rin g re s toration , 
w he the r a f il e  s hou l d  be  ov e rw ritte n  or n ot. Dial og is  e x pl ain e d  in  c hp. 6.6. " 
Con f irm ation  d ial og f or Ask-option ". 

O K  or C ance l q u it d ial og. T he  n e w  s e ttin gs  are  v al id  w ith O K  an d  w il l  be  m ain tain e d  
be tw e e n  bac k u p an d  re s tore  s e s s ion s . 
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8 .19 . B a c k u p  f i l e  n a m e s  
B ac k u ps  are  s tore d  u n d e r the  f il e n am e s  
M acroname_ P eriodP eriodnr_rotationnr.ST S. M acroname s tan d s  f or m ac ro, the  
bac k u p pl an . Pe r d e f au l t, m ac ron am e  is  e q u al  to the  n e tw ork  n am e  of  PC. P eriod is  
on e  of  f ol l ow in g l e tte rs : Y  (ye arl y bac k u p) , S (s e m e s te r bac k u p) , Q  (q u artal  bac k u p) , 
M  (m on thl y bac k u p) , W  (w e e k l y bac k u p) , D (d ail y bac k u p)  or H  (hou rl y bac k u p) . 
P eriodnr is  a n u m be r to d if f e re n tiate  bac k u p of  s am e  pe riod  l e n gth, f or e x am pl e  
Dail y B ac k u p 1 an d  Dail y B ac k u p 2. R otationnr is  a n u m be r be tw e e n  1 an d  12 to 
d if f e re n tiate  bac k u ps  of  s am e  pe riod  (s e e  c hp. 4 .5 . "B ac k u p Storage ") . 
Sam pl e : T he  f irs t d ail y bac k u p on  f ix e d  d is k  w il l  be  s tore d  in  s e rv e r f il e  
M Y PC_D1_1.ST S, the  s e c on d  in  M Y PC_D1_2.ST S e tc . 
T he  Catal og, w hic h is  the  c atal og c on tain in g ad d ition al  f il e  in f orm ation , an d  e x ac t 
l oc ation  of  f il e  in  bac k u p, is  s tore d  in  f il e  w ith e x te n s ion  .ST C f il e , bu t othe rw is e  the  
s am e  n am e  as  bac k u p f il e . 

8 .2 0 . A N S I  t a p e  f o rm a t  
I n  ad d ition  to pu re  d ata, labels  (c on trol  bl oc k s )  are  w ritte n  on  tape . T he re  are  s om e  
big ad v an tage s  in  u s in g A N SI -f orm at: 

• F il e s  (f or Strate s av e , bac k u ps )  c an  be  e x te n d e d  ov e r s e v e ral  tape s  
• T ape  n am e , w hic h m u s t be  d if f e re n t f or e v e ry tape , is  s tore d  in  the  f irs t l abe l  

(v ol u m e  l abe l )  on  the  tape . T his  is  a prote c tion  if  by m is tak e  the  w ron g tape  is  
e n te re d  in to d riv e . 

• N am e s  an d  d ate s  of  f il e s  on  tape  are  s tore d  in  l abe l s . 
L abe l s  are  bl oc k s  w ith a s iz e  of  8 0 byte s . F or tape s  w hic h s u pport on l y f ix e d  bl oc k  
s iz e , the  l abe l s  hav e  the  tape ' s  bl oc k  s iz e  in s te ad  of  8 0. 
L abe l s  f or a bac k u p w hic h e x te n d s  to 2 tape s : 
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T M  =  T ape  m ark , al s o n am e d  e n d  of  f il e  m ark . T w o tape  m ark s  on e  af te r an othe r 
in d ic ate  e n d  of  d ata on  tape . 
V O L 1  =  V ol u m e  l abe l , c on tain s  tape  n am e . V ol u m e  l abe l  is  pl ac e d  at be gin n in g of  
tape . 
H D R 1  =  F il e  l abe l  1, al s o n am e d  he ad e r l abe l  1. Con tain s  n am e  of  f ol l ow in g f il e  
H D R 2  =  F il e  l abe l  2. Con tain s  ad d ition al  f il e  in f orm ation . 
E O F 1  an d  E O F 2  (E n d  O f  F il e  l abe l s )  m ark  e n d  of  f il e  
E O V 1  an d  E O V 2  (E n d  O f  V ol u m e  l abe l s )  m e an  that tape  is  f u l l  an d  d ata c on tin u e s  
on  n e x t tape . 
E O T  =  E n d  of  tape . T his  is  a f ix  hard w are  m ark  n e ar phys ic al  e n d  of  tape . I f , d u rin g 
w rite , the  E O T  m ark  is  pas s e d , the re  w il l  s til l  be  e n ou gh s pac e  on  tape  to w rite  the  
E O V -l abe l s . 
I n  the  e x am pl e  s how n , part of  the  f il e  is  on  tape  1, re s t is  on  tape  2. 

T ap e  1 :  
HDR1 HDR2 TM file 1. part TM EOV2EOV1 TM TM

EOT

VOL1

 
T ap e  2 :  
VOL1 HDR1 HDR2 TM file 2. part TM EOF2EOF1 TM TM  

Backup,  e x te nd ing  ov e r 2  tape s,  w ith  d ata- and  control blocks 



I n d ex  

  
.$ $ 1-f il e s , c re ate d  d u rin g re s tore   5 8  
  
A cous tic mes s ages   9 6  
A N SI  tape  f orm at  12, 9 7  
A S R  D is as ter R ecov ery   7 1 , 8 8  
A u tol oad e r  25 , 9 3  
A u tom atic  bac k u p c he c k   21, 4 1  
  
B ac k u p  4 4 –5 4  

A u tom atic  bac k u ps tart  13  
A u tom atic  c he c k   21, 4 1  
A u tom atic  s tart  5 1  
C ancel  4 8  
C h eck  7 0  
Corru pte d   12, 6 8  
Dif f e re n tial   21 
E ncry pted  8 9  
F il e  n am e   97  
F orm at  13  
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1 0 0  

N etw ork  7 6 , 8 5  
O pen F iles   4 0 , 8 7  
R egis try   8 0  
Se c u rity  12, 68  
S tart  4 7  
S torage  2 3  
S y s tem S tate  7 9  
T o CD/ DV D  9 2  

Backup file  1 0 6  
B ac k u p pe riod   18 , 1 0 6  
B ac k u p pl an   18 , 1 0 6  
B ac k u p program   10 

C ommand line-parameters   5 1  
E mail mes s ages   3 5 , 3 7  
E x it after backup  5 0  
S h utdow n after backup  5 0  
S top s ch eduling after backup  5 0  

B ac k u p s tart  4 5  
  
Catal og  22, 3 8  

D is play   5 5  
Prin t  5 7  

C D   3 4 , 9 2  
CD/ DV D  11, 12 
Che c k s u m   12, 4 1 , 1 0 6  
C lient  1 0 7  
C ompres s ion  3 8  
Corru pte d  bac k u ps   12, 6 8  
CR C-c he c k s u m   12, 1 0 6  



I ndex  

 1 0 1  

  
D atabas es  

U nreadable  4 0  
Dif f e re n tial  bac k u p  11, 21, 1 0 7  
Dire c torie s  

T o be  bac k e d  u p  20 
U nreadable  4 0  

D is as ter R ecov ery   7 1 , 8 8 , 1 0 7  
D V D   3 4 , 9 2  
  
E mail mes s ages   3 5 , 3 7  
E ncry pted backup  21, 3 8 , 8 9  
E x ch ange  8 2 , 8 4 , 8 5  
  
F il e  n am e s  of  bac k u ps   97  
F il e s  

B ac k u p c opie s  d u rin g re s tore   5 8  
L oc k e d   22, 4 1  
N ot bac k e d  u p-f il e s   4 9 
R es erv ed  4 1  
Sav e d  in  bac k u p  4 9 
S elect for res tore  5 5  

F il e s N otT oB ac k u p  4 9 
F orm at of  bac k u ps   13  
F ormatting ( initialis ing)  tapes  and remov able dis ks   5 0  
F u l l  re s tore   5 9, 6 2  
  
G eneral options   3 0  
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G F S (G ran d f athe r F athe r Son ) , tape  rotation  s c he m e   19, 24  
  
I n c re m e n tal  bac k u p  26, 8 4 , 1 0 7  
I nitializing tapes  and remov able dis ks   5 0  
I n s tal l ation   17  
  
L abe l   12, 97  
L aptops   9 5  
L oc k e d  f il e s   22, 4 1  
L og  11, 1 0 8  

L oad  5 5  
Prin t  4 9, 5 5  
R es tore,  w h en log is  los t  6 9  
Se rv e r d ire c tory  21, 3 0  

  
M ac ro  11, 1 0 8  

L ate r c han ge s   4 3  
L oad  2 2  
S av e  2 3  

M edia ch anger  s ee A utoloader 
  
N etw ork backup  8 5  
N etw ork Backup  7 6 , 9 5  
  
O ld backups   6 5 , 6 6 , 6 8  
O pen F ile Backup  4 0 , 8 7  
O rgan iz e d  bac k u p  10 
O u tpu t w in d ow s  



I ndex  

 1 0 3 

B ac k u p program   4 6 
  
P arameters  in command line 

Backup program  5 1  
Pas s w ord   4 7 , 9 0 , 9 1  
PC ope ratin g s ys te m   16 
Pe riod   18 , 1 0 6  

S election for backup  4 7  
T ime plan  2 9  

Pe riod ic al  bac k u p  4 4 –5 4  
P rint 

Catal og  5 7  
L og  4 9, 5 5  
M acro  4 2  
P rint dialog  4 2  

Priv il e ge  
B ac k u p  4 2 
R e s tore   5 9 

  
R e boot  5 9 
R egis try  

Backup  8 0  
R es tore  5 9 , 8 1  

R e m ote  B ac k u p Con trol   7 3  
R e m ote  B ac k u p Con trol  program   10 
R e m ote  B ac k u p Con trol  Program   7 3  
R e m ov abl e  d is k   11, 12 

De v ic e   22, 3 4  
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F ree  4 8  
I nitialize  5 0  
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G l o ssary  

B a c k u p  fi l e  
F il e  c on tain in g a bac k u p. T he  bac k u p f il e  is  s tore d  on  a f ix e d  d is k , on  on e  or m ore  tape s  or on  
on e  or m ore  re m ov abl e  d is k s . 

B a c k u p  p e r i o d  
T im e  w id th, ac c ord in g to w hic h a bac k u p w ith the  s am e  s e ttin gs  is  re pe ate d . W ith Strate s av e , 
you  c an  d e f in e  hou rl y, d ail y, w e e k l y, m on thl y, q u artal , s e m e s te r an d  ye arl y bac k u ps . Spe c ial  
pe riod s  c an  be  d e f in e d   f or SQ L  Se rv e r an d  E x c han ge  Se rv e r I n c re m e n tal  bac k u p. 

B a c k u p  p l a n  
F or a re gu l ar bac k u p, it is  in e v itabl e  to f ol l ow  a bac k u p pl an . T he  pl an  c on tain s  in f orm ation  
abou t bac k e d  u p f il e s , bac k u p pe riod s , bac k u p s torage , tape  rotation  an d  m ore . Strate s av e  has  
a m ac ro e d itor, w hic h m ak e s  it e as y to c re ate  an d  e d it the  bac k u p pl an . T he  pl an  is  s tore d  as  a 
m ac ro on  PC. 

C a t a l o g  
L is t of  bac k e d  u p f il e s  an d  d ire c torie s . Com pare d  w ith l og, Catal og is  a m ore  d e tail e d  l is t, 
w he re  al l  f il e s  are  l is te d  w ith f il e  d ate s  an d  attribu te s . Catal og is  s tore d  w ith bac k u p, an d  c an  
be  l oad e d  w ith re s tore  program . O ption al l y f or bac k u ps  to tape  or re m ov abl e  d is k  it c an  al s o 
be  s tore d  in  a s e parate  f il e  in  l og d ire c tory. T his  al l ow s  to v ie w  l is t of  bac k e d u p f il e s , w ithou t 
m ou n tin g tape / re m ov abl e  d is k  c on tain in g bac k u p. 

C h e c k s u m  
U n iq u e  n u m be r, w hic h is  c al c u l ate d  f rom  an  am ou n t of  d ata. W ith the  c he c k s u m , it c an  l ate r 
be  c he c k e d  if  the  d ata is  s til l  c orre c t. Strate s av e  ad d s  a 3 2-bits  c he c k s u m  to e v e ry bac k e d  u p 



G los s ary  

 1 0 7 

PC-f il e . T he  c he c k s u m  is  ge n e rate d  w ith the  m od e rn  CR C-m e thod . Du rin g re s toration  or 
bac k u p c he c k s , e rrors  d e te c te d  by c he c k s u m  w il l  be  d is pl aye d . 

C l i e n t  
Com pu te r, w hic h d e m an d s  a s e rv ic e  f rom  an othe r c om pu te r. W ith Strate s av e  Se rv e r an d  
N e tw ork , the  bac k u p c l ie n ts  are  re m ote l y bac k e d  u p, w ithou t prior in s tal l in g Sof tw are  on  
the m . T he  bac k u p c l ie n ts  c an  al s o be  Se rv e r v e rs ion s  of  W in d ow s . A  bac k u p s e rv e r w ith 
W in d ow s  X P c an  re m ote l y bac k u p W in d ow s  2003  s e rv e rs  as  bac k u p c l ie n ts . 

D i ffe r e n t i a l  b a c k u p  
I n  a d if f e re n tial  bac k u p, the  f il e s  that are  al re ad y s av e d  in  a pre v iou s  bac k u p are  s k ippe d . T hat 
m e an s  on l y the  n e w  or c han ge d  f il e s  w il l  be  bac k e d  u p. I n  a d if f e re n tial  bac k u p, al l  f il e s  
c han ge d  s in c e  l as t bac k u p w ith l on ge r pe riod  are  bac k e d  u p. A s  an  e x am pl e , a d if f e re n tial  
d ail y bac k u p d oe s  n ot bac k u p f il e s , if  the y are  al re ad y c on tain e d  in  a w e e k l y, m on thl y, 
q u artal , s e m e s te r or ye arl y bac k u p. Strate s av e  s u pports  d if f e re n tial  bac k u ps  f or f il e s  an d  
d atabas e s . 

D i s a s t e r  R e c o v e r y  
Se ttin g u p a s ys te m  again  f rom  bac k u p af te r the  s ys te m  d is k  ge ts  l os t. Strate s av e  s u pports  
l oc al  an d  re m ote  d is as te r re c ov e ry, w ithou t re in s tal l in g the  s ys te m  f irs t. 

I m a g e  B a c k u p  
B ac k in g u p raw  d is k  partition s .  

I n c r e m e n t a l  b a c k u p  
I n  an  in c re m e n tal  bac k u p, on l y the  c han ge s  s in c e  l as t in c re m e n tal  bac k u p or l as t d if f e re n tial  
or f u l l  bac k u p are  s av e d . F or the  re s tore , the  w hol e  c hain  of  in c re m e n tal  bac k u ps  m u s t be  
av ail abl e . Strate s av e  s u pports  Dif f e re n tial  bac k u ps  f or f il e s  an d  d atabas e s , an d  pu re l y 
in c re m e n tal  bac k u ps  f or SQ L  an d  E x c han ge  s e rv e r d atabas e s . Pu re l y in c re m e n tal  bac k u ps  of  
d atabas e s  al l ow s  f or v e ry f re q u e n t bac k u ps  (e .g. on c e  e v e ry 10 m in u te s ) , be c au s e  the  bac k u ps  
are  s m al l  s in c e  the y c on tain  on l y c han ge s  m ad e  s in c e  l as t in c re m e n tal  bac k u p. T his  al l ow s  to 
re s tore  the  d atabas e  al m os t u p to d ate  in  c as e  of  c ras h, w hic h c an  be  im portan t in  s om e  
e n v iron m e n ts . 

L o g  
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T he  l og be l on gin g to its  m ac ro c on tain s  l is t of  e x e c u te d  bac k u ps . E v e ry bac k u p is  l is te d  w ith 
its  bac k e d  u p d ire c torie s , bac k u p tim e , l oc ation  of  bac k u p an d  othe r in f orm ation . L og is  an  
im portan t s ign  pos t f or re s tore  program . R e s tore  program  re s tore s  bac k e d  u p f il e s  w ith he l p 
f rom  the  l ogf il e . L og is  s tore d  in  f il e n am e  macroname .ST L , in  l og d ire c tory w hic h c an  be  
s pe c if ie d  in  bac k u p pl an  d e f in ition . 

M a c r o  
M ac ro is  the  bac k u p pl an . I t is  s tore d  in  f il e  m ac ron am e .ST M . I t c on tain s  d e f in e d  pe riod s  
(d ail y bac k u p, w e e k l y bac k u p e tc .)  w ith d ire c torie s  to be  bac k e d  u p an d  f u rthe r d e f in ition s . 
M ac ro c an  be  c re ate d  an d  m od if ie d  w ith the  m ac ro e d itor. 

R e s t o r e  d i s k  
A  f l oppy d is k , w hic h al l ow s  you  to re s tore  af te r a PC c ras h, w ithou t in s tal l in g Strate s av e . T he  
A SR  re s tore  d is k  al l ow s  d is as te r re c ov e ry of  W in d ow s  2003  an d  X P w ithou t re in s tal l in g 
W in d ow s . T he  f il e  R E A DM E .T X T  on  d is k  e x pl ain s  its  u s e  f or re s toration . 
W in d ow s  2008  an d  V is ta re q u ire  a pre pare d  W in d ow s  PE  2.0 CD/ DV D, in s te ad  f or A SR  
d is as te r re c ov e ry. 

S y s t e m  S t a t e  
Se t of  f il e s  an d  d atabas e s  (R e gis try an d  othe rs ) , f orm in g the  ope ratin g s ys te m  bas e , w hic h 
s hou l d  be  bac k e d  u p toge the r. Strate s av e  has  s in gl e  s e l e c tion  f or Sys te m  State . T he re  is  al s o 
the  Se rv ic e  State , f or bas e  s e rv ic e  e l e m e n ts . 


